Strengthening Compliance with Data Privacy
Regulations in U.S. Healthcare Cybersecurity

Abstract

This study evaluates the state of data privacy and cybersecurity compliance within the
U.S. healthcare sector, leveraging data from the U.S. Department of Health & Human
Services Breach Portal, Verizon Data Breach Investigations Report, and the Health IT
Dashboard. A quantitative methodology comprising descriptive statistical analysis, K-
means clustering, and multivariate regression was employed to examine healthcare data
breaches, categorize cybersecurity threats, and identify compliance challenges. Findings
revealed a persistent increase in breaches, with hacking/IT incidents comprising over
80% of breaches in 2020, and a peak of 135 incidents in 2021. Budget allocation emerged
as the most significant predictor of compliance (p = 0.0178), affirming resource
constraints. The study highlights malware and ransomware as dominant threats and
identifies insider threats as high-impact vulnerabilities. The study recommends increasing
cybersecurity budgets, implementing continuous staff training, harmonizing regulations,
and adopting Cybersecurity Maturity Models to systematically enhance security postures.
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1. Introduction

The increasing digitization of healthcare services in the United States has profoundly
transformed patient care delivery and operational efficiency. However, this technological
advancement has concurrently exposed the sector to escalating cybersecurity threats.
Data breaches within the U.S. healthcare industry have risen alarmingly, both in
frequency and severity. In 2023 alone, 725 breaches were reported, compromising over
133 million records—more than double the 51.9 million records exposed in 2022 (Alder,
2024). These incidents jeopardize sensitive patient data and impose substantial financial,
operational, and reputational burdens on healthcare organizations.

The U.S. regulatory framework for safeguarding healthcare data is anchored in the Health
Insurance Portability and Accountability Act (HIPAA) and the Health Information
Technology for Economic and Clinical Health (HITECH) Act. These laws mandate that
entities implement administrative, physical, and technical safeguards to ensure the
confidentiality, integrity, and availability of protected health information (PHI).
Complementing these mandates, cybersecurity frameworks such as the National Institute



of Standards and Technology (NIST) Cybersecurity Framework and the HITRUST
Common Security Framework (CSF) provide structured methodologies to mitigate
cybersecurity risks. These frameworks offer tailored guidance to address the healthcare
sector's unique vulnerabilities (Abohatem et al., 2023).

Despite these regulatory and framework-driven efforts, the sector faces a growing array
of sophisticated cyber threats. Hacking and IT incidents constituted 80% of reported
breaches in 2023, a sharp increase from 49% in 2019 (McKeon, 2023). Common tactics
include ransomware attacks, which encrypt critical data and disrupt operations, and
phishing schemes, where individuals are deceived into divulging credentials or installing
malware. Insider threats—whether malicious or negligent—alongside malware infections
further exacerbate the challenges. The proliferation of connected medical devices and
reliance on cloud-based systems have expanded the attack surface, introducing complex
security risks that healthcare organizations must address (Bala et al., 2024).

Legacy systems remain a critical barrier to cybersecurity resilience. These outdated
technologies, often unpatched and lacking modern security features, serve as vulnerable
entry points for attackers. Limited financial and technical resources, particularly among
smaller providers, compound the difficulty of implementing robust security measures.
Human error also remains a persistent challenge, with insufficient training leaving staff ill-
prepared to adhere to cybersecurity protocols. Compounding these vulnerabilities is the
complexity of regulatory compliance. Only 38% of healthcare providers reportedly meet
all HIPAA Security Rule requirements, illustrating systemic struggles in achieving
compliance (Bureau, 2021).

Recent high-profile breaches highlight the sector's vulnerabilities. For example, the 2023
Tampa General Hospital breach exposed 2.1 million patient records, resulting in a $6.8
million settlement (Diaz, 2025). Similarly, the HCA Healthcare breach impacted over 11
million patients (lvanova, 2023). Such incidents underscore the significant financial
repercussions, including regulatory fines, legal expenses, breach mitigation costs, and
operational disruptions. The average cost of a healthcare data breach reached $10.93
million in 2023, with a per-record cost of $408, far exceeding the cross-industry average
of $148 (Ukyab & Beato, 2024). Beyond these direct costs, reputational damage further
erodes patient trust, often resulting in patient attrition and long-term financial losses.

Regulatory bodies have taken steps to strengthen enforcement and adapt to evolving
threats. In December 2024, the Department of Health and Human Services (HHS)
proposed amendments to HIPAA aimed at enhancing cybersecurity protections (HHS,
2024). These revisions include requirements for documented security policies and
improved safeguards for electronic PHI managed by business associates (HHS, 2024).
Similarly, enforcement actions such as the Federal Trade Commission’s $7.1 million fine



against mental health startup Cerebral for privacy violations emphasize the need for
compliance and accountability (Alder, 2024).

Cybersecurity breaches also impose broader economic and reputational consequences.
Resources must be redirected to post-breach mitigation efforts, including hiring
cybersecurity experts and upgrading security systems. Reputational damage often leads
to reduced patient retention and legal actions, as seen in the Children’s Healthcare of
Atlanta case, where allegations of unauthorized data sharing with Facebook highlighted
the risks associated with inadequate data protection (Rodrigues et al., 2024).

Proactive strategies are essential to counteract these risks. A tailored Cybersecurity
Maturity Model (CMM), inspired by the Department of Defense’s Cybersecurity Maturity
Model Certification (CMMC), could provide a structured approach for assessing
cybersecurity resilience and guiding investment decisions. Such a framework would
enable healthcare organizations to advance through progressive levels of cybersecurity
maturity, fostering continuous improvement in both compliance and operational security
(Ngounou et al., 2024). Furthermore, lessons from case studies such as Tampa General
Hospital's effective incident response highlight the importance of collaborative crisis
management in mitigating the impacts of breaches and preserving stakeholder trust.This
study aims to critically analyze the current state of data privacy and cybersecurity within
the U.S. healthcare sector, identifying key vulnerabilities and challenges to compliance
with relevant regulations. Furthermore, it seeks to propose evidence-based strategies and
recommendations for strengthening cybersecurity defenses and fostering a culture of
compliance to effectively safeguard protected health information (PHI), by achieving the
following objectives:

1. Evaluates the effectiveness of existing data privacy regulations (e.g., HIPAA,
HITECH) and cybersecurity frameworks (e.g., NIST Cybersecurity Framework,
HITRUST CSF) in mitigating cybersecurity risks within the U.S. healthcare context.

2. Systematically identifies and categorises the primary cybersecurity threats and
vulnerabilities currently exploited within U.S. healthcare organizations, drawing
upon empirical data from recent breaches and security incidents.

3. Investigates and analyses the multifaceted challenges and barriers that impede
effective compliance with data privacy regulations in U.S. healthcare, considering
technical, organizational, human, and economic factors.

4. Formulates and proposes practical, actionable strategies and recommendations
for diverse stakeholders (healthcare organizations, policymakers, technology
providers, etc.) to enhance data protection, strengthen cybersecurity posture, and
promote a robust culture of compliance within the U.S. healthcare ecosystem.

2. LITERATURE REVIEW



The regulatory framework governing data privacy in the U.S. healthcare sector is both
intricate and constantly evolving, reflecting the critical imperative to protect sensitive
patient information. Central to this framework is the Health Insurance Portability and
Accountability Act (HIPAA) of 1996, which established national standards for
safeguarding protected health information (PHI). According to Subramanian et al. (2024),
HIPAA comprises three principal components: the Privacy Rule, delineating permissible
uses and disclosures of PHI; the Security Rule, mandating administrative, physical, and
technical safeguards to protect electronic PHI (ePHI); and the Breach Notification Rule,
which requires notification to affected individuals, the Department of Health and Human
Services (HHS), and, in certain circumstances, the media in the event of a breach
involving unsecured PHI.

The regulatory scope of HIPAA was significantly enhanced by the Health Information
Technology for Economic and Clinical Health (HITECH) Act of 2009. As Szalados (2021)
posits, this legislation introduced stricter penalties for non-compliance, expanded
regulatory oversight to include business associates, and incentivized the adoption of
electronic health records. This expansion underscores the increasing emphasis on
cybersecurity within the healthcare sector. Recent regulatory initiatives, such as the
December 2024 proposed revisions to the HIPAA Security Rule, aim to bolster
cybersecurity measures further by mandating encryption, multifactor authentication, and
comprehensive documentation of security policies (Donaldson, 2024; Adigwe et al.,
2024). Notably, these revisions eliminate the distinction between "required" and
"addressable" safeguards, effectively requiring all specified measures unless alternative
solutions providing equivalent security are demonstrated (Fillmore et al., 2023; Alao,
Adebiyi and Olaniyi, 2024).

State-level regulations compound the complexity of the compliance landscape. For
example, the California Consumer Privacy Act (CCPA), along with its amendments under
the California Privacy Rights Act (CPRA), grants residents of California extensive rights
over their personal data, including health-related information. ljaz and Carrie (2023)
observes that healthcare organizations operating within California must navigate the
interplay between state-specific and federal requirements, addressing overlapping
mandates to achieve comprehensive compliance. This dual-layered regulatory
environment necessitates adaptive and cohesive data governance strategies among
national healthcare providers.



Regulatory enforcement is primarily overseen by the Office for Civil Rights (OCR) within
HHS; the OCR investigates complaints, conducts compliance reviews, and imposes
monetary penalties for violations, as evidenced by its resolution of 13 enforcement actions
in 2023, reflecting its ongoing commitment to upholding HIPAA standards (Davis, 2023;
Arigbabu et al., 2024). In addition to the OCR, the Federal Trade Commission (FTC)
addresses broader consumer privacy concerns. High-profile enforcement actions, such
as the $7.1 million fine levied against the mental health startup Cerebral for alleged
privacy violations, highlight the FTC’s significant role in addressing consumer data
protection issues beyond HIPAA's jurisdiction (Alder, 2024; Fabuyi et al., 2024).

This multifaceted regulatory framework requires healthcare organizations to remain
vigilant and proactive in their compliance efforts. Organizations must address the
interplay of federal and state mandates while adapting to emerging cybersecurity
challenges and enforcement priorities, as emphasized by Adegbite et al. (2023). A
cohesive approach to data governance and privacy is essential for maintaining
compliance and safeguarding patient information in an increasingly complex regulatory
environment.

Cybersecurity Threats and Vulnerabilities in Healthcare

The U.S. healthcare sector faces a diverse and escalating range of cybersecurity threats,
requiring comprehensive strategies to mitigate risks and safeguard sensitive patient data.
Among the most significant challenges are hacking incidents, including ransomware,
phishing, and malware attacks (Neprash et al., 2022; Gbadebo et al.,, 2024).
Ransomware, which encrypts critical data and disrupts operations, has seen a dramatic
rise, with incidents increasing by over 100% since 2019 (Benmalek, 2024; Joeaneke et
al., 2024). Teichmann and Boticiu (2024) notes that these attacks often result in
substantial financial losses and operational disruptions, as demonstrated by the 2023
breaches at Tampa General Hospital and HCA Healthcare, which affected millions of
patients and led to significant settlements. Phishing campaigns, which exploit human
vulnerabilities through deceptive communications, remain a prevalent entry point for
attackers, frequently serving as precursors to malware deployment aimed at data
exfiltration and system compromise (Bardin, 2024; Joeaneke et al., 2024).



Insider threats exacerbate cybersecurity risks within healthcare organizations. These
threats may stem from malicious insiders intentionally breaching systems for financial
gain or inadvertent errors caused by insufficient training or negligence (Al-Mhigani et al.,
2024; John-Otumu et al., 2024). Human errors, such as misconfigured system settings or
unintended data sharing, often lead to breaches (El-Bably, 2021; Joseph, 2024). Ugbebor
et al. (2024) posits that addressing insider threats necessitates a dual approach,
combining stringent access controls with continuous employee education to cultivate a
culture of security awareness.

The growing integration of connected medical devices and Internet of Things (loT)
technologies introduces additional vulnerabilities. 0T devices, including patient
monitoring systems and implantable medical devices, often lack robust security features,
rendering them susceptible to exploitation (Jaime et al., 2023; Kolade et al., 2024).
Recent studies underscore these risks, highlighting the potential for such devices to act
as entry points for attackers to access broader healthcare networks or disrupt critical
services (Affia et al., 2023; Djenna et al., 2021; Staddon et al., 2021; Okon et al., 2024).
Securing this interconnected ecosystem requires device-level protections combined with
comprehensive network security measures, as Mustafa et al. (2024) observes.

Legacy systems present yet another significant challenge; outdated technologies
frequently lack critical updates and patches, creating exploitable vulnerabilities
(Dissanayake et al., 2021; Olabaniji et al., 2024). Budgetary constraints and compatibility
issues often hinder system upgrades, leaving organizations exposed to attacks (George
et al., 2024; Olabaniji, Olaniyi and Olagbaju, 2024). According to Ebong et al. (2024),
mitigation strategies include network segmentation, intrusion detection systems, and
virtual patching to address known vulnerabilities. However, a sustainable solution
involves the phased replacement of legacy systems with secure, modern infrastructure
(Irani et al., 2023; Olabaniji, Olaniyi and Olaoye, 2024).

The convergence of external attacks, internal vulnerabilities, and technological
challenges highlights the urgency for healthcare organizations to adopt proactive, layered
security measures. Shahid et al. (2022) asserts that only through comprehensive risk
management strategies can the healthcare sector effectively protect patient data and
ensure the reliability of critical services.



Barriers to Compliance with Data Privacy Regulations

Compliance with data privacy regulations in the U.S. healthcare sector is hindered by a
complex interaction of technical, organizational, human, and economic barriers
(Williamson & Prybutok, 2024; Oladoyinbo et al., 2024). Technically, healthcare
organizations face significant challenges in implementing robust safeguards such as
encryption, access controls, and anomaly detection tools (Bala et al., 2024; Olaniyi,
2024). While these measures are mandated under regulations like HIPAA’s Security Rule,
their integration often demands specialized expertise that many organizations,
particularly smaller providers, lack. George et al. (2023) argues that the rapidly evolving
nature of cyber threats necessitates frequent updates and adaptations, placing additional
strain on already limited IT resources.

Organizational constraints further compound technical challenges. Limited budgets,
especially in smaller healthcare organizations and rural facilities, often restrict
investments in cybersecurity infrastructure and skilled personnel (Abdul et al., 2024;
Olaniyi, Olaoye and Okunleye, 2023). Mahboubi et al. (2024) notes that this scarcity of
resources typically results in reactive security measures, rather than proactive
approaches. Moreover, a lack of executive buy-in exacerbates the problem, as
cybersecurity is often deprioritized at the leadership level, receiving inadequate funding
and attention (Anderson et al., 2024; Olaniyi et al., 2024). This absence of prioritization
frequently leads to fragmented accountability and poorly coordinated security efforts,
weakening the organization’s compliance capabilities (Laegreid & Rykkja, 2021; Olateju
et al., 2024).

Human factors also contribute significantly to compliance failures. Inadequate staff
training and awareness remain persistent vulnerabilities, with human error—such as
falling for phishing attacks or mishandling sensitive data—posing a substantial threat
(Sarker et al., 2024; Olateju et al., 2024). Even the most advanced technical safeguards
cannot fully mitigate these risks, as Jamal et al. (2024) observes. This underscores the
importance of regular, comprehensive security training programs that educate employees
on data privacy, common cyberattack methods, and best practices for managing sensitive
information. Cultivating a culture of security consciousness throughout the organization
is essential to mitigating these risks effectively (Khando et al., 2021; Tejay & Mohammed,
2022; Salako et al., 2024).



Economic barriers represent another critical challenge; implementing and maintaining
effective cybersecurity measures, such as acquiring advanced technology, hiring skilled
personnel, and conducting ongoing training, require significant financial investment.
Firoozi et al. (2024) highlights that for many organizations, these costs are difficult to
justify amid competing operational priorities. However, the economic consequences of
non-compliance—including regulatory fines, legal penalties, reputational harm, and
breach recovery costs—often far exceed the costs of proactive cybersecurity investments
(Shandilya et al., 2024; Samuel-Okon et al., 2024). Recent data illustrates a rising trend
in the average cost of healthcare data breaches, emphasizing the financial prudence of
treating cybersecurity as a strategic investment rather than an expense (Prakash & Garg,
2024; Elendu et al., 2024; Selesi-Aina et al., 2024).

Addressing these multifaceted barriers necessitates a holistic strategy that integrates
technological innovation, organizational leadership, staff education, and efficient resource
allocation to safeguard patient data and achieve regulatory compliance effectively.

Economic Impact of Cybersecurity Breaches

The economic repercussions of cybersecurity breaches in the U.S. healthcare sector are
extensive, encompassing both direct and indirect costs that strain organizational
resources and jeopardize long-term sustainability. Direct costs include regulatory fines,
legal expenses, and expenses related to breach mitigation efforts. For instance, Anthem
Inc.’s 2015 data breach, which compromised approximately 79 million records, resulted
in a $16 million settlement with the Office for Civil Rights (OCR) and an additional $115
million class-action settlement (Tweh, 2017). Similarly, Tampa General Hospital's 2023
breach, which affected 2.1 million individuals, culminated in a $6.8 million settlement
(Alder, 2024). These examples underscore the financial consequences associated with
regulatory penalties, legal actions, and operational recovery measures, collectively
imposing significant burdens on healthcare organizations.

Indirect costs, although less immediately quantifiable, have equally detrimental effects.
Reputational damage remains a primary concern, as data breaches undermine patient
trust and public confidence. Eriks-Hoogland et al. (2024) contends that a substantial
proportion of patients are inclined to switch healthcare providers following a breach,
leading to patient attrition and sustained revenue losses. Additionally, operational



disruptions exacerbate the impact of these incidents. Breaches often necessitate
reallocating resources from core healthcare functions to incident response, forensic
investigations, and system restoration, thereby compromising patient care and
diminishing organizational efficiency (Kwon & Johnson, 2024; Val et al., 2024). These
indirect costs frequently exceed direct financial penalties, emphasizing the multifaceted
ramifications of cybersecurity breaches (Larsson & Sigholm, 2024; Val et al., 2024).

Investing in proactive cybersecurity measures offers a compelling economic rationale by
mitigating these risks. The deployment of artificial intelligence (Al)-driven tools
significantly enhances threat detection and response capabilities. Al-powered systems,
as Akhtar and Tajbiul Rawol (2024) argues, can monitor networks in real time, identify
anomalies indicative of cyber threats, and facilitate swift intervention to prevent breaches.
These technologies also reduce reliance on manual processes, streamlining compliance
with regulatory standards and minimizing the likelihood of fines for non-compliance.
Furthermore, automated compliance systems ensure adherence to complex regulatory
frameworks, alleviating administrative burdens and improving organizational efficiency
(Oguejiofor et al., 2023).

Healthcare organizations that integrate advanced cybersecurity measures frequently
realize substantial cost savings. Studies consistently demonstrate that entities employing
Al-driven security solutions incur lower breach-related expenses than those relying on
traditional methods (Usman, 2024; Larsson & Sigholm, 2024; Prakash & Garg, 2024).
Although the initial investment in these technologies can be substantial, the long-term
financial benefits—derived from avoiding breaches, maintaining operational continuity,
and preserving patient trust—justify the expenditure. This strategic, proactive approach
not only responds to the evolving cybersecurity threat landscape but also represents a
prudent economic decision, reinforcing the necessity of robust cybersecurity
infrastructure within the healthcare sector (Mallick & Nath, 2024; Kianpour & Raza, 2024).

Strategies for Strengthening Compliance and Cybersecurity

Enhancing compliance and cybersecurity in the U.S. healthcare sector requires a
multifaceted approach, integrating organizational, technological, and policy-level
strategies. At the organizational level, conducting comprehensive and regular risk
assessments is essential for identifying vulnerabilities and prioritizing mitigation



measures based on potential impacts. These assessments serve as the foundation for
developing incident response plans, which ensure that healthcare organizations can
manage breaches effectively and sustain operational continuity (Hassel & Cedergren,
2021). In addition, employee training plays a pivotal role in mitigating risks associated
with human error, including susceptibility to phishing attacks. Training programs should
emphasize common attack vectors, best practices for handling sensitive data, and strict
adherence to security protocols (Aslan et al., 2023). Furthermore, the adoption of data
minimization practices, which involve collecting and retaining only essential information,
enhances security by reducing the volume of sensitive data susceptible to breaches
(Jamal et al., 2024).

From a technological perspective, advanced tools such as artificial intelligence (Al) and
machine learning (ML) significantly enhance cybersecurity defenses. Nassar and Kamal
(2021) asserts that these technologies enable real-time threat detection by analyzing
large datasets to identify anomalies indicative of cyber threats. Al-driven systems can
detect and neutralize potential intrusions proactively, thereby minimizing damage. The
implementation of zero-trust security models further strengthens defenses by requiring
strict authentication and authorization for all access requests, regardless of user location
or device. As healthcare organizations increasingly adopt cloud-based services,
improving cloud security becomes critical. Encrypting data, implementing robust access
controls, and conducting regular security audits are necessary measures to ensure the
integrity and confidentiality of sensitive patient information stored in the cloud
environment (Kommidi & Padakanti, 2024).

At the policy level, the development of a Healthcare Cybersecurity Maturity Model
(HCMM) could provide a structured framework for enhancing cybersecurity capabilities
systematically. Inspired by established frameworks such as the Department of Defense’s
Cybersecurity Maturity Model Certification, the HCMM would guide organizations through
progressive stages of cybersecurity maturity. This model would enable tailored
investments based on risk profiles, ensuring that resources are allocated efficiently and
effectively (Raju & Kondle, 2024). Furthermore, harmonizing federal and state regulations
is crucial for reducing compliance challenges. The current fragmented regulatory
landscape diverts significant resources from proactive security measures to address
varying requirements. Establishing unified national standards would streamline



compliance efforts and promote a consistent approach to data privacy and protection
across the healthcare sector (Silva & Soto, 2022).

By integrating comprehensive risk assessments, targeted employee training, advanced
technological tools, and cohesive policy frameworks, healthcare organizations can
address cybersecurity challenges more effectively. These strategies not only safeguard
sensitive patient information but also enhance the sector’s capacity to navigate a complex
and evolving regulatory environment.

3. Methodology

This study utilized a quantitative research design, leveraging publicly available datasets
to analyze cybersecurity in the U.S. healthcare sector. The data sources were the Breach
Portal from the U.S. Department of Health & Human Services, the Verizon Data Breach
Investigations Report (DBIR), and the Health IT Dashboard from the Office of the National
Coordinator for Health Information Technology.

All continuous variables were standardized to ensure comparability using the formula:

X—u
Xscated = T‘)

where Xscaled) represents the standardized value, X is the raw variable, y is the mean,
and o is the standard deviation.

To evaluate the effectiveness of existing regulations, descriptive statistics and trend
analysis were applied. The temporal trends in breach frequency and penalties were
modelled using linear regression:

Yt=30+ﬁ1t+€

where Y: is the outcome (e.g., number of breaches) at time t, Bo is the intercept, B1
captures the trend, and € represents the error term.

To categorize cybersecurity threats and vulnerabilities, K-means clustering was
employed to group incidents based on characteristics - attack type and frequency. The
clustering objective function minimized within-cluster variance:
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Where k is the number of clusters, Ci is the set of points in cluster i, X represents a data
point, and pi is the centroid of cluster i. The optimal k was determined using the elbow
method, plotting k against J.

For analyzing barriers to compliance, multivariate regression was used to quantify the
impact of various factors (budget allocation, training hours, and EHR adoption rates).

The model is expressed as:
Y =80+ B1X1 + BXo + -+ BpXn + €

Where Y represents compliance levels, Xi, X2,,Xn are independent variables, and
B1,B2,...,Bn are their respective coefficients. Statistical significance was determined by p-
values, with variables below 0.05 considered impactful.

4. Results and Discussion

Evaluation of the Effectiveness of Existing Data Privacy Regulations and
Cybersecurity Frameworks

To evaluate the trends in healthcare data breaches, their types, and the associated
financial penalties to assess the impact of data privacy regulations and cybersecurity
frameworks in the U.S. healthcare sector from 2019 to 2023, a descriptive statistics
analysis was performed. Figure 1 below illustrates the trends in total healthcare data
breaches from 2019 to 2023. A fluctuating pattern is observed, with breaches peaking in
2021 (135 incidents) and showing a slight decline by 2023 (128 incidents). The overall
trend highlights persistent vulnerabilities despite regulatory efforts like HIPAA and
HITECH. This consistency suggests limited impact of regulations in significantly reducing
breach occurrences.
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Figure 1: Line Chart for Total Breaches Over Time

Proportions of Breach Types

The proportions of breach types across the years, as shown in Figure 2, reveal critical
insights. Hacking/IT incidents consistently dominated, ranging from 36.3% (2021) to
84.4% (2020). Unauthorized access followed, with a notable peak in 2022 at 40%. The
dominance of Hacking/IT breaches indicates a continued focus of attackers on exploiting
technological vulnerabilities. These findings align with the growing sophistication of cyber
threats and emphasize the need for strengthened technological safeguards. Other breach
types, such as theft and improper disposal, contributed marginally but underscore areas

for improvement in data handling practices.



140

=
N
o

100

=] @
(=] o
T T

B
o
T

Percentage of Total Breaches (%)

20

Proportions of Breach Types (2019-2023)

2019 2020

2021 2022 2023

Year

Breach Types
Bl Hacking/IT (%)

B Unauthorized Access (%)

Bl Theft (%)
. oss (%)

B Improper Disposal (%)

Figure 2: Stacked Bar Chart for Proportions of Breach Types

Year Hacking/IT | Unauthorized Access | Theft (%) | Loss Improper  Disposal
(%) (%) (%) (%)

2019 61.34 26.89 15.13 6.72 -10.08

2020 84.42 42.86 22.08 6.49 -55.84

2021 36.30 14.07 11.11 2.22 36.30

2022 64.76 40.00 5.71 2.86 -13.33

2023 50.78 17.97 13.28 2.34 15.63

Table 1: Proportions of breach types for the 2019 to 2023

The table above (Table 1) further breaks down the proportions of breach types for each

year, providing detailed insights into the relative dominance of each type. For example,
hacking/IT incidents consistently comprise a significant portion of total breaches,
underscoring the need for enhanced cybersecurity measures. Unauthorized access

breaches peaked at 40% in 2022, highlighting gaps in access control mechanisms.

Financial Penalties and Regulatory Enforcement

The trends in financial penalties, displayed in Figure 3, reflect the enforcement efforts and
financial consequences of non-compliance. The penalties fluctuated from approximately
$529,000 in 2020 to $863,000 in 2023, indicating variability in the severity of breaches
and enforcement actions. The data suggests an increasing focus on imposing financial
consequences for breaches, which aligns with HIPAA's enforcement measures.




However, the variations may reflect inconsistencies in compliance levels or regulatory
prioritization.
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Figure 3: Bar Chart for Total Financial Penalties Over Time

The significant financial penalties indicate the financial risks of non-compliance but also
suggest room for more consistent enforcement to incentivize stronger adherence to
regulations. Unauthorized access breaches reveal gaps in organizational policies,
including access controls and employee training.

Identification and Categorization of Primary Cybersecurity Threats and
Vulnerabilities

To explore and categorise the primary cybersecurity threats and vulnerabilities in the U.S.
healthcare sector, a K-means cluster analysis was performed. The result of the analysis
identifies clusters of threats based on frequency, success rates, and financial impacts,
offering insights into dominant patterns.

The clustering analysis revealed three distinct groups of threats, each characterized by
unique attributes. Table 2 summarizes the average frequency, success rate, financial
impact, and dominant threat types for each cluster.



Cluste | Avg. Avg. Success | Avg. Financial | Dominant Threat Types
r Frequen | Rate (%) Impact ($M)
cy

0 118.38 43.80 2.60 Ransomware, Phishing, Insider
Threat, Malware, Other

1 96.41 39.06 7.75 Insider Threat, Ransomware,
Malware, Phishing, Other

2 149.11 67.57 5.86 Malware, Other, Phishing,

Ransomware, Insider Threat

Table 2: Average frequency, success rate, financial impact, and dominant threat types

for each cluster

Cluster O represents threats with moderate frequency, success rates, and financial

impacts. This group includes ransomware and phishing, highlighting the widespread yet
relatively contained nature of these attacks. Cluster 1 is characterized by lower frequency
but significantly higher financial impact, likely reflecting high-cost but less frequent

incidents such as insider threats. Cluster 2, the most severe, includes threats with the

highest frequency and success rates, notably malware, which often leads to substantial
operational and financial losses.
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Figure 4: Radar Chart of Cybersecurity Threat Clusters

Figure 4 illustrates the characteristics of each cluster using a radar chart. Cluster 2
exhibits the highest values across all metrics, emphasizing its dominance in frequency,
success, and financial impact. Cluster 1 stands out for its disproportionate financial impact
despite lower frequency and success rates. Cluster 0 displays more balanced attributes,
signifying moderate risks.

Comparative Analysis Across Metrics

A parallel coordinates plot (Figure 5) provides a comprehensive view of the clusters’
performance across all metrics. The distinct trajectories highlight the variation between
clusters, emphasizing the need for tailored mitigation strategies for each threat type.



140

120

100

80t

Values

60

40

201

or

Avg. Frequency

Avg. Success Rate (%)
Metrics

Avg. FinanciaAI Impact ($M)

Figure 5: Parallel Coordinates Plot for Clusters

The findings highlight the dominance of malware and ransomware, which are

characterized by high frequency and success rates, necessitating stronger technological

safeguards.

Investigation of Challenges Impeding Compliance with Data Privacy Regulations

To examine the factors that influence compliance with data privacy regulations in the U.S.

healthcare sector, a multivariate regression analysis was performed. During the analysis,

the study identifies technical, organizational, human, and economic factors that impede

effective adherence to these regulations.

Findings and Discussion

The regression analysis reveals the relationship between compliance levels and various

predictors, as summarized in Table 3.

Variable Coefficient P-value
Constant 0.8387 0.0000
EHR Adoption Rate (%) -0.0003 0.7757
Use of Encryption (%) -0.0009 0.3805
Budget Allocation ($M) -0.0289 0.0178
Staff Training Hours 0.0009 0.1232
Organizational Size ($B) 0.0015 0.8043




Revenue ($M) 0.0000 0.9424

Table 3: Compliance levels and various predictors values

The analysis highlights Budget Allocation ($M) as the only statistically significant predictor
(p = 0.0178), suggesting that higher financial investments in cybersecurity are directly

associated with better compliance.

Figure 6 presents the regression coefficients, showcasing the magnitude and direction of
the impact of each variable. Budget allocation exhibits the most pronounced influence,
while other variables, such as EHR adoption rate and encryption usage, display minimal

effects.
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Figure 6: Regression Coefficients for Compliance Challenges
Statistical Significance of Predictors

The statistical significance of each variable is further analyzed in Figure 7, where
variables are plotted against the p-value threshold of 0.05. Budget allocation emerges as
the sole significant predictor, reinforcing its critical role in driving compliance.
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Figure 7: P-values of Regression Variables

Comparison of

Predictors

Figure 8 uses a horizontal bar chart to emphasize the statistical significance of the
variables. Variables with p-values below 0.05 are marked distinctly, highlighting the

pivotal role of financial investments in compliance outcomes.
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Figure 8: P-value Analysis of Regression Variables

The findings indicate that budget allocation is the most impactful factor influencing
compliance. This result emphasizes the need for healthcare organizations to prioritize

cybersecurity funding.



Discussion

The findings of this study underscore critical insights into the current state of cybersecurity
in the U.S. healthcare sector, revealing both persistent vulnerabilities and the multifaceted
challenges to compliance with data privacy regulations. The evaluation of data privacy
regulations, including HIPAA and HITECH, alongside cybersecurity frameworks such as
the NIST Cybersecurity Framework, highlights a limited impact in curbing the frequency
and severity of breaches. Despite regulatory efforts, the consistent trends in total
breaches observed in Figure 1 suggest that existing safeguards have not sufficiently
addressed the evolving nature of threats. This aligns with the literature indicating that the
healthcare sector's unique vulnerabilities, such as legacy systems and resource
constraints, continue to outpace the protective measures enforced by current frameworks
(Bala et al., 2024; Abohatem et al., 2023).

The analysis of breach types further emphasizes the dominance of hacking and IT
incidents, which constituted the majority of breaches across all years. Figure 2 and Table
1 reveal the recurring nature of these threats, with hacking incidents peaking at 84.4% in
2020. These findings resonate with prior studies suggesting the increasing sophistication
of cyberattacks targeting healthcare organizations, particularly through ransomware and
phishing schemes (Neprash et al., 2022; Joeaneke et al., 2024). Unauthorized access
breaches, which spiked at 40% in 2022, highlight ongoing gaps in organizational policies,
including access controls and staff training. These patterns reflect a need for enhanced
technical safeguards and organizational strategies, as emphasized by John-Otumu et al.
(2024) and Kolade et al. (2024).

The financial penalties associated with breaches, as illustrated in Figure 3, reinforce the
economic risks of non-compliance. The variability in penalties, ranging from $529,000 in
2020 to $863,000 in 2023, suggests inconsistencies in enforcement or compliance levels
across organizations. This observation aligns with reports of systemic struggles among
healthcare providers, with only 38% reportedly meeting all HIPAA Security Rule
requirements (Bureau, 2021). While financial penalties are effective in highlighting
accountability, their deterrence value remains questionable, given the persistence of
breaches and the limited resources available to smaller providers (Adegbite et al., 2023).

The categorization of cybersecurity threats through cluster analysis provides further depth
into understanding the scope of vulnerabilities. Table 2 and Figure 4 illustrate distinct



clusters of threats, with Cluster 2 emerging as the most severe due to its high frequency,
success rates, and financial impact. The dominance of malware within this cluster
corroborates findings by Affia et al. (2023), who emphasized the rising risks posed by
interconnected medical devices and cloud systems. Cluster 1, characterized by lower
frequency but disproportionately high financial impact, underscores the costly nature of
insider threats, as reflected in earlier studies highlighting the challenges of mitigating
human error and malicious insider activities (Al-Mhigani et al., 2024; Sarker et al., 2024).
The balanced attributes of Cluster O signify widespread yet manageable risks,
emphasizing the need for proactive, tailored strategies to address each category
effectively.

The regression analysis examining compliance challenges reinforces the pivotal role of
financial investments in achieving regulatory adherence. Budget allocation emerged as
the only statistically significant predictor of compliance levels, as shown in Table 3 and
Figures 6 to 8. This finding is consistent with earlier reports that emphasize resource
limitations as a critical barrier to implementing robust cybersecurity measures (Olaniyi et
al., 2024; Abdul et al., 2024). Despite the emphasis on technical safeguards such as
encryption and EHR adoption, their lack of statistical significance highlights the need for
a more holistic and integrated approach that balances technical, organizational, and
human factors. These results underscore the urgency for healthcare organizations to
prioritize funding and strategic planning, ensuring the alignment of resource allocation
with emerging threats and compliance demands.

The findings provide a unique understanding of the interplay between regulatory efforts,
organizational capacities, and the evolving nature of cybersecurity threats. The persistent
challenges observed, including the dominance of advanced threat vectors like malware
and the economic strain of breaches, align with the broader literature emphasizing the
healthcare sector's struggle to balance innovation with security (Benmalek, 2024,
Rodrigues et al., 2024). Addressing these challenges requires a concerted effort among
stakeholders to enhance compliance frameworks, invest in advanced technological tools,
and foster a culture of security awareness across all levels of the organization.

5. Conclusion and Recommendation

This study highlights the critical need for enhanced cybersecurity measures and robust
compliance frameworks in the U.S. healthcare sector. Persistent vulnerabilities, including



the dominance of hacking incidents, access control gaps, and the financial burden of
insider threats, demonstrate the limited impact of existing frameworks like HIPAA and
HITECH. The findings further emphasize the pivotal role of financial investment, with
budget allocation identified as the most significant predictor of compliance. Addressing
these challenges requires a unified effort among stakeholders to strengthen safeguards,
streamline compliance, and promote proactive risk management. To achieve these goals,
the following concise recommendations are proposed:

1. Allocate sufficient budgets for advanced cybersecurity tools, including Al-driven
threat detection and encrypted data transmission, to improve real-time monitoring
and mitigate breaches.

2. Implement continuous staff training on phishing detection, secure data handling,
and adherence to security protocols to reduce human error and enhance
organizational resilience.

3. Harmonize federal and state cybersecurity regulations to simplify compliance and
ensure a unified national framework tailored to technological advancements.

4. Conduct regular risk assessments and adopt a Cybersecurity Maturity Model
(CMM) to systematically improve security postures and prioritize critical
vulnerabilities.
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