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OptimizingElectorallntegrity:Real-TimeControlofEligibilitywith
HyperledgerFabricBlockchain

Abstract

In this paper, we present an innovative model based on the Hyperledger Fabric blockchain for

automatingelectoral eligibilitychecking.Thatpermittoremove the needforcitizens toprovide documents
forcandidacy or census formalities during elections.This model leverages Restful APIs to aggregate real-
timedata fromthe involved transactional databases, integrating them directly intothe blockchain.
Smartcontracts are implemented to ensure transparency and security in the process, providing citizens
withconfidence.Asaresult,thismodelautomaticallygeneratesareliable,inclusiveandlegitimatelistofeligibleca
ndidatesandvoters.Byensuringtheaccuracyandtransparencyoftheselists,themodelreducestherisksofexclusi
on,fraudanderrorsthatcouldcompromisethestabilityanddevelopmentofnations.Inconclusion,thismodelimp
rovesthereliabilityofthedataessentialtoelectronicvotingsystems.
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1 Introduction

Holdinganelectionentailsconsiderablecosts,notleastfordrawingupapermanent,computerizedelecto
ralroll,whichdetermineswhocanvote.Usually,electoralauthoritiesorelectioncommissionscarryouta
populationcensus. Thedatacollectedduringthisprocessisprocessedover
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anextendedperiod,oftenwitherrorsandomissions.Thesecensusesarefrequentlymarredbylostor
missing data, requiring subsequent adjustments. Handling the physical documents
collected,suchasbirthcertificates,identitypapersandcriminalrecords,iscomplex.Thisinformationisth
enentered,processedandvalidatedinspeciallydesignedcomputersystems.However,shortcomingsint
hephysicalcensusaffectthereliabilityofanalysesandtheaccuracyofthedatacollected.Theseproblems
are particularly preoccupying in Africancountries, despite the efforts of leaders toestablishlasting
solutionsacceptedby all.

Thecreationofaninclusiveelectoralrollusingtraditionalmethodspresentsnumerouschallenges,su
chasdataintegrity,manipulationbyinterestedgroups,systemsecurity,protectionofpersonal data and
verifiability. The IT systems used are often based on regional databases or on
acentralizeddatabase.Inthefirstcase, thisraisestheproblemofcentralizingregionaldatatoobtainnatio
nalstatistics.Inthesecondcase,acentralizedarchitectureissusceptibletodistributeddenialofservice(D
DoS)attacks.Inthesecondcase,acentralizedarchitectureissusceptibletoDistributedDenial of Service
(DDoS) attacks. Trust is the essential foundation of any electoral IT system,guaranteeing its
smooth  operation. Faced with these challenges, and given the crucial
importanceofelectionsforthestabilityanddevelopmentofnations,itisimperativetomakereliabletech
nological choices. These technologies must be capable of creating solutions that inspire
andmaintain trust at all levels.

Over the past ten years, technological advances have profoundly transformed the notion
oftrust, which is now firmly anchored in the digital domain [1]. These developments are
promptingcommunitiestoembracedigitaltransformationtodesignrobust, resilientandscalablesoluti
ons.

Thechoiceoftechnologyforanelectoralsystemmustthereforebebasedonitsabilitytomeetthesecri
teria.Recently,blockchaintechnologyhasemergedasarelevantsolutiontothechallengesfacedin many
businesssectors.

Thisarticleproposesaframeworkforautomatedelectoraleligibilitycheckingusingblockchain. It
describes blockchain in detail, gathers related researches on the application of blockchain
inelectoral systems, particularly for eligibility control. It also presents the proposed system,
outlinestheresultsobtainedalongwithitslimitationsandperspectives,beforeconcluding.

2 Relatedwork

Thereportontheelectionofmembersofthe2023National AssemblyintheRepublicofBenin
[2] highlights certain “slippages” observed during the electoral process. Among the
difficultiesencountered, thelatesubmissionoffilescreatedanoverloadofworkandstressforthestaffoft
heAutonomous National Electoral Commission (CENA). The report recommends the adoption of
anelectroniccandidacydeclarationsystem(e-
Declaration)tomodernizetheprocess.Italsohighlightsalackof clarityregardingthe inclusionof the
deathrate,appliedbytheAgenceNationaled’ldentificationdes  Personnes (ANIP),todetermine the
participationrate. The e-Declarationsystemis designed to receive applications without the need for
further processing to obtain the list ofeligible candidates.

Before proposing a solution to address the shortcomings mentioned above, it is important
tosituatetheentireworkwithintheexistingcontext.Tothisend, itisnecessarytoexaminepreviousresear
ch on the integration of blockchain into electoral systems, particularly those focused oneligibility
verification.

Berbain[3]highlightsblockchainasakeypillarofdigitaltransformation,emphasizingitsroleinstreng
theningtrustandgovernancewithinhumaninteractions, particularlyinthelegalsphere.
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Miahetal.[4]haveproducedacomprehensivecompilationofblockchain-
relatedtrends,challengesandemergingapplications,aimedatgraduatestudents,researchers,academi
cs,andindustry professionals operating in the fields of cybersecurity, data science, and machine

learning.Benabdallah et al. [5] highlighted the need to rethink voting system protocols in order to
meetcontemporaryrequirements. Theyreviewedthemostprominentblockchain-
basedvotingsystemsfrom2010to2021.Theyalsohighlightedaweaknessrelatedtothescalabilityofsma
rtcontractsonEthereum.Authenticationmethodsexaminedinthisstudyincludeauthenticationviaanin
ternationaldirectorynumberandauthenticationviaascannedcopyofaniDcardorpassport.However,iti
sbecomingincreasinglycomplextodesignITsystemsbasedonthesescanneddocuments,duetotheease
withwhichdeepfakescanbecreatedintheageofartificialintelligence.Panja & Roy [6] have developed
an end-to-end verifiable e-voting system, combining blockchainandacloudserver,topreventballot-
boxstuffingfraudandboostvoterconfidenceinthevotecount. Thesystemverifiesvotereligibility,ensuringt
hataregisteredusercanonlyvoteonce,withverificationpossibleateverystageofthevotingandcounting
process.However,asfaraseligibilityisconcerned,thesystemsimplychecksthattheuserhastheidentityh
eorsheclaimsto have,and

thatthisidentityiseligibletovote.

Reyad [7]presented a historical introduction to shorthand and cryptography, focusing
onfundamentalencryptiontechniquesandofferingdefinitionsofrelatedterms.

Hjalmarsson [8] explore the use of blockchain as a service to deploy distributed
electronic’voting systems, with computers installed in electoral districts. A digital wallet is
assigned to
eachvoter,enablingauthenticationviaanidentityverificationAPI,whichusesanelectroniclDcardandan
associated PIN code, provided by the same service. The authors also propose a method
ofsecuringthesewalletsusingtheNon-
InteractiveZeroKnowledgeProof(NIZKP)algorithmtoguaranteevoteranonymity.However,thissolutio
nassumestheeligibilityofvotersandcandidates,withoutaddressingtheissueofitsverification.

Chafigetal.[1]havedevelopedahybridvotingsystemcombiningremoteandon-sitevotingtomeet
the needs of all Moroccan voters. This system is based on two layers: Distributed
PermissionLedger Technology (DPLT) for verification and validation of voting data, followed by
the Solanablockchain, which stores this data immutably. However, this system uses a pre-
established list ofcandidatesandvoters, whose selectioncriteria arenotspecified.

Ahn [9] has implemented an Ethereum blockchain-based voting system to prevent
electoralfraud, in response to concerns about trust and security through distributed storage. The
system isbased on a storage method using IPFS (InterPlanetary File System). However, their work
does notaddress the crucial issue of the constitution of electoral lists and candidacies, which is
central toguaranteeingthereliabilityof anelection.

Ferhat &Mahamdioua [10] have designed a blockchain-based self-sovereign identity
systemthat allows users to manage access and selection of their data stored on IPFS, with this
data beingvalidated by the blockchain. The system is designed for applications such as access to
academicdocuments.

Perard [11] introduced low-storage (LS) nodes into blockchains, which store coded
fragmentstosave space,promotedecentralization,andfacilitatescalability.

Jayakumari et al. [12] proposed a system to reduce authentication time, vote
tampering,response times, as well as the lack of reliability, flexibility, transparency, security and
financialefficiency, problems common to many e-voting systems. They have implemented a cloud-
basedsystem using a hybrid blockchain to address these challenges. However, the solution relies
onalreadyestablishedeligibilityforvotersandcandidates.

Faruk et al. [13] designed the ”Bie Vote” system, introducing a new architectural
frameworkbasedonthe4+1model.Thisframeworkincludesvariouscomponents,suchasvoterandcandi
dateregistration via facial identification and fingerprints, a ballot box connected via a RESTful API,
asmartmoduleforregistrationandauthentication,andacentralserverintegratedwiththe
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HyperledgerFabricblockchain. Thesystemfocusesprimarilyonauthenticatingvotersandcandidates,b
utdoesnotincludeaprocesstoverifytheireligibilitypriortoregistration.

Park et al. [14] argue that blockchain voting fails to resolve many vulnerabilities in
electronicvotingsystemsandmayevenintroducenewones. Theseweaknessesaregenerallylinkedtohu
manfactors,independentofblockchain,butcommontoallelectronictransactionsystems.

Jaiswaletal.[15]haveproposedablockchain-basedelectronicvoting(E-
Voting)systemfocusingonimprovedprivacy,transparencyandverifiability. Thissystemintegratesanele
ctorallist.Neloy et al. [16] have developed a secure and transparent blockchain-based system that

uses
areusablesmartcontractmechanismcombinedwithartificialintelligencetoauthenticatethevarious
playersviafacialrecognition.TheimplementationwascarriedoutonGanache,aprivateEthereumblockc
hain.ThesmartcontractwascodedinSolidity,whiletheAl-basedfacialrecognitionusesthe
PythonDeepfacelibrary.

Baligaetal.[17]analyzedandcharacterizedtheperformanceofQuorum,ablockchainplatform,
focusing on throughput, latency, as well as the impact of transaction parameters
andsmartcontractson theseaspects.
Guegan[18]highlightsbothcryptographyandblockchain.Cryptographyensuresmessagesecurityusing
keysand hash functions.
Lietal.[19]developedthe”AvecVoting”system,whichusesthresholdencryptionalgorithmsandasingle-
useringsignature. Thesystemisbasedonthreemainentities:initiators,votersandcounters,and  takes
place in three phases: initialization, voting and counting. After citizens have registered,the
initiator is required to update the voters’ list. The initiator thus acts as a manual evaluator
ofcitizens’eligibility,withthepotentialpowertorestricttheeligibilityoflegitimatevotersorauthorizefictit
ious ones. This system can therefore only function effectively if the initiator is
trustworthy,especiallyasthemanualnatureofthevalidationscouldslowdownthesystem’soverallperfo
rmance.
Pawlaketal.[20]havedevelopedanelectronicvotingsystemthatintegratesblockchaintechnologyintoas
upervised, non-remote,onlinevotingenvironment,offeringcompleteend-to-endauditability. The
architectural framework chosen for this system is ABVS (Auditable BlockchainVoting System).
According to the authors, evaluations have shown that the ABVS system offerssuperior security
and reliability to other e-voting systems. However, it is important to
emphasizethatthisworkdoesnot dealwiththeprior creationofareliablevoters'list.

Rosamond [21] proposes an example of an encryption system called Kid Krypto, designed
arounddisjoint cycles in a graph or network, and aimed at a very young audience. The system is
designedtohelpteachersmotivatechildrenandawakentheirinterestincomputing.

Amine et al. [22] have researched the attacks and vulnerabilities identified in hash functions
andproposedsolutionsto addressthem.

Allenetal.[23]proposeareplicationmodelofinstitutionalinnovation, highlightingthecentralrole of
blockchain technology in transforming economic institutions. This model emphasizes theneedfor
publicpoliciesthatsupport blockchain adoption.

Kooetal.[24] exploredonlinedataauthenticationusing the Merkle Tree.Theystudiedsolutions
for improving the security and reliability of outsourced data management and
proposedanewmethodforinsertingauxiliaryrandomsourcesintotheintegrityverificationproof.

Yangetal.[25]haveproposedavotingprotocolbasedonaratingsystem,usingtheblockchainandpub
liclyverifiablebyanyuser.Theycombineblockchain-
specificmechanismswithcryptographictoolssuchasElGamalencryption,groupencryptionandZKP(Zer
oKnowledgeProof),enabling each user to carry out the tally once the election is over, without
revealing individual votes.Wheninitialized,thisprotocolreliesonapre-
establishedlistofcandidatesandasupposedlyhonestregistrationauthorityfor voterregistration.

Demonstratingthecapabilitiesofblockchaintoprovidesolutionsforenterpriseusecases,[26],
[27]utilizedHyperledgerFabricinthereal estatesector.Intheirwork,theyproposedaninnovative
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architecture for managing three essential processes within the industry. This approach could
leadto a major transformation in the Indian real estate sector. These findings further reinforce
thenotion that the Hyperledger Fabric framework is a promising technology for building robust
andresiliententerprisesolutions.

Inthemajorityofthesesystems,themainfocusisonthevotingphaseitself. Thelistofeligiblevoters is
usually extracted from another database and used as is. Updating these databases relieson a
citizen census process. However, if the eligibility data used to compile the electoral list
isunreliable,theballot boxresultscannot beconsideredlegitimate.

3 MaterialsandMethods

Intermsofmaterialsandmethods,weselectedtechnologiesthatprovideahighlevelofcryptography,ens
uringthesecurityandprotectionofuserdata,whileofferingincreasedresistancetoattacks.

3.1 Blockchain:definition,operation,featuresandbenefits
Definitionandoperation

Blockchainisadistributed,unalterableledgertechnologythathassignificantlytransformedbusiness,
industry, and commerce [28]. It operates without the need for control by a
centralauthority(figurel).

Featuresandbenefits

Blockchain is a distributed, permanent and unalterable peer-to-peer network. It can be
sharedbetween all members of the network, making it highly accessible. Its security is enhanced
by
theencryptionofallrecordedtransactions.Itisbasedontheuseofintelligentcontractsandconsensusalg
orithms,enablingautonomousdecision-
making.Thesefeaturesgiveitsignificantadvantagesintermsoftrust, transparency,traceability
andincreasedspeed[30], [31].

Asillustratedinfigure2,whichdescribestheconstitutionofablock,eachblockn+Zlishashedandcrypt
ographically linkedto theprecedingblockn[32].

Bn+1=E(TX)n+1+H(Bn)+H(Bn+1) (3.1)
H(Bn+1)=H(E(TX)n+1+H(Bn))
(3.1):theBn+1blockismadeupofall
EtransactionsTx,thehashofthepreviousblockandthehashofthecurrent block(n+1).

(3.2) : block n +1 hash H(Bn+1) is generated from the transactions contained in the current
blockandthehash ofthepreviousblock.

Note.Theoperator(+)doesnotindicatesimplemathematicaladdition.

3.2 TheHyperledgerFabricblockchain

Depending on access or membership rights, there are two main types of blockchain: the
publicblockchain,accessibletoall,andtheprivateblockchain,ownedbyarestrictedgroupofindividuals.
When a private blockchain is jointly managed by several organizations, it is called a
consortiumblockchain. Hyperledger Fabric is a modular, extensible framework designed for the
creation ofprivateorconsortiumblockchains.UnlikeotherplatformssuchasEthereum,whichare
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Figure 1: Blockchain operating diagram
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predominantly public and decentralized, Hyperledger Fabric has features that make it a
preferredchoiceinareasrequiringincreasedconfidentiality,provenrobustness,complexrolemanage
ment,and low latency [1]; all essential requirements for the proposed solution. The choice of
thisblockchainfortheimplementationoftheautomaticeligibilitycontrolsystemisthereforejustified,as
HyperledgerFabricoffersallthenecessarytoolstomeetthecriteriaofverifiability,confidentiality,resist
ancetoattacks,etc.,requiredbysuchasystem.ltalsofacilitatesthedeclaration and management of
roles for all users authorized by the system. Because of itsadvantages in terms of data
confidentiality, advanced role management, absence of gas charges,and transaction speed, we
opted for a consortium blockchain, based on the Hyperledger Fabricframework.

3.3 Proposedsystem

Afteranin-depthanalysisofthestateoftheartinscientificresearchontheuseofblockchainin
electoralprocesses,itemergesthatthereisaneedtocontributetoimprovingtheelectoral
eligibilityverificationphase,whileensuringoptimaltransparency.

Indeed, at present, verifying a candidate’s eligibility requires a thorough check of various
data,including identity, judicial, tax and health information. It is the candidate’s responsibility to
gatherthis data. They must go to the relevant institutions to obtain the documents needed to
compiletheir application file. For citizens, data from census campaigns are also processed to
produce thelistofeligiblevoters, asshown infigure3.
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Thisprocedureoftenentailslongwaitingtimes,expenseandotherinconveniences.ltcanalsocompli
cate the filing of candidacies, disrupt the electoral calendar or affect the voting rights ofcertain
citizens. In addition, the documents provided by citizens can pose problems of reliability
andauthenticity, as they are likely to be falsified, altered, illegible or intentionally modified. Such
anapproach can also lead to favoritism or discrimination in the processing of candidacies, due to
theprejudicesoftheauthoritiesresponsibleforelectionsandeligibilitychecks.Asaresult,thecurrentpro
cedure lacks credibility from the point of view of candidates, and does not guarantee
theconfidenceofall partiesconcerned.

Furthermore, in some elections (presidential, legislative, communal, etc.), inefficiencies
areobserved in the manual process, underlining the urgent need for an automatic eligibility
solution.Thedocumentsrequiredforcontrolareissuedbythepublicadministration,whichisalsorespon
sible for managing elections. It therefore seems logical that this body should use
thedocumentsissuedbythesameecosystem,ratherthanrequestingtheirresubmissionforverification.
This redundancy considerably increases processing times and introduces bias into theprocess.

Blockchainoffersallthecapabilitiesneededtosetupanautomaticeligibilitycheckingsystem,relievi
ng citizens of the numerous manual steps required to prove their eligibility. The
proposedsystemmodernizesthetraditionalprocedureforverifyingeligibilitybyusingintelligentcontrac
tstovalidate information from the databases with which it is integrated. In this way, it enables
theeligibility of each citizen for any election to be determined in real time, and provides a
reliableelectoral list for bothvoters
and candidates. The system uses the databases of the judicial, tax and civil registry institutions.
Withsuch a system in place, it will be possible to organize elections based on the data of
genuinelyeligible candidatesand voters.

Theoperationoftheproposedsystemisbasedonthreeaxes:

Blockchainupdate

Dataretrievalmethod:RESTfulAPI

RESTful APIs are interfaces that facilitate secure communication between two
applications.REST allows great flexibility in handling various call types, response data formats, and
the
dynamicstructureofhypermedia.UnlikeotherWebAPIssuchasRPC(RemoteProcedureCall),itsusedoe
snotrequirepriorknowledgeofprocedurenamesandtheirparametersinaspecificorder.

TheadoptionofRESTfortheproposedsolutionoffersseveraladvantages,includingdecentralized
management of  dynamic  resources, heterogeneous  application  ecosystems,
servicecompositionand scalability.

According to this methodology, the blockchain is updated in three stages. According to
thismethodology,theblockchainisupdatedinthreestages.

Stepl:Dataextractionfromecosystemdatabases
Foreachecosystemcomponent,aRESTfulAPlissetuptoextractthenecessarydata(seefigure4).This API
incorporates sophisticated algorithms to ensure data integrity, validity and semantics.
Alogfileisalsocreatedtotrackalldatasynchronizationsbetweenthevariousecosystemcomponents.Inf
ormationsuchastime,dateandextracteddataareautomaticallyrecordedthankstotheblockchain’sfeat
ures,guaranteeingthereliabilityofthelogfile,whichisavailablelocallyforeach entity.

Step2:Checkingthedatatobeinsertedinthedistributedregister

ThedataretrievedfromeachAPlundergoesastrictvalidationprocessbeforebeingintegratedas
transactions inthe proposedsystem’s blockchain.Theyare firstformattedtoensure fullcompatibility
with the system. A duplicate check prevents the redundant addition of data
alreadypresent.Whenpre-
existinginformationisupdated,aconsistencyverificationprocessensuresthatincongruousdata,suchas
transactionscarriedoutbyadeceasedperson,arenotinserted.
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Figure4:Retrievingdatafromtheblockchain

Step3:Insertingvalidateddataintotheblockchain
Thedatavalidatedafterthesevariouschecksguaranteestheauthenticity,reliabilityandconsistencyofthe
informationextracted,whileensuringoptimalmanagementofresourcesdynamicallyandinreal  time.
When a piece of information is added or updated on the blockchain, each
citizenconcernedreceivesane-mailnotification,oncetheconsensusalgorithmhasbeencompleted.

Transactionsgeneratedbymodificationstotheecosystem’sdatabasesensurethattheproposed
system remains up to date. In this way, it can access all the information needed todetermine,
with the help of an intelligent contract, the legal and tax status associated with eachidentity, and
deduce the eligibility of the citizen concerned. A second intelligent contract
ensurestheconfidentialityoftheinformationstored,whiletheZKPproofguaranteesthepublicverifiabili
tyoftheverdictwithout disclosingthedataused to establishit.
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Figure5:PortionofcodefromaNode.jsAPIthatretrievesdata

Figure6:PortionofcodeforintegratingverifieddatafromanAPlintotheblockchain

Protectingconfidentialityandanonymity

DatatransmittedfromtheRESTfulAPIstotheblockchainisprotectedbyasymmetriccryptography.Each
ecosystem component uses the backend server’s public key to encrypt the data before it issent.
This mechanism guarantees that the data will not be intercepted or modified during transferto
the blockchain. On arrival, the backend decrypts the data and processes it as described in
thepointmentioned previously.

Securityofdatatraffictotheblockchain

Withregardtoanonymityandconfidentiality,itisimperativethatpersonaldatabetreatedwiththeutmost
confidentiality and protection, especially when transmitted over a network [33]. To
meetthisrequirementwidelysharedbystates, theproposedsolutionusesthecapabilitiesofblockchain
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to create a system where data is fully anonymized. This system adopts a confidentiality-
focusedarchitecture using a consortium blockchain. Unlike public blockchains, which are
accessible to allusers, and private blockchains, which are controlled by one company, a
consortium blockchain isadministered by several organizations. This enables better control of
exchanges and facilitates
theestablishmentofauthorizationsviasmartcontracts. Thischoiceguaranteesthetrustofstakeholders,
such as the various data sources feeding the blockchain. Data entered into theblockchain can be
encrypted by smart contracts, ensuring the protection of personal information.To preserve
anonymity, the pseudo-code "Manyloyinceo” has been developed as a hash function.Using the
hash generated by this pseudo-code, the system can associate data with an
individualwithoutdisclosinghisorher identity.

Theinstitutionsresponsibleforeligibilitychecksactassystemactors, formingthenodesofthenetwo
rk. Each node has a digital wallet with a pair of cryptographic keys. Data extracted via
theRESTfulAPlisrecordedontheblockchainasatransactionassociatedwiththeoriginatinginstitution’s
wallet,guaranteeingverifiabilityofitsauthenticity.Inthisway,datarelatingtoacitizeniskeptwithintheho
Idinginstitutionsandisnotdisclosedtoanyotherentity.

In addition, in accordance with Article 113 of the Electoral Code in the Republic of Benin, it
isalso necessary to enable citizens to consult their data electronically. An additional portfolio
hastherefore been created to serve as a single portal for all users. This portal provides access to
aDecentralized Application (DApp) enabling citizens to consult information concerning them,
basedontheir nationalidentifier.

Some of the notations used in this document are defined in Table 1

below.Thefollowingprocessesguaranteetheconfidentialityofthedatacollect

ed:

« Citizenregistration:UsingtheRESTful API,theidentitysystem’sITagent(Agtidentity)registerscitize
ns, their national ID (IDy), and other information from the national identity
system,thentransmitsthemtotheblockchain viathecorrespondingwallet(d,Q)identity

= Additionalcitizeninformation:ITagentsintheinformationsystemsofthepolice

(Agtorrs ), the tax assessment system (Agtrax ), the judicial system (Agtwsr ), etc.,
extractadditional information linked to (IDu)s and transmit it to the blockchain via
dedicatedwallets.EachtransactionissignedMausingtheaddressofthecorrespondingwallet,an
dtheH(M)fingerprintofthistransactionisrecordedinthelogfile.

= Firstlogin/citizenregistration:Whenlogginginforthefirsttime,eachusermustsubmitthefollowi
ng information: National ID, Last name, First names, Date of birth and Gender. Oncethis
information has been provided, the system carries out the necessary checks to
validatetheuser’sregistration,whocanthencreateaPwduloginpassword.

= Logging in and accessing the DApp: Users who have previously defined a password can
login to the DApp by providing their identifiers (IDu and Pwdu ). Once logged in, they can
consultthe datatowhichthey haveaccess.Informationsecurityis ensuredontwo
levels:acryptographic level and a protection level via smart contracts on the blockchain.
Eachconnected profile receives, via a smart contract, a list of accessible information. When
acitizenrequestsaccesstothisinformation, itisencryptedEq(M)withthewallet’spublickey(d,Q)
usharedbyallusers. Thesmartcontractensuresthatonlypeoplewiththecorresponding (IDu) can
read the information. For public data, such as electoral lists orcandidatelists, nologin
andpasswordarerequired.

Creationoftheelectorallist

Tocreatetheelectorallist,candidatesmustfirstpassaneligibilitycheckviaauserinterface,withaminimu
mwaitingperiod.Afterauthentication,variousintelligentcontractsdeterminetheireligibility and
provide them with the supporting documents that led to this decision.
Candidatesdeemedeligiblecanthenapprovetheiradditiontothecandidatelist,whichisrecordedandm
ade
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Tablel:Naming

Rating Description

(d,Q) PrivateandPublicKeyPair(Wallet)

M Messageordatainplaintext

Me Encryptedmessageordata

{M}q DigitalsignatureofmessageMwithprivatekeyd

H(M) HashingM usingthehashfunction H
Eo(M) EncryptionofMwiththepublickeyQ[Eq(M)=M]e
Da(M)e DecryptionofMwiththeprivatekeyd[D4(Me)=M]

IDy Uniqueuseridentity(NPI)
Agtxxx DigitalAgentdomiciledininstitutionXXX
Pwd, Userloginpassword

publicly accessible on the blockchain. A third smart contract is used to enumerate all
remainingidentities, establish their eligibility to vote, and generate the electoral list of voters, also
availableontheblockchain.

TheoveralloperationofthesystemisillustratedinFigure?.

4 Results and Discussion

The performance of the automatic eligibility check system is evaluated using a number of
criteria. Theseincludeauthenticationtime, protectionagainstunauthorizedmaodificationofeligibilityd
ata,aswell asresponsetimeand latency.

» Authenticationtime

The use of digitalwallets forloginhas reducedauthenticationtime,akeybenefit
ofblockchainandWeb3technology.Thankstothisapproach,itisnolongernecessarytocarryout
multiplecheckswithexternalidentityproviderstoconnectauser.lngeneral,authenticationtime
tendstoincreasewiththenumberofusersregisteredintheblockchainnetwork. However,
experimental results, carried out with a sample of users, show that
theproposedsystemishighlyefficientintermsofauthentication.Indeed,thedelayobservedis

1.3 ms, compared with the 2.5 ms required for similar blockchain-based e-voting
systems.Thisimprovementrepresentsa time savingofover50%.

« Unauthorizeddatamodification

Data stored on a citizen cannot be modified directly via the DApp. Only
modificationsvalidatedbytheAPlsandhavingpassedallvalidationlevels
areaccepted.Thankstoconsensus algorithms, any modification coming from the source
systems is notified to
thecitizenforapprovalbeforebeingrecordedintheblockchain.Intheeventofnon-
validation,thedataisretainedwitha”contentious”indicator,andthecitizen’seligibility,ifheorsh
eisacandidate, isthen compromised.

« Responsetimes
It is essential to note that the proposed system establishes a model for the submission
ofapplications by citizens. A citizen wishing to run in an election as a candidate submits his
orherapplicationonlineviatheDAppapplication.TheDAppthenconnectstotheblockchain
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Figure 7: System operation

tovalidatethecandidate’sidentityusingamulti-

factorauthenticationmechanism.Oncetheidentity has been verified, the eligibility data
becomes accessible, and the application isprocessed immediately.Thecitizen receives
anacknowledgement  of receipt from  thesystem,aswellasaneligibilitystatusbye-
mail.Incomparison,traditionalmethodsrequirethe citizen to gather various documents,
each with a specific processing time-for example,the time required to obtain a criminal
record is a minimum of 72 hours, while a tax receiptcan take a minimum of one week.

With the new

system, this time is reduced to around

30seconds, thankstosmartcontractsthatupdatethecitizen’seligibilitystatuswhennewdataisa

dded to theblockchain.

« Restoringpublicconfidence

Whenacountryadoptsthissolutionforpresidential,parliamentaryorlocalelections,

all the complex and stressful administrative procedures are eliminated. Citizens can
beassured of a transparent and reliable procedure, as no central authority can
arbitrarilydismissthem.Thedatastoredon theblockchain isimmutable.

5 Limitationsandfuturework

The use of blockchain and its unique characteristics have led to the development of
numeroussolutions aimed at improving and securing traditional, often limited, electoral

procedures. Theproposedsystemisthefirsttoapproachtheelectoralprocessfrom
theangleofautomaticeligibilityassessment. Although it offers an innovative solution for boosting
citizens’ confidence in the

choiceoflegitimatecandidatesandvoters,italsohascertainlimitationsinitscurrentdesign.

Thefirstlimitationofthesystemisthatitdoesnotcovertheentireelectoralprocess,fromestablishingeligibilitytovo
tingandcounting.Indeed,althoughtheproposedsystemfacilitatestheorganizationof
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transparentelectionsbyestablishinglistsoflegitimatevotersandcandidates,itdoesnotinitself
guaranteethereliabilityofvotingresults.Itisthereforenecessarytoextendthesolutiontothevotingstage, thevot
ecountand themanagementofelectoraldisputes.

Asasecondlimitation,theimplementationoftheproposedmodelrequiresgovernmentstoadoptdigital
regulationswhileprohibitingtherequirementofadministrativepaperworkforeligibilityverification.

Asathirdlimitation,thechoiceofaconsortiumblockchainpresentssignificantimplementationand
governancechallenges.Thecreationandmaintenanceofanetworkofnodesdistributedbetweenthevariousplaye
rsinvolvedgenerates costslinkedtothephysicalinfrastructure.

TheproposedmodelwasinitializedbyactivatingtheAPIthatcollectstaxpayerdatafromthetaxauthority'stransac
tionaldatabase.Thedisplayeddatasampleconsistsof1,368,626entries(Figure8).Theintegrationmechanismsu
ccessfullyinjectedallofthisdataintotheblockchain. Thesaiddatawasextracted,aggregated, and injected into
the blockchain without requiring any consent. The modular architecture ofHyperledger Fabric can then be
optimized to handle a large volume of transactions per second with reducedlatency,which
isadvantageousfortheproposedmodel.

Themodel tests were conductedwitha smallnumberof peersand participants.lthas the potential to be
improvedforfuturegrowth.Scalabilityisnotanissuewithblockchain,butthereareopportunitiesfor
improvementinthefuture, particularlyregardingthenumberofpeersandparticipants[34].

6 CONCLUSIONS

Current methods for monitoring the eligibility of candidates for elections are often subject
tovarious irregularities, which can lead to the intentional exclusion of certain candidates or
theregistrationoffictitiousvoters.Ourapproachtakesadvantageofthespecificfeaturesofblockchainto
monitor the eligibility of all citizens in real time and provide an electoral roll that is both
completeandunalterable. ThroughtheuseofsmartcontractsandZKPproof,weensuredataconfidentiali
tywhileenabling publicverification ofelectoralrolls.
Theresultsobtainedeliminateobstaclestoeligibilityforallcitizens,andsimplifytheadministrative

procedures involved in  compiling candidacy files. This  solution  enhances
citizenscomfortandconfidence,offeringaguaranteetovirtuouspeoplewhoareabletocontributetothe
common good through elective positions. In addition, our research could serve as the basis
fordeveloping a reliable, fully digitalized and secure electoral process management system
usingblockchain. Such a system is crucial to assure voters of the integrity of electoral results, with
everystep being publicly verifiable while preserving the confidentiality of votes. For each election,
werecommend the prior implementation of this eligibility model to provide voting systems
withpotentialcandidatesandlegitimatevoters.

Disclaimer(Artificialintelligence)

Author(s)herebydeclaresthatNOgenerativeAltechnologiessuchasLargeLanguageModels(ChatGPT,COPILOT,etc)andtext-
to-imagegeneratorshavebeenused duringwritingoreditingofthismanuscript.
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