
 

 

Magnetic Field Sensor Network For Pipeline Monitoring Systems 

 

 

 

Abstract 

The oil pipeline industry has seen a rise in criminal activities recently. More than $133b is estimated to be lost 
globally as a result of the activities of cartels, organized crime members and small-time vandals to oil pipelines. 
To steal petroleum products from a pipeline, criminals must first drill into the pipeline, (cold or hot tapping) and 

subsequently weld a new weld piece or screw in an orifice to the pipeline, through which the petroleum product 
is diverted from the pipeline to another storage. These have crippled the ecosystem, human lives lost and a wide 
range of poverty in the economy which has motivated this paper to find a lasting solution to the problem at hand. 
This work employed a magnetic field sensor detector for early detection and petroleum monitoring which is 
caused by vandals and corrosion that leads to spillage, it will significantly improve productivity, safe lives, 

improve agricultural products and the ecosystem. The sensor network detects acts of vandalism or corrosion and 
triggers an alarm to the operators for actions to be taken, to prevent wide spread of the substance by specifying 
the spot location of the incidence where the corrosion or spillage took place.   
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1. Introduction 

The use of petroleum spillage model developmental technology in finding the best way of solving oil spill are find in 

lots of literatures such as vandalism and safety of [1, 2, 3], devices using IoT for detection  [4, 5, 6] and for 

monitoring location [7, 8, 9], which gave rise to motion activation and system resource allocation  [10, 11]. This has 

led to the academia and the industries to collaborate in finding a lasting solution to the economical it has brought to 

the citizen, these enhances the safety of lives, improving the ecosystem, and infrastructural development. 

Real-time pipeline monitoring systems based on wireless sensors have been developed in [12, 13], and they are 

classified into two types of sensors based on their deployment [14], that is inside or outside the pipeline. Sensors 

which are inside the pipelines, measure the pressure and the velocity of the oil/water flow, as well as the acoustic 

vibrations caused by the leakages. Sensors, which are outside the pipelines, measure the temperature, humidity, and 

properties of the soil around the underground pipelines. The outside sensors are densely buried underground along 

the pipelines and hence can provide high granularity for leakage detection and localisation [14]. These outside or 

External sensors use techniques that employ specific sensing devices to monitor pipelines' external parts. These 

methods can detect leakage occurrence and pipeline surrounding abnormalities. The sensing under these methods 

typically requires contact with the pipeline surface. 

Efforts to monitor pipelines have been ongoing for decades. Various methodologies have been used in attempts to 

tackle pipeline product theft before this work. For instance, Shoewu et al [15] offered a microcontroller-type alarm 

system for the detection of pipeline vandals whenever a rubber on the pipe is removed. The microcontroller prompts 

the authorities into action. The merit of this method is that the sensors are concealed from third parties, but it still 



 

 

shuts down the pipe operations mechanism upon detection of suspicious human activities. The disadvantage of this 

method is its high cost of deployment [16]. 

Obodoeze, 2012, [17] offered hardware subsystems to realize a physical test-bed for the oil pipeline vandalism 

surveillance and monitoring system and a software subsystem to realize the sensor initializations and 

communication, data transfers a web-based file transfer protocol server, certain email accounts, and cell phone 

numbers. Because the technology can visually communicate data from a file transfer protocol (FTP) server to an 

online communication SCADA server, authorities access footage and photographs shot at the scene of oil pipeline 

vandalism. One drawback is that the framework relies on a solar-powered board to operate the whole device and the 

camera. As a result, vandals may mistake the presence of the board for a security system. This results in the device 

being smashed before any vandalism occurs [18]. A trans beneficiary, microcontroller, low-level computing build 

program, and GSM module for communication, caution, and power supply were the main components of the 

structure that Abraham (2015) suggested [19]. At the very first evidence of a leak in the pipeline, the system is 

programmed to sound an alarm and communicate via SMS with the control unit. When considering possible 

responses, the controller component determines the precise purpose of the spill by using the architecture API. 

 If vandalism were to occur, the framework ringer would inform the vandals of its careful location, giving them an 

advantage over the framework [18]. This is the framework's main drawback. As mentioned in [20], their algorithm 

utilized a light-to-power monitoring approach to identify pipeline breaches. To determine whether a channel had a 

break, the authors used an appropriate transducer, a light-to-power sensor—specifically, a Light Dependent 

Resistor—to identify light going through the channel. Their plan worked because they linked each LDR through a 

resistance splitter configuration. This work's strength is in the precise region it pinpoints as vandalized, which is 

then sent to the control room for further inquiry. However, its weakness is that it depends on light to detect potential 

vandalism, therefore it fails to discriminate between day and night vandalism.[18]The authors of [21, 22] first 

proposed combining transient modelling with leak detection. Functions in the computational model were depending 

on density as well as pressure. During transient flows, such as pipeline shutdown and start-up, their models enhance 

the capacity of leak identification. Before pipeline breaks, the upstream and downstream estimates of these stream 

characteristics remain constant. At the speed of sound, an impulse travels to the two endpoints within the pipeline 

when an interruption occurs. Each of the three types of sensors—weight, flowmeter, and temperature—provides data 

on these impacts, including changes in the predicted weight, flow rate, and temperature. A break may be detected, 

and located, and its size can be calculated in this way by fluctuations from these thermodynamics streaming element. 

One of the main advantages of the outline is that it enabled live pipeline display, which significantly improved the 

assessment and examination of breaks across multiple pipeline designs. Its inability to manage massive data sets for 

either standalone pipelines or intricate networks of pipelines is one of its downsides. [23]Popular pipeline checking 

systems, such as Distributed Acoustic Sensors (DAS), used to function primarily by listening for audible signals that 

indicated a little deviance from the protocol [24]. The majority of what is being identified and read is sound, 

regardless of the innovation used in the finding and the sign processing approach. Their work relied on this 

fundamental concept; however, it was created with the help of microcontrollers and DTMF technology. The 



 

 

framework's main flaw is that it doesn't differentiate until the vandals damage the pipeline. Wireless pipeline 

monitoring devices used in subterranean pipes have encountered a significant power challenge. According to [25], 

subterranean pipes may use a wave-guide style of wireless communication that has minimal path loss. Despite the 

drastic reduction in the number of sensor nodes, data is still sent via this method to the ground access point, where it 

is then sent wirelessly to a control station. To better monitor pipeline systems, the authors of [26] came up with a 

novel design for fault-tolerant sensor networks. The suggested design incorporates both wired and wireless 

networking components. When anything goes wrong with the wired portion of the network, the sensor nodes fall 

back on the wireless portion, which serves as a backup. This design addresses the present problems with wired 

networks' dependability when it comes to controlling and monitoring pipelines. However, managing the finances of 

such a project is no picnic. Using a dynamic duty cycle was suggested as a way to reduce energy usage [18]. In 

calculating the dynamic duty cycle, the radioactive time is expressed as a percentage of the whole cycle period, 

including both the active and inactive periods. Due to the high-power consumption of needless idle listening, it is 

common practice in WSN to regularly put the sensor nodes into sleep mode while the network is not in use. The 

fundamental objective of duty cycling methods is to keep nodes operating in a low-duty cycle state for an extended 

period. Because they are often unavailable after deployment, monitoring sensor nodes in pipeline monitoring 

applications are anticipated to have a very long lifespan. One of the most effective ways to lower the power 

consumption of radio transceivers is by using a duty cycling system. While other metrics for network performance, 

such as connection and throughput, must remain unaffected, keeping idle listening periods low is no easy feat [27]. 

Seismic signals produced by different targets are collected by a network of sensors and handling modules installed 

near the pipeline. In addition, the authors claim in [28] that the model is based on the idea of creating a smart signal 

processing system through the integration of fiber sensing technology, via the internet signal processing technology, 

and artificial neural networks for identification. This system can detect soil vibrations around pipelines. We 

achieved an acceptance rate of 95.3% using the recommended setup. Using an algorithm that can enhance the 

capabilities of obtaining, preserving, and evaluating pipeline status information, Yu and Guo (2012) [29] were able 

to increase pipeline efficiency. The technique increased network efficiency in terms of lifetime and data packet 

latency while using multi-hop, data consolidation, and energy consumption balancing technologies. It also 

ensured that urgent data packets were uploaded on time.  

 

As a protective covering for the pipeline, Okorodudu et al. [2] showcased a new kind of LCD-wired sensor. The 

work in this paper is an alternative solution to the one presented there. However, most of the work focuses on 

detecting metallic tools that humans commonly use for vandalising pipelines which ultimately lead to leakages, 

rather than focusing on the leak detection itself. Part of the solution relies on some of the literature aforementioned 

in this section. 

In all the work done by the authors, the magnetic field sensor of the X,Y, and Z methodology was not used which 

gives a better result on location specification of the leak and monitoring of petroleum pipelines. 

 

2. Materials and Methods 



 

 

The XYZ-Magnetic Model is made up of several magnetic sensors that are arranged in an XYZ pattern along the 

pipeline. These sensors take readings at predetermined intervals to determine the intensity of the magnetic field, and 

then they send the information to a central monitoring station. The data is then subjected to an analysis that makes 

use of sophisticated algorithms to identify variations in magnetic fields that are indicative of the existence of leaks. 

 

Components and Descriptions 

 
Arduino Uno board: The Arduino Uno is a popular microcontroller board based on the 

ATmega328P chip. It contains digital and analog input/output pins that may be utilized 

to interface with different sensors, actuators, and other devices. It is commonly used for 

prototyping and DIY electronics projects. 

 
A1302 Linear Hall Effect Sensor: The A1302 is a linear Hall effect sensor that can 

detect changes in magnetic fields. It outputs an analog voltage signal proportional to 

the strength of the magnetic field it is exposed to. This sensor is commonly used in 

applications such as position sensing, current sensing, and proximity detection. 

 
QuadBand GPRS-GSM SIM800L: The SIM800L is a Quad-Band GSM/GPRS module 

that allows devices to communicate over the GSM cellular network. It supports voice 

calls, SMS messaging, and GPRS data transmission. It is frequently used in IoT 

devices, GPS trackers, and remote monitoring systems. 
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Resistive Touch screen - 3.7'' Diagonal: A resistive touch screen is a type of touch-

sensitive display that responds to pressure rather than capacitive touch. This 3.7-inch 

diagonal screen allows users to interact with devices by touching the screen with a 

stylus or fingertip. It is commonly used in handheld devices, industrial control panels, 

and consumer electronics. 

 
Resistive Touch Screen Controller - STMPE610: The STMPE610 is a touch screen 

controller chip intended to interact with resistive touch displays. It interprets touch 

input signals and connects with the host microcontroller to comprehend touch motions 

and instructions. It is commonly used in devices with resistive touch screens to enable 

touch functionality. 

Figure 1 The various components used for the detection of leak, corrosion of the Petroleum Monitoring System  

 

Circuit Connection: 

(i.) Connect the three A1302 Linear Hall Effect Sensors to the Arduino Uno board as follows: 

   - VCC of each sensor to 5V of Arduino Uno 

   - GND of each sensor to GND of Arduino Uno 

   - Output of each sensor to analog pins A0, A1, A2 of Arduino Uno 

 

(ii.) Connect the QuadBand GPRS-GSM SIM800L to the Arduino Uno board: 

   - VCC of SIM800L to 5V of Arduino Uno 

   - GND of SIM800L to GND of Arduino Uno 

   - TX of SIM800L to RX pin 7 of Arduino Uno 

   - RX of SIM800L to TX pin 8 of Arduino Uno 

 

(E) 

(D) 



 

 

(iii.) Connect the Resistive Touch screen to the Arduino Uno board: 

   - VCC of touch screen to 5V of Arduino Uno 

   - GND of touch screen to GND of Arduino Uno 

   - Data pins of touch screen to respective pins of STMPE610 controller 

 

 

Figure 2 Complete Magnetic field sensor design for Pipeline Monitoring System. 

2.1 Methodology 

1. Designed a network of magnetic field sensors placed along the pipeline for monitoring purposes. 2. Selected 

appropriate magnetic field sensors based on sensitivity, range, and communication capabilities. 3. Installed the 

sensors along the pipeline at regular intervals to ensure comprehensive coverage. 4. Established a communication 

network between the sensors and a central monitoring system for real-time data collection. 5. Implemented data 

analysis algorithms that detect anomalies in the magnetic field that may indicate potential issues with the pipeline. 6. 

Developed a user interface for monitoring and managing the sensor network. 

The XYZ-Magnetic Model which is commonly used in geophysics to describe the magnetic field of the Earth was 

adopted for this research. It is based on the assumption that the magnetic field can be represented as a vector field 

that can be decomposed into three components: X, Y, and Z. The X component represents the magnetic field in the 



 

 

north direction, the Y component represents the magnetic field in the east direction, and the Z component represents 

the magnetic field in the vertical direction. 

The mathematical model for the XYZ-Magnetic Model implementation was expressed as follows: 

Bx = −MV/(r^3) * [3xz − r^2x].......i,  

By = −MV/(r^3) * [3yz − r^2y]........ii,  

Bz = MV/(r^3) * [2z^2 − x^2 − y^2]......iii 

where: 

 Bx, By, and Bz are the X, Y, and Z components of the magnetic field, respectively 

 M is the magnetic moment of the pipe 

 V is the volume magnetization of the pipe 

 r is the distance between the point of interest and the centre of the pipe 

 x, y, and z are the coordinates of the point of interest relative to the centre of the pipe 

The XYZ-Magnetic Model can be used to analyze and interpret magnetic field data collected from the Earth's surface 

or space. By accurately determining the X, Y, and Z components of the magnetic field 

 

3. Results and Discussion  

i. The magnetic field sensor network was successfully deployed along the pipeline with sensors placed strategically.  

ii. Real-time data collection and analysis allowed for detecting anomalies in the magnetic field, such as changes in 

intensity or direction.  

iii. The monitoring system alerted operators to potential issues with the pipeline, such as corrosion, leaks, or 

structural damage.  

iv. The utilization of the magnetic field sensor network improved the overall safety and efficiency of the pipeline 

monitoring system.  

v. The user interface provided operators with an intuitive way to view and manage the sensor network, enabling 

quick response to any detected issues. 

4. Conclusion 

The XYZ-Magnetic Model presented in this paper offers a novel approach to pipeline leakage detection using 

magnetic field sensors. By utilizing a three-dimensional configuration of sensors, the system can accurately detect 

leaks in pipelines with high accuracy and reliability. The experimental results demonstrate the effectiveness of the 

XYZ-Magnetic Model in real-time leak detection and monitoring. This research opens up new possibilities for the 

development of advanced pipeline monitoring systems for improved safety and efficiency. 
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