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Intelligent connected vehicle information 

security risks and countermeasures 
 
Abstract : The development of intelligent connected vehicles has promoted the 
upgrading of the transportation system, but it also brings challenges in information 
security. This paper analyzes the current information security vulnerabilities of 
intelligent connected vehicles, including attack methods, security vulnerabilities, and 
protective measures. Firstly, through the analysis of the existing attack methods and 
their principles, the potential security vulnerabilities and threats are summarized. 
Then, based on security and cryptography technology, relevant measures for 
information security protection are proposed to achieve all-round protection of 
intelligent connected vehicle information. Finally, The paper puts forward the 
measures to solve the information security problem of intelligent connected vehicle 
from three aspects: Encryption and Authentication, Firewall and Intrusion Detection 
System, and Over-the-air (OTA). 
Keywords :intelligent connected vehicle, information security, data encryption 

1. Introduction 
As an emerging industry, intelligent connected vehicle is developing rapidly and 

has become a hot topic in the current automobile industry.  

Intelligent connected vehicle refers to the all-round interconnection between 

vehicles, vehicles and roads, vehicles and people and the background on the basis of 

traditional vehicles, through vehicle networking technology, intelligent control 

technology, automatic driving technology, etc., to improve the safety, comfort, fuel 

economy and intelligent level of vehicles[1]. 

It is predicted that by 2025, the global sales of intelligent connected vehicles will 

reach 42 million units, and the Chinese market will occupy more than 40 % of the 

global market share of intelligent connected vehicles[4]. However, in the development 

of intelligent connected vehicles, there are still some problems.  
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Figure 1 The Global sales of intelligent connected cars 

The problem of information security is an important risk point faced by 

intelligent connected vehicles. With the rapid development of intelligent connected 

vehicles, it has attracted more and more attention. In fact, the security threats faced by 

intelligent connected vehicles are no longer limited to points and surfaces. Problems 

in any link can lead to attacks and even physical damage to the car[5]. Therefore, it is 

particularly important to ensure the information security of intelligent connected 

vehicles. 

In the development process of intelligent connected vehicles, we need to fully 

consider the issues of information security, strengthen technical research and 

development, improve laws and regulations, and strengthen management measures, so 

as to comprehensively improve the information security level of intelligent connected 

vehicles and ensure the healthy and stable development of the intelligent connected 

vehicle industry. 

2. The Necessity of Ensuring Information Security for 

Intelligent Connected Vehicles 
The intelligent connected vehicle is a new generation of cars, equipped with 

advanced technology and functions, making it safer, more efficient and more 

environmentally friendly than traditional cars. Although traditional cars still dominate 

the road today, it is clear that intelligent connected cars are the future of transportation 

and will play a key role in shaping our way of travel in the next few years[7]. 
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Intelligent connected vehicles are equipped with a series of sensors and cameras 

that can collect a large amount of data about the vehicle 's surrounding environment, 

as well as information about driver behavior and preferences[8].  

These data are then transmitted to other vehicles, infrastructure, and clouds 

where they are processed and analyzed to improve vehicle performance and safety. 

However, these data are also highly sensitive and valuable, and may be used for 

malicious purposes if they fall into the wrong hands. For example, hackers can use 

this data to access the vehicle system and control it, or to steal personal information 

from drivers and passengers. This is why information security is critical to intelligent 

connected vehicles, and why it is important to implement strong security measures to 

protect these data[9]. 

3. Analysis of the causes of information security problems in 

intelligent connected vehicle 
At present, the information security problems existing in the intelligent 

connected automobile industry are as follows: 

（1） Vulnerability of intelligent connected vehicles. 

（2） Intelligent connected vehicle communication security issues. 

（3） Intelligent connected vehicle supply chain security issues. 

4. Measures to solve the information security of intelligent 

connected vehicle 
The Intelligent Connected Vehicle ( ICV ) is equipped with advanced technology 

that enables it to communicate with other vehicles, infrastructure and the cloud. 

However, this connection also makes them vulnerable to cyberattacks, which may 

have serious consequences for the safety and privacy of passengers. In order to cope 

with these risks, intelligent connected car manufacturers are implementing a series of 

measures to ensure the information security of these cars. 

For common cyber attacks, intelligent connected car manufacturers generally 

take the following three measures: Encryption and Authentication, Firewall and 
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Intrusion Detection System, and Over-the-air (OTA). In order to protect the safety of 

users' cars and prevent the disclosure of personal privacy, as shown in Figure 2 below: 

The Passenger safety and privacy

Passenger safety and 
privacy

Passenger safety and 
privacy

Passenger safety and 
privacy

The Network attack

 

Figure 2Measures to resist cyber attacks on intelligent connected vehicles 

4.1 Encryption and Authentication 

With the development of intelligent connected vehicles, security issues have 

become increasingly important. Encryption and authentication are the key to ensuring 

the safety of intelligent connected vehicles. 

Therefore, a combination of symmetric encryption algorithm and asymmetric 

encryption algorithm can be used to apply the symmetric encryption algorithm to the 

data transmission process, and the asymmetric encryption algorithm is used to protect 

the security of the key.  

Secondly, certificate-based authentication is adopted. This approach requires the 

use of digital certificates and protocols such as SSL / TLS to achieve, using a digital 

signature mechanism to ensure the identity of both parties to the communication 

authentication and data integrity.  
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Of course, a distributed identity system can also be used. This system can be 

implemented by blockchain technology, which can achieve anonymity and traceability 

while ensuring security. By storing identity information on the blockchain, the risk of 

single point of failure and information leakage can be avoided, thereby ensuring the 

safety of intelligent connected vehicles[12]. 

4.2 Firewall and Intrusion Detection System 

Firewalls and intrusion detection systems are key to ensuring security. In the 

construction of firewalls and intrusion detection systems, the need to take the 

following aspects of technical means： 

（1） Security domain division : The intelligent connected vehicle is divided into 

different security domains, and security control and access restrictions are imposed on 

different domains to reduce the attack surface and risk.。 

（2） Vulnerability repair and update : Vulnerability scanning and security 

evaluation of each system of the intelligent connected vehicle are carried out regularly, 

and the vulnerabilities are repaired and updated in time. Pay attention to the security 

patches and updates issued by the manufacturer, upgrade the vehicle software system 

in time, reduce the loopholes in the system, and enhance the defense ability[13]. 

（3） Intrusion detection and prevention : Build intrusion detection and prevention 

system, constantly monitor network data traffic and system log information, timely 

discover and prevent malicious operations and intrusions. 

（4） Security incident response : Establish a sound security incident response 

mechanism to deal with and respond to network security incidents in a timely 

manner[14]. 

4.3 Over-the-air ( OTA ) updates 

While solving the safety technical problems of intelligent connected vehicles, 

OTA update is also one of the important means of daily maintenance and update of 

intelligent connected vehicles. In order to better realize the OTA update, the technical 
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implementation is carried out in the following aspects： 

（1） Encrypted transmission : When performing OTA updates, data should be 

transmitted in an encrypted manner to ensure its security. At the same time, it is 

necessary to use the certificate authentication mechanism to authenticate the OTA 

update server to prevent man-in-the-middle attacks. 

（2） Secure storage : OTA update files should be stored securely to avoid 

malicious attacks and unauthorized access. The OTA update file can be digitally 

signed or verified using a hash algorithm to ensure the integrity and correctness of the 

OTA update file. At the same time, it is necessary to store the OTA update file on a 

secure server and ensure its reliability through security testing and evaluation. 

（3） Verification and rollback : After the OTA update is completed, verification 

and rollback operations should be performed to ensure that the OTA update does not 

cause serious impact. If a function is detected to be faulty or abnormal, it should be 

rolled back to the previous version as soon as possible and deal with the problem in 

time[15]. 

4.4Realistic technical protection situation 

In addition to the above three measures to protect information security, 

various intelligent network car manufacturers are also developing more 

advanced security protection systems, but these are also based on the above 

three measures to develop and improve. 

Encryption and Authentication, Firewall and Intrusion Detection System, 

and Over-the-air (OTA), These three measures have their own advantages and 

disadvantages. At present, the mainstream solutions use the three measures to 

work together. The vehicle has been encrypted and certified before leaving the 

factory, and a firewall system has been added to protect against network attacks 

in offline state. Finally, Over-the-air (OTA) is used for regular daily maintenance 

updates. Thus better protect the user's information security and driving safety. 
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5. Conclusion 
The information security of intelligent connected vehicles is a complex and 

continuous challenge. This paper focuses on the information security problem of 

intelligent connected vehicle, analyzes the causes of the information security problem 

of intelligent connected vehicle, and from Encryption and Authentication, Firewall 

and Intrusion Detection System, Over-the-air ( OTA ) updates this. Three aspects put 

forward measures to solve the problem of intelligent connected vehicle information 

security. 
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