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Risks in Stablecoin Transactions

Abstract

This study investigates the role of information governance in mitigating financial crime
risks in stablecoin transactions. Using a variety of analytical techniques, including
simple linear regression, sentiment analysis with NLP tools, logistic regression; and
machine learning models, the research evaluates the impact of information.governance
on innovation, user trust, financial crimes, and the effectiveness-of combined
compliance measures. The findings indicate that strict information governance
regulations reduce innovation but enhance market stability and user trust. Robust
governance correlates strongly with increased user adoption, while higher anonymity
features in stablecoins are linked to a higher incidence of financial crimes. Integrating
KYC/AML compliance with transaction monitoring significantly improves the detection
and prevention of financial crimes compared to.standalone approaches. These insights
provide valuable guidance for policymakers, regulatory authorities, and financial
institutions to develop strategies that balance innovation with enhanced security and
compliance in the stablecoin market.
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1. Introduction

As stablecoins (an innovation which aims to mitigate the inherent volatility of
cryptocurrencies and enhance their utility in daily financial transactions) gain
prominence and become more deeply integrated into the global financial infrastructure,
the imperative for robust information governance frameworks becomes increasingly
apparent [1]. With its significance in offering the promise of stability by anchoring to
traditional assets such as fiat currencies or commodities, this class of novel asset in the



financial system also introduces complex regulatory challenges, particularly in mitigating
the risks of financial crimes that they might facilitate [2].

International bodies and global financial regulators are increasingly evaluating initiatives
and intensifying efforts to curb money laundering and terrorist financing through
stablecoins, by implementing Anti-Money Laundering (AML) frameworks specifically
tailored for the cryptocurrency sector [3]. These frameworks strive to enhance the
transparency and traceability of transactions, fundamental to safeguarding the financial
ecosystem against illicit activities [4]. The Financial Action Task Force (FATF), as the
principal global money laundering and terrorist financing watchdog, advocates for
stringent compliance standards that align cryptocurrency operations with traditional
financial regulatory mechanisms [6].

Central to the regulatory strategy is The enforcement of intense Know Your Customer
(KYC) protocols is becoming a central and indispensable regulatory strategy, as
stablecoins allow for transactions that can transcend borders with ease and anonymity
[5]. These procedures ensure that all parties in a transaction are identified and verified,
thus enabling institutions to monitor transactions effectively and mitigate potential risks.
Effective KYC systems are crucial for detecting and preventing financial crimes in the
cryptocurrency domain, providing a foundational component of comprehensive AML
strategies. According to Elly Naghi et al [3], the success of AML measures heavily relies
on the precise assessment of risks associated with various stablecoin transaction types;
hence, financial institutions must conduct thorough risk evaluations to identify specific
vulnerabilities, which in turn facilitates the development of tailored AML tactics.

Modern AML frameworks increasingly incorporate cutting-edge technologies such as
artificial intelligence and machine learning to enhance the analysis and monitoring of
transaction data thereby strengthening the capacity of financial institutions to proactively
detect and address potential criminal activities [7]. Concurrently, regulatory frameworks
are being refined to keep pace with the sophisticated strategies employed by
perpetrators of financial crime, adjusting thresholds and enhancing scrutiny to remain
effective.

However, despite these efforts to improve the transparency of stablecoin transactions,
there are perspectives against centralizing the asset, as proponents of decentralization
argue that centralization undermines the foundational principles of cryptocurrencies—
namely, censorship resistance and decentralized control considering that centralized
stablecoins, controlled by a single entity, introduce risks such as potential censorship
and single points of failure, which could disrupt the entire ecosystem in the event of
insolvency or technical failures [8][4][5]. Additionally, the imposition of stringent
regulatory frameworks may stifle innovation by restricting the development of novel



stablecoin models that could more effectively meet diverse user needs. Renwick and
Gleasure [9] further adds that privacy concerns constitute another significant challenge
as centralized systems often require extensive personal identification, alienating users
who value anonymity in financial dealings. Therefore, this study systematically
investigates the effectiveness of information governance strategies in reducing the risks
associated with financial crimes in stablecoin transactions, to provide actionable insights
and recommendations for policymakers, regulatory authorities, and financial institutions
to enhance security and compliance within the cryptocurrency industry. The study
achieves the following objectives:

1. To identify the financial crimes occurring within stablecoin transactions,
examining the mechanisms through which these crimes are facilitated by the
unigque properties of stablecoins.

2. To assess the strengths and weaknesses of current information governance
policies and practices employed in the stablecoin'market in detecting,
preventing, and mitigating financial crimes.

3. To identify the operational, technical, and regulatory challenges faced by entities
in enforcing robust information governance measures.

4. To propose recommendations for advancements in regulatory policies,
technological solutions, and:best practices for information governance to
enhance the integrity and security of stablecoin transactions.

2. Literature Review

Stablecoins is a unique cryptocurrency within the cryptocurrency ecosystem that is
designed to address the volatility commonly associated with digital currencies such as
Bitcoin and Ethereum [10][11]. Unlike these traditional cryptocurrencies, which are often
subject to rapid price fluctuations due to market dynamics and speculative trading,
stablecoins are tied to more stable assets such as Fiat currencies (US dollar and Euro),
commodities such as gold, and other financial instruments. They provide a predictable
value that is deemed more suitable for daily transactions, pricing of goods and services,
and as a store of value [10]

Bullmann et al [12] asserts that Stablecoin currency was developed essentially to
combine the operational efficiencies of cryptocurrencies, such as faster transaction
times and reduced processing costs, with the stability characteristic of traditional fiat
currencies. This feature addresses a significant barrier to the adoption of
cryptocurrencies for regular commerce and has spurred increasing interest and



investment in stablecoin projects from both the fintech sector and traditional financial
institutions [13][14].

Stablecoins can be broadly categorized into three types based on their underlying
mechanisms for maintaining value stability: fiat-collateralized, crypto-collateralized, and
algorithmic stablecoins [1]. Fiat-collateralized stablecoins are the simplest and most
common type, where each stablecoin is backed one-to-one by reserve assets such as
USD, Euro, or other government-backed currencies held in a bank account [15][16].
This direct backing by tangible assets provides a straightforward mechanism of trust
and value assurance, making them popular among users seeking minimal risk. While
crypto-collateralized stablecoins, on the other hand, use other cryptocurrencies as
collateral instead of fiat. These stablecoins are often over-collateralized to account for
the volatility of the underlying crypto assets, requiring sophisticated mechanisms to
maintain stability [17]. Such systems frequently employ smart contracts to manage the
collateral and ensure that the stablecoin's value remains stable, even as the value of the
collateral cryptocurrency fluctuates [17][18].

Although Fiat-collateralized and Crypto-collateralized stablecoin have distinct features
that makes them stand out, but Algorithmic stablecoins represent the most innovative
approach, where stability is not achieved through collateral but through algorithms that
control the supply of the stablecoin, this method is similar to how central banks manage
fiat currency [12]. These stablecoins are designed to automatically adjust their supply
based on changes in demand, theoretically maintaining a stable price [19][20]. Studies
show that the lack of physical collateral and reliance on complex algorithms for stability
introduces a level of risk and uncertainty [12][21][22].

Ferreira [23] states the regulatory challenges each stablecoin categories encounter;
while fiat-collateralized stablecoins are generally regarded as the safest from a
regulatory standpoint due to their clear and understandable backing, they also raise
issues concerning auditability and the trustworthiness of the parties holding the
collateral [1]. Crypto-collateralized stablecoins, despite their ingenious use of
technology to forge stability, introduce a layer of complexity that can be a barrier to
regulatory compliance and broader adoption. Algorithmic stablecoins, although
innovative, face significant skepticism due to their experimental nature and potential for
destabilizing feedback loops, as evidenced by past market events [17][24].

Fiat-collateralized stablecoins are centralized models of stablecoins that are easier to
regulate and integrate into the traditional financial system seamlessly, but, however,
they compromise on some of the core principles of cryptocurrencies, such as
decentralization and resistance to censorship, which raises concerns about surveillance
and control by central authorities [25]. Decentralized models, particularly crypto-



collateralized and algorithmic stablecoins, offer greater adherence to these principles
but introduce complexities that challenge regulatory frameworks and risk mitigation
strategies [26][27].

Theoretical Frameworks on Information Governance

Traditional finance (TradFi), utilizes the robust and operational framework of information
governance to function effectively [26]. One prominent model is the Three Lines of
Defense, which effectively segments roles and responsibilities across an organization to
ensure data integrity and compliance with regulatory standards. The first line involves
business units managing day-to-day data operations and security. The second line
consists of risk management and compliance functions overseeing these processes,
while the third line, internal audit, provides a critical oversight role, ensuring that
governance practices are followed and are effective [28][29].Furthermore, structured
frameworks like the Data Governance Institute’s Data Governance Framework offer
comprehensive guidelines that encompass data classification, ownership, access
controls, quality, and retention [30]. These frameworks are strengthened by stringent
regulatory requirements such as the Gramm-Leach-Bliley Act (GLBA) in the U.S. and
the General Data Protection Regulation (GDPR) in Europe, which mandate rigorous
data privacy and security measures [31]32].

The cryptocurrency market, in contrast, presents a less mature but rapidly evolving
environment for information governance [33]. The decentralized nature of
cryptocurrencies introduces unigue challenges and models; self-custody wallets
exemplify this, as users control their private keys and also their financial information and
assets [34][35]. Consortium blockchain models represent a middle ground, offering a
more controlled environment than public blockchains by allowing a group of entities to
set governance rules. Though this enhances security and operational efficiency, it may
also curtail the transparency and innovation that are hallmarks of decentralized systems
[36].Smart contract audits and Decentralized Autonomous Organizations (DAOSs) are
also pivotal in crypto information governance. Audits are critical for ensuring the
security of smart contracts, which autonomously execute and manage transactions on
the blockchain, while DAOs, which operate on democratic principles powered by smart
contracts, offer a novel approach to organizational management and information
governance, though they face significant challenges in consensus-building and
accountability [37][38].

Aquilina et al. [39] affirms that the juxtaposition of TradFi's emphasis on regulatory
compliance, centralized control, and risk management against the cryptocurrency
market's focus on decentralization, transparency, and innovation highlights fundamental
differences in governance approaches. These differences are not merely operational



but are also reflective of the distinct philosophies that underpin these sectors.However,
as stablecoins increasingly function as a hybrid, leveraging the stability of fiat currencies
with the rigorous compliance standards of TradFi, and the innovative technological
advantages of cryptocurrencies, there is potential for converging governance models,
and the wide acceptance of stablecoin cryptocurrency [12][40].

Financial Crimes Associated with Cryptocurrencies

Due to the rapid growth of cryptocurrencies, and its unique properties, there is an
increase in financial crimes, as patrons use these digital assets for criminal activities
such as money laundering, fraud, and the financing of terrorism [41]. Each of these
crimes leverages the pseudonymity and the ease of cross-border transactions that
cryptocurrencies offer.Money Laundering is particularly common in the crypto space
due to the ability to move large sums across borders without the same level of scrutiny
that traditional banking systems impose [42]. Fraud in the cryptocurrency market often
manifests through schemes like Ponzi schemes, fake ICOs (Initial Coin Offerings), and
rug pulls, where developers abandon a project and abscond with investors' funds [43].
Financing of Terrorism is also made possible because of its pseudonymous nature, as it
is possible for terrorist organizations to receive funding that is hard to trace back to its
original source [44][46].

Studies have shown that the challenges encountered in combating these crimes is as a
result of the distinct features of cryptocurrencies and its regulatory body [45][47][48].
Due to the decentralized nature of cryptocurrencies, there is no central command and
this creates a hurdle for regulatory and enforcement agencies who are accustomed to
dealing with centralized financial systems, and its infant adoption of regulations still
make it susceptible to lack of uniformity leading to regulatory arbitrage, and the
exploitation of weakest regulatory links in the system by criminals [49]. Also, the
technological sophistication required to monitor and investigate crimes in the
cryptocurrency world is a significant barrier for many law enforcement bodies, as most
cryptocurrencies blockchains are complex to analyze, and tracing the flow of funds
requires advanced tools and a deep understanding of the technology.

Kethineni and Cao [47] argues for strict regulations to curb the use of cryptocurrencies
in illegal activities, while Kayani and Hasan [5] cite states that excessive regulation
could stifle innovation and the benefits that cryptocurrencies bring, such as financial
inclusivity and efficiency.Regulatory bodies are pushing for better collaboration between
regulatory bodies worldwide and the development of shared technological tools and
frameworks.This would not only aid in the monitoring and analysis of cryptocurrency
transactions but also help in establishing more cohesive regulatory standards to prevent
financial crimes [50][51].



Regulatory Environment for Stablecoins

Stablecoins regulatory environment is complex and evolving, and countries struggle
with integrating these digital assets into their financial systems. The response to
stablecoins varies globally reflecting diverse economic policies, security concerns, and
technological readiness. This variability presents a fragmented regulatory environment
that influences both the adoption and the operational practices of stablecoins.Countries
and international bodies have taken differing approaches to the regulation of
stablecoins. In the United States, stablecoins have drawn scrutiny regarding their
potential systemic risks and the need for strict regulatory frameworks [52]. The U.S.
Treasury has emphasized the importance of regulating stablecoin issuers as part of the
banking infrastructure, advocating for legislation that ensures these entities operate
within the regulatory perimeter applicable to traditional financial institutions.

Contrastly, the European Union has advanced its regulatory framework through the
Markets in Crypto-Assets (MiCA) proposal, which aims to establish comprehensive
rules for operating within the EU [53]. This framework is designed not only to regulate
but also to foster innovation within the cryptocurrency space, providing a clear
operational roadmap for stablecoin issuers that enhances consumer protection and
market stability [53][54].In Asia, jurisdictions like Japan and Singapore have been
relatively open to integrating stablecoins into their financial systems, provided they
adhere to stringent AML and KYC regulations. These countries recognize the potential
of stablecoins to enhance the efficiency of cross-border transactions and financial
inclusivity but remain cautious of the risks associated with money laundering and
terrorism financing [55][56].

Anti-Money Laundering (AML) and Know Your Customer (KYC) regulations are pivotal
in managing the risks associated with stablecoins. These regulatory frameworks ensure
that stablecoin transactions are traceable and that the identities of those involved are
verified, significantly reducing the anonymity that could facilitate financial crimes. AML
standards require stablecoin issuers to perform due diligence, report suspicious
activities, and maintain records of transactions [57].Recent updates in global AML and
KYC regulations have tightened the requirements for stablecoin operators. For instance,
the Financial Action Task Force (FATF) has updated its guidelines to include enhanced
due diligence for transactions involving stablecoins, recognizing the potential use of
these assets in money laundering schemes [13]. These guidelines also extend to wallet
providers and exchanges, mandating that these entities adhere to the same regulatory
standards as traditional financial service providers [13][58].

Studies suggest that strict regulations may provide greater security and stability, and
they could also inhibit the growth of the stablecoin market by imposing burdensome



requirements on issuers and users [23][59][60][61]. Moreover, the international disparity
in regulatory approaches has led to calls for a more harmonized global framework. Such
coordination could help prevent the regulatory arbitrage where stablecoin issuers
relocate operations to jurisdictions with more favorable regulations, though this
harmonization is challenging but it is necessary for the global nature of digital currencies
[50][52].

Impact of Information Governance on Stablecoin Security and Compliance

The integration of information governance and technology in stablecoins is pivotal to
enhance both security and compliance. Information governance within the stablecoin
sector is primarily aimed at ensuring that all operations comply with established legal
and regulatory standards while safeguarding against financial crimes [62]. Several
studies and cases highlight the dual focus on operational integrity and compliance. For
instance, the application of the "Travel Rule" by the Financial Action Task Force (FATF),
which mandates that all identifiable information about the sender and receiver of funds
be transmitted along with transactions over a certain threshold, is a relevant example
[63][64][65]. Compliance with such regulations requires meticulous governance
frameworks that can handle vast amounts of data while ensuring accuracy and privacy.

However, the effectiveness of these governance strategies often hinges on the
technological capabilities of the platforms on which stablecoins operate. Traditional
governance frameworks may fall short if they are not adequately adapted to the digital
nature of cryptocurrencies. The case of the Libra (now Diem) stablecoin project
proposed by Facebook illustrates the complexities involved [66]. Regulatory pushback
highlighted concerns over money laundering and the potential for financial instability,
underscoring the need for robust governance structures that are capable of addressing
such multifaceted challenges.

Advanced technologies, particularly Al and blockchain technology, play transformative
roles in enhancing information governance in the stablecoin sector [67]. Blockchain
technology provides a level of transparency and traceability that is inherently conducive
to enhanced governance. Every transaction on a blockchain is recorded on a distributed
ledger, immutable and accessible to all network participants, which helps in auditing and
tracking transactions in compliance with regulatory requirements [62][66].Moreover, Al
is increasingly being leveraged to automate and refine the processes involved in
monitoring and compliance, as they are capable of analyzing patterns within large
datasets quickly and with high accuracy, which is invaluable for detecting potential
fraudulent activities or anomalies that could indicate financial crimes such as money
laundering. For instance, Al-driven behavioral analytics can assess user activities over
time to flag transactions that deviate from normal patterns.



Centralization vs. Decentralization

Centralization in stablecoin governance is advocated because of increased control,
enhanced compliance, and potentially greater stability; this ensures that the regulatory
body responsible for stablecoin can directly enforce compliance with relevant laws and
regulations [25]. Centralized stablecoins can offer assurances similar to traditional
banking systems, where a central authority can intervene to correct market anomalies
or failures. For example, central banks or financial institutions that issue or oversee
stablecoins can implement monetary policies or hold reserves to ensure stability [26].

In contrast, the arguments against centralization are deeply rooted in the foundational
principles of cryptocurrency, which emphasize decentralization as a means of reducing
reliance on traditional financial systems and increasing individual financial autonomy
[17]. Critics argue that centralization leads to a concentration of power that could abuse
user trust and privacy, and privacy is of importance, because centralized systems often
require extensive personal data for KYC and AML purposes, which could potentially be
mishandled or exposed during data breaches [57][68]. Centralization also introduces a
single point of failure, making the system more vulnerable to systemic risks. For
instance, if the central entity that governs a stablecoin faces solvency issues or cyber-
attacks, the entire stablecoin system could collapse or be severely compromised.
Moreover, centralized systems may stifle innovation because they tend to enforce
uniformity and compliance over experimental and diverse solutions that could better
meet varied user needs [17][26].

The impact of centralization on innovation is a notable concern, the decentralized
governance models promote a more diverse ecosystem that encourages its developers
to innovate solutions without the constraints imposed by a central authority. This
innovation can lead to the development of new financial instruments and services that
could revolutionize the market in ways that centralized models might not facilitate [1][2].

Cryptocurrency is rapidly evolving, and it is shifting towards the hybrid model which
seeks to balance the benefits of centralization with the principles of decentralization.
These models are designed to comply with regulatory standards while still fostering
innovation and maintaining some level of user control and privacy [7][8]. For instance,
some stablecoins are exploring governance structures where decision-making
processes are shared between a central authority and the community or implemented
through automated smart contracts to ensure transparency and adherence to
predefined rules [10].

3. Methods



This study systematically investigates the role of information governance in mitigating
financial crime risks in stablecoin transactions, proposing the following hypotheses:

H,: Strict information governance regulations may reduce innovation within the
stablecoin market.

H,: Robust information governance enhances user trust and adoption of stablecoins.
Hs: Stablecoins with higher anonymity features are more prone to financial crimes.

H,: Integrating KYC/AML compliance with transaction monitoring more effectively
mitigates financial crimes than using either approach alone.

The study adopts various analytical techniques and data sources to ensure a
comprehensive evaluation of the hypotheses. Data on the number of new stablecoin
launches and adoption rates before and after the implementation of stringent
regulations were collected from the CoinGecko API, which provides comprehensive and
publicly accessible data on new stablecoin launches, historical data, and market trends.
This dataset was used to conduct a simple linear regression analysis to examine the
relationship between the implementation of regulations and the number of new
stablecoin launches, using the model:

Y=a+BX+e

Where Y represents the number of new stablecoin launches, X is a binary variable
indicating the implementation of information governance regulations (0 = before
regulations, 1 = after regulations), a is the intercept, 8 is the coefficient representing the
impact of regulations, and € is the error term. Natural Language Processing (NLP) tools
were utilized to analyze sentiment scores, which were then correlated with adoption
rates. To assess the relationship between anonymity features in stablecoins and the
incidence of financial crimes, the study utilized logistic regression analysis

log =a+ pX

14
(1-p)
Where, (P) is the probability of financial crimes occurring, (X) represents the level of
anonymity in stablecoins, a is the intercept, and B is the coefficient indicating the effect
of anonymity on financial crimes.A comparative effectiveness study was conducted
using machine learning models, analyzing data on financial crimes detected through
KYC/AML compliance, transaction monitoring, and their combined approach.
Classification models such as Logistic Regression, Decision Trees, and Random Forest
were used. The combined approach demonstrated superior performance with higher
precision, recall, and F1-score, indicating a significant reduction in financial crime rates.
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To measure the effectiveness of integrating KYC/AML compliance with transaction
monitoring, we used precision, recall, and F1-score metrics. These metrics assess the
performance of different approaches in detecting and preventing financial crimes. The
formulas are as follows:

e Precision:

TP
TP+FP

Precision=

e Recall:

TP
TP+FN

Recall =

e F1-Score:

recision x Recall
F1=2x2

precision+Recall

Where TP stands for True Positives, FP for False Positives, and FN for False
Negatives. Precision measures the proportion of correctly identified financial crimes
among all detected cases, recall measures the proportion of actual financial crimes
correctly identified, and the F1-score balances both precision and recall.

4, Results and Discussion
Hypothesis 1

Table 1: Regression Output

Coefficient | Estimate | Standard Error | t-value p-value
Intercept 149.00 4.50 33.11 0.000
Time Period -57.60 6.37 -9.04 0.000

Table 2: Adoption Rates Analysis

Time Period

Average Adoption Rates

Change (%)
(%)
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Figure 1: Comparison of Regulation before and after regulations

The bar plot shows a significant decrease in the number of new stablecoin launches
after the implementation of regulations. Before regulations, the average number of new
stablecoin launches was 149.00. After regulations, this number dropped to 91.40. The
regression analysis indicates a statistically significant decrease, with a coefficient of -
57.60 and a p-value of 0.000, suggesting that the implementation of stringent
regulations has a substantial impact on reducing the number of new stablecoin
launches. The line plot shows a notable increase in the average adoption rates of
stablecoins after the implementation of regulations. Before regulations, the average
adoption rate was 69.72%. After regulations, this rate increased to 84.73%, reflecting a
change of +15.01%. This increase indicates that while the number of new stablecoin
launches decreased, the existing stablecoins gained higher user trust and adoption,
possibly due to enhanced stability and compliance brought about by the regulations.
The results support Hypothesis 1 by demonstrating that strict information governance
regulations reduce the rate of new stablecoin launches, indicating a potential reduction
in innovation. However, these regulations simultaneously enhance user trust and
adoption rates, suggesting increased market stability and reliability.

Hypothesis 2:

Table 3: Correlation Output
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Metric Value

Pearson Correlation Coefficient 0.85

p-value 0.001

Correlation between Sentiment Scores and Adoption Rates
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Figure 2: Correlation between sentiment scores and adoption rates

The scatter plot in Figure 2 shows a positive linear relationship between combined
sentiment scores and adoption rates. Each blue data point represents an individual
user's sentiment score and corresponding adoption rate. The best fit line, indicated in
purple, demonstrates the upward trend, suggesting that higher sentiment scores are
associated with higher adoption rates. The green dashed line represents the mean
sentiment score, while the red dashed line represents the mean adoption rate.Table 3
presents the correlation output, which includes the Pearson correlation coefficient and
the p-value. The Pearson correlation coefficient is 0.85, indicating a strong positive
correlation between sentiment scores and adoption rates. This value suggests that as
users' perceptions of stablecoin governance improve, their likelihood of adopting
stablecoins increases. The p-value is 0.001, which is statistically significant and
indicates that the observed correlation is unlikely to have occurred by chance. Together,
Figure 2 and Table 3 support Hypothesis 2 by demonstrating that robust information
governance, as reflected in higher user sentiment scores, is associated with increased
adoption rates of stablecoins. This finding highlights the importance of implementing
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effective governance measures to build user trust and promote the adoption of
stablecoins in the market.

Hypothesis 3:

Table 4: Regression Output

Coefficient Estimate Standard z- p-value
Error value
Intercept -1.00 0.30 -3.33 0.001
Anonymity Level 2.50 0.50 5.00 0.000

Table 5: Summary Table

Metric Estimate
Log Odds (Intercept) -1.00
Log Odds (Anonymity Level) 2.50
Odds Ratio 12.18
p-value 0.000

The tables show estimates of -1.00, with a standard error of 0.30, a z-value of -3.33,
and a p-value of 0.001. This indicates that the log odds of financial crimes occurring in
stablecoins with low anonymity are significantly negative, suggesting a lower likelihood
of financial crimes. The coefficient for anonymity level is 2.50, with a standard error of
0.50, a z-value of 5.00, and a p-value of 0.000. This positive and statistically significant
coefficient indicates that stablecoins with high anonymity features have significantly
higher log odds of financial crimes.

Table 5 provides a summary of the regression analysis. The log odds of financial crimes
for the intercept are -1.00, indicating a baseline lower likelihood of financial crimes in
stablecoins with low anonymity. The log odds for the anonymity level are 2.50,
suggesting a substantial increase in the likelihood of financial crimes in high-anonymity
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stablecoins. The odds ratio of 12.18 further quantifies this effect, indicating that the odds
of financial crimes occurring in stablecoins with high anonymity are approximately 12.18
times higher than in those with low anonymity. The p-value of 0.000 confirms the

statistical significance of this finding.

Together, the results from Table 4 and Table 5 support Hypothesis 3 by demonstrating
that higher anonymity features in stablecoins are strongly associated with an increased
likelihood of financial crimes. This highlights the risks associated with high-anonymity

stablecoins and underscores the need for robust governance and monitoring measures

to mitigate these risks.

Hypothesis 4:

Table 6: Result of the comparative study

Metric KYC/AML Only Transaction Combined
Monitoring Only Approach
Financial Crimes 150 180 250
Detected
Precision 0.75 0.80 0.90
Recall 0.60 0.65 0.85
F1-Score 0.67 0.72 0.87
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Model Performance Metrics by Approach

Metric
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I Recall
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Figure 4: Model performance metrics by Approach

Figure 3 and Figure 4 illustrate the comparative effectiveness study results for
Hypothesis 4, which posits that integrating KYC/AML compliance with transaction
monitoring more effectively mitigates financial crimes than using either approach alone.
The analysis involved using machine learning models to evaluate the detection and
prevention rates of financial crimes across three approaches: KYC/AML only,
transaction monitoring only, and the combined approach.

Table 6 presents the results of this comparative study. The combined approach
detected 250 financial crimes, significantly more than KYC/AML only (150) and
transaction monitoring only (180). This indicates that the combined approach is more
effective in identifying financial crimes.Figure 3 shows the number of financial crimes
detected by each approach and the model performance metrics (precision, recall, and
F1-score) for each approach. The combined approach has the highest precision (0.90),
recall (0.85), and F1-score (0.87). This suggests that integrating KYC/AML compliance
with transaction monitoring not only detects more financial crimes but also does so with
greater accuracy and efficiency.Figure 4 further illustrates the model performance
metrics. The precision metric measures the proportion of correctly identified financial
crimes among all detected cases, with the combined approach achieving the highest
precision. Recall measures the proportion of actual financial crimes that were correctly
identified, with the combined approach again showing the highest recall. The F1-score,
which balances precision and recall, is highest for the combined approach, indicating
overall superior performance.
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Together, the results from Figures 3 and 4, along with Table 6, support Hypothesis 4 by
demonstrating that integrating KYC/AML compliance with transaction monitoring
significantly enhances the detection and prevention of financial crimes compared to
using either approach alone. This underscores the importance of a comprehensive
strategy that combines both compliance measures and transaction monitoring to
effectively mitigate financial crime risks in stablecoin transactions.

Discussion

The study reveals a statistically significant decrease in the rate of new stablecoin
launches, suggesting that strict regulations can stifle innovation. However, the increase
in adoption rates post-regulation highlights a paradox where user trust and market
stability are enhanced despite reduced innovation. This dichotomy aligns with Bullmann
et al.'s assertion that while regulations might impose constraints, they also bring about
operational efficiencies and increased user confidence by reducing volatility and
enhancing compliance [12][13][14]. This indicates that the trade-off between innovation
and stability is a critical consideration for policymakers. Also, the study reveals a strong
positive correlation between sentiment scores and adoption rates. Sentiment analysis of
user feedback shows that higher sentiment scores, indicative of positive user
perceptions of governance measures, are associated with increased adoption rates.
The Pearson correlation coefficient of 0.85 underscores the importance of effective
governance in building user trust. This finding resonates with the literature, which
emphasizes that transparent and robust information governance frameworks are crucial
for fostering user confidence and driving adoption in the cryptocurrency market
[28][29][30]. The positive relationship between governance and adoption rates indicates
that enhancing information governance could be a strategic priority for stablecoin
issuers to gain user trust and expand their market reach.

The findings further reveal that stablecoins with high anonymity features have
significantly higher odds of being involved in financial crimes, with an odds ratio of
12.18. This aligns with studies highlighting the risks associated with pseudonymity in
cryptocurrencies, which facilitate illicit activities such as money laundering and fraud
[47][48]. The literature underscores the necessity for regulatory frameworks that can
balance privacy with security to mitigate these risks [57][58]. The strong association
between anonymity and financial crimes suggests that reducing anonymity features or
enhancing monitoring mechanisms could be effective in mitigating financial crime risks
in stablecoin transactions. The comparative effectiveness study shows that the
combined approach of KYC/AML compliance and transaction monitoring detects
significantly more financial crimes and does so with higher precision, recall, and F1-
score compared to using either approach individually. This demonstrates the enhanced
effectiveness of a comprehensive strategy that integrates multiple governance
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measures. The literature supports this integrated approach, indicating that combining
regulatory compliance with advanced technological solutions like Al-driven transaction
monitoring can significantly enhance the detection and prevention of financial crimes
[63][64][65]. This finding underscores the need for a multi-faceted governance strategy
that leverages both regulatory frameworks and technological innovations to ensure the
integrity and security of stablecoin transactions

5. Conclusion and Recommendation

This study systematically investigates the role of information governance in mitigating
financial crime risks in stablecoin transactions, utilizing various analytical techniques
and data sources to ensure comprehensive evaluation. The findings reveal that strict
information governance regulations result in a significant reduction in the number of new
stablecoin launches, indicating a potential stifling of innovation within the market.
However, these regulations simultaneously enhance user trust and adoption rates,
reflecting increased market stability and reliability. This dual outcome suggests that
while innovation may be curtailed, the overall stability and trust in stablecoin
transactions improve, aligning with the notion that regulations provide a safer and more
reliable environment for users. The sentiment analysis of user feedback reveals that
effective governance measures significantly enhance user perceptions, leading to
greater adoption of stablecoins. This underscores the importance of implementing
comprehensive governance frameworks that foster user confidence and drive market
adoption. The study further found a substantial increase in the likelihood of financial
crimes in high-anonymity stablecoins, highlighting the inherent risks associated with
these features. This finding aligns with the literature, emphasizing the need for
regulatory frameworks that balance the privacy benefits of anonymity with the security
requirements to prevent financial crimes. Finally, integrating KYC/AML compliance with
transaction monitoring significantly enhances the effectiveness of financial crime
mitigation compared to standalone approaches. The comparative effectiveness study
shows that the combined approach detects more financial crimes with higher precision,
recall, and F1-score. This finding highlights the critical need for a comprehensive
strategy that leverages both regulatory compliance and advanced technological
solutions to effectively mitigate financial crime risks in stablecoin transactions. Based on
these findings, the study recommends that:

1. Policymakers and regulatory authorities should adopt comprehensive information
governance frameworks that strike a balance between fostering innovation and ensuring
market stability and security, thereby enhancing user trust and compliance in stablecoin
transactions.
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2. Financial institutions and stablecoin issuers should employ a combined approach of
integrating KYC/AML compliance with advanced transaction monitoring technologies,
using Al and machine learning to improve precision and reliability in detecting financial
crimes.

3. Regulatory bodies should develop frameworks that address the risks associated with
high-anonymity stablecoins, crafting policies that balance the need for user privacy with
robust security measures to deter financial crimes and maintain user trust.

4. To ensure the effective implementation of information governance measures,
continuous investment in digital infrastructure and capacity building is essential,
including providing training programs and resources to enhance technological
capabilities and data literacy among stakeholders involved in stablecoin transactions.
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