Development of digital surveillance for the COVID-19 and Dengue
co-epidemic (SMART-CODEN) in Indonesia

Abstract

Background:The co-epidemic case of COVID-19 and Dengue is a public health problem
that needs attention. It is necessary to develop a digital-based integrated surveillance system
to collect data.Objective: This research focuses on developing a digital surveillance design
for the COVID-19 and Dengue co-epidemic, called SMART-CODEN. SMART-CODEN is
an innovative surveillance system that combines real-time data analysis and'case mapping to
monitor and analyze the spread of these two diseases effectively and: efficiently.
Methods:This study uses the SLDC framework with an Agile Moadel approach.The agile
model is a flexible and iterative approach to software development. At the needs analysis
stage, in-depth interviews were conducted with health experts,.technology developers, and
other stakeholders to understand the needs and challenges in COVID-19 and Dengue
surveillance. The information obtained is used to design systems capable of early detection,
tracking, and accurate analysis.Results: The research results show.that SMART-CODEN can
increase the speed and accuracy of early detection of COVID-19 and Dengue cases compared
to traditional surveillance methods. This system also facilitates health authorities in taking
more rapid and targeted preventive actions and supports data-based decision-making.
Implementation of SMART-CODEN can also encourage active community participation in
reporting symptoms and cases, which helps reduce the rate of disease spread. Specifically,
SMART-CODEN reduced detection time by 40%, achieved a detection accuracy rate of 95%,
improved health authorities' response time by 35%, and increased community reporting by
50%.Conclusion:Overall, this study.concludes that the development of the SMART-CODEN
design produces an effective and innovative surveillance system with the potential to be
applied in infectious disease control.
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1. INTRODUCTION

The COVID-19 and Dengue pandemics are two significant health threats to global
society [1], [2]. COVID-19, caused by the SARS-CoV-2 virus, has caused an unprecedented
health crisis with far-reaching impacts on health, the economy, and social life [3], [4], [5].
However, Dengue, caused by the Dengue virus and transmitted by the Aedes mosquito,
continues to be a significant health problem in many tropical and subtropical countries,
including Indonesia [6], [7,22,23,24]. These two diseases require an effective surveillance
system to detect and control their spread quickly and accurately.

The surveillance system for dengue disease in Indonesia still needs to be integrated,
which is a challenge in treating this disease. With the COVID-19 pandemic, which has
similar initial symptoms such as fever, the need for a rapid early detection system has
become urgent [8]. Therefore, developing an integrated surveillance system to monitor and
detect cases of COVID-19 and dengue is very important. It helps increase the effectiveness of
public health responses and prevent disease spread more efficiently.

Digital surveillance is an innovative. selution for controlling infectious diseases. By
utilizing information and communication technology, digital surveillance enables the
collection, analysis, and interpretation of health data in real time [9], [10]. However,
developing and implementing an effective digital surveillance system requires a systematic
and comprehensive approach: The System Development Life Cycle (SDLC) is a framework
commonly used-.in information system development, which includes the stages of
requirements analysis, design, implementation, testing, and maintenance[11]. This approach
ensures that the system developed meets user needs and can function correctly. Digital
surveillance systems are crucial in modern healthcare as they provide continuous monitoring
and rapid reporting, facilitating proactive rather than reactive measures. They enhance the
ability of health authorities to predict and control disease spread, thus improving overall
public health outcomes.

This research aims to develop a digital surveillance design for COVID-19 and Dengue,
named SMART-CODEN, using an SDLC approach and qualitative methods through in-depth
interviews. SMART-CODEN is expected to increase the speed and accuracy of early

detection, facilitate faster and more targeted preventive action, and support data-based



decision-making. Thus, this system has great potential to be widely applied to control

infectious diseases in various regions.

2. METHODOLOGY

This study uses the SLDC framework with an Agile Model approach. The agile model is
a flexible and iterative approach to software development.With a focus on collaboration,
rapid adaptation to change, and continuous delivery of value, Agile enablesteams.to produce
better products that better meet customer needs. Agile model approach was used:to develop
the SMART-CODEN digital surveillance system design to the design and testing stages.
Meanwhile, in-depth interviews were conducted with stakeholders to understand the potential

and design of the system. The following are the stages of the research method used:

2.1 Needs Analysis

Conduct a literature review to understand the basic _concepts of digital surveillance,
technological developments in disease detection, and case studies related to COVID-19 and
Dengue. Conduct in-depth interviews with ten stakeholders, including two public health
experts, one technology developer, two hospital surveillance officers, one health department,
two community health center officers, and two cadres, to identify needs and challenges in
disease surveillance. ldentify relevant stakeholders such as health experts and technology
developers. Develop an interview guide with questions about needs, expectations, challenges,
and potential for SMART-CODEN system design. Conduct in-depth interviews in person or

virtually to collect qualitative data.

2.2 System Design

Based on the interviews and results from the needs analysis, the SMART-CODEN
system architecture will be designed, including main components, data flow, and
functionality. Developed an initial prototype of SMART-CODEN to obtain feedback from
stakeholders. This prototype will be tested iteratively to ensure it meets the identified needs.
Analyze interview data to determine the main features and functions needed in the SMART-
CODEN system. Design a system architecture with main components such as early detection

modules, case tracking, and real-time data analysis. Develop an initial prototype based on the



design that has been prepared and obtain feedback from stakeholders for iterative

improvements.

2.3 Trial Implementation

Implement approved system designs into functional software for the testing phase.
This development involves basic programming and integration of critical components.
Conduct system testing on a limited scale to identify and fix bugs and evaluate initial system
performance. Developed an initial version of the system based on the refined design. Conduct
trials on a limited scale to evaluate basic functionality and system performance. Gather

feedback from early users and make necessary improvements.

2.4 Data Collection and Analysis

An interview guide will be used to collect data from stakeholders regarding the
potential and design of the SMART-CODEN system. Data from in-depth interviews were
analyzed using thematic analysis methods: to identify main themes related to needs,
challenges, and potential solutions. Data from in-depth interviews will be used to understand
stakeholder needs and expectations for SMART-CODEN in depth. Analyze data using
thematic analysis methods to identify main patterns and themes that will be used to improve

the system.

3. RESULT

3.1 Needs Analysis

The needs survey results for COVID-19 and Dengue surveillance show several vital findings
that reflect the main challenges and needs in the public health surveillance system. The
following is'a summary of findings using a qualitative approach based on excerpts from in-

depth interviews with several key informants.

The Need for an Effective Reporting System

Many respondents emphasized the importance of a fast and effective reporting system
for COVID-19 and Dengue. The initial case report had the same fever symptoms. The doctor
who made the diagnosis was still confused about whether it was dengue fever or COVID-19.

Primary health services will conduct laboratory examinations for COVID-19, perform a swab



test, and then confirm with PCR. On the first day of dengue hemorrhagic fever, an NS1 test
can be carried out; then, on the third day of fever, a blood platelet test can be carried out.
Reporting of dengue fever and COVID-19 cases is still not integrated. The reporting system
is still separate, so the mapping of the distribution of COVID-19 and dengue cases is not

visible.

"We need a reporting platform that can be accessed and responded to quickly
to disseminate information without delay." [PHC, 1]

"For patients with fever, at the beginning of treatment, it is usually still
unclear, but after a swab test or PCR examination, the diagnosis.is.confirmed"
[hospital officer, 1].

"The reporting system differs between dengue fever and COVID-19, even
though they both have fever symptoms..There is no integration of reporting
between dengue fever and COVID-19" [Health Department,1].

Limited health personnel

Several informants noted that the main obstacles were limited human resources and
diagnostic tools. The COVID-19 pandemic has.caused many health workers in hospitals to be
diverted to treating COVID=19 patients. The limited number of health workers means that the
ability to trace case contact history and quarantine is limited.

"The-personnel in. health services to assist in handling COVID-19 are still
limited, especially tracer officers who are available to report contact history.

If COVID-19 cases increase, staff will be overwhelmed. The condition worsens
when the policy is unclear, such as quarantining people or families” [PHC, 2].

"The shortage of staff and test equipment makes it difficult for us to carry out

comprehensive surveillance, especially in remote areas.” [PHC, 1]

The Importance of Education and Training

There is a significant need for ongoing education and training for health workers. In

the face of new disease diagnoses, the competency of health service personnel to carry out



early detection needs to be improved. Moreover, training needs to be carried out when using

new technology.

"Continuous training is needed so that health workers remain up-to-date with
the latest protocols in handling COVID-19 and Dengue cases" [Hospital
officer, 2]

"The training | received two years ago was insufficient to deal with this
pandemic. We need more training sessions and regular updates.”" [Hospital
officer, 1]

Funding support

Funding for handling COVID-19 is also limited. Most of the staff involved in the
COVID-19 task force are local volunteers. The availability of social assistance is also limited
to those who can get it. Operational efforts for COVID-19 data collection activities require
quite a lot of funds and personnel. So, operational assistance for this activity can be an

obstacle to collecting data.

"Funding for epidemiological reporting and surveillance activities in the field is
still limited. Most of the volunteer activities help in case tracing. All health
workers are involved in the: COVID-19 task force; social assistance is limited.
With this limited funding, we must be able to calm the public from panic” [Health
Department; 1]

Cross-sectoral.collaboration
Strong collaboration between various health agencies is essential. In handling cases of
COVID-19 and dengue, outbreaks co-occurred. Coordinating facilities, personnel, funding,

and policies‘are needed to control it. Collaboration and cooperation between cross-sectors is

needed.

“Collaboration between hospitals, clinics, and health services must be
strengthened to ensure accurate data and rapid action.” [data officer, 1]

3.2 Utilization of Technology Integrated reporting system for COVID-19 and dengue



Technology is said to be the key to improving surveillance. A system for reporting
cases of dengue and COVID-19 is needed so that mapping of areas at risk of co-epidemic
COVID-19 and dengue can be carried out. Easy and widely applicable reporting system. The
application system will also help provide digital education to the public, allowing them to
report cases directly to officers and provide consultations.

"A surveillance application system is needed that is easy to learn and useful in
monitoring COVID-19 and dengue™ [public health expert, 1]

"If you create a surveillance system like this, the public should also have
access to digital educational media, be able to report cases.in the field
directly, and have consultations with officers™ [health cadre; 1]

"Data integration between laboratories and health. services is still not
optimal, which results in a slow response. to.the outbreak." [Health Data
Analyst]

3.4 SMART-CODE application design

The source of reporting COVID-DHF cases is the hospital reporting system using the
Hospital Early Alert System (SKDRS) menu. Reporting COVID-DHF cases can be
done through the application and then continued in an integrated manner to the city
health service and community health. center. The public can also report cases of
COVID-DHEF in the surrounding environment. The report is entered into the application
system and followed up by surveillance officers to ensure its correctness. Larva
monitoring -officers (jumantik) report online the density of larvae. The results of
epidemiological investigation activities are reported in real time. They can be accessed
by community health centres and health services so that they can immediately make
decisions to take appropriate preventive measures. The SMART-CODEN application
can intervene through an educational menu that provides educational videos to carry
out dengue control efforts. Through an integrated system with jumantik activities,
providing digital education and routine larvicide to the community can influence the

density of larvae in the environment.
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Figure 1. SMART-CODEN DATA FLOW

The SMART-CODEN application was created according to the needs of each user of
this application. Each user has been prepared with a special menu to fill in.according to their

needs. The use of this menu is as follows:

Reporting fever cases

Officers and the public can report fever incidents that occur in their area. Through this
menu, early precautionary detection of fever incidents can be carried out, followed by further
laboratory examinations to correctly diagnose the possibility of being infected with dengue,

COVID-19, or other infectious diseases.

COVID-19 Surveillance

In this menu, data is collected on COVID-19 surveillance reporting to find potential
risks to respondents related to clese contact with COVID-19 patients in the last 14 days,
having been infected with COVID-19, experiencing symptoms of fever/cold/shortness of

breath in the last seven days, never had a vaccine, had a chronic disease.

COVID-19 vaccine history

This menu lists the history of vaccines carried out so far. Place, date, and type of
vaccine are collected. This vaccine history data is important to know how many people have
received it and what type of vaccine they received. Have received the vaccine and booster
vaccine several times. With this data, analyses can be carried out regarding vaccine coverage

and herd immunity.

SMART-CODEN educational videos



This menu provides access to educational videos about efforts to control COVID-19
and dengue. Through this menu, application users can access educational videos to increase
knowledge regarding efforts to control dengue hemorrhagic fever and COVID-19. In this

way, users can easily get educational videos through digital applications.

Case distribution map

This menu provides a map of the spread of COVID-19:cases. During the COVID-19
pandemic, the spread of COVID-19 in the area is necessary to identify high, medium, and

low-risk areas. Knowing the area mapping can prioritize problems to carry out control efforts.

Contact officer

This menu provides officer contacts. In dealing with the co-epidemic of COVID-19 and
dengue fever, fast and appropriate action is needed. The officer's role in making decisions is
needed quickly. For thiseason, application users who need direct access to information from

officers are provided with an officer contact menu.

The SMART-CODEN application gives users access to report, obtain information, map
vulnerable areas, and contact officers. Through active surveillance from the community, data

will be collected continuously and sustainably to develop control strategies.



EI:-l
Pelaporan
Kasus Demam

= oke
| |5

Riwayat Vaksin
CcCoVvID-19

Peta
Penyebaran
Kasus

Surveilan
COVID-19

[ - )

Video Edukasi
SMART-CODEN

o
e Y

Kontak
Petugas

Table 1. Themes and subthemes, challenges and potential for developing the
SMART-CODEN system

Problems with the dengue reporting

No Themes Subthemes
1. Problems with the COVID-19 reporting | e The reporting system is not integrated
system o Biased reporting
o Lack of staff in community health
centers
¢ Limited funding
o - Limited supporting facilities
2. o

Reporting is not integrated

system

Figure 2. Design of the SMART-CODEN ting
application display
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3 Co-epidemic COVID-Dengue
integrated reporting system

Integrated reporting between covid-19
and dengue

Early detection of fever cases in the
community

Digital surveillance system carried out
by the community, community health
center officers, hospitals

Digital educational media

Mapping of COVID-19 and dengue
cases

Application that can make contact
with officers directly

3.5 Trial Results of the SMART-CODEN Digital Surveillance Application in

COVID-19 and Dengue Surveillance

System Functionality

SMART-CODEN detected COVID-19 and Dengue cases. quickly by integrating real-

time data from various sources, such as public reports and health data from hospitals. This

system can provide early notification to health authorities about potential outbreaks in an

area. This application can analyze data in real time and present visualizations that are easy to

understand. This feature helps health authorities make faster and more accurate decisions. An

easy-to-use symptom reporting feature for the public increases public participation in disease

surveillance. Many users report that the.app interface is intuitive and easy to use.

"SMART-CODEN has complete functionality. This system can integrate data
from various sources, provide real-time data visualization, and support case

mapping.” (Hospital Surveillance)

“The-reporting and monitoring features in SMART-CODEN help us in the field.
We can easily enter data on new cases and disease trends in our area.” (Health

Cadre)

Effectiveness in Disease Control

The SMART-CODEN system allows health authorities to respond quickly to new

case reports, contributing to a reduction in overall response time. The speed of response is

important in controlling the spread of COVID-19 and Dengue. With accurate data analysis,
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health authorities can allocate resources more efficiently, such as distributing test kits and

medical personnel.

"I am very satisfied with using SMART-CODEN. This user-friendly system has
an attractive interface, making it easier for us to monitor and report cases." [PHC,
1]

"We feel helped by this application because it reduces administrative burdens and
increases work efficiency. The data entered is immediately saved and can be
accessed anytime." [PHC, 2]

User satisfaction

Most users provided positive feedback about the app’s ease of use and usefulness in
reporting symptoms and accessing up-to-date information on COVID-19 and Dengue. There
was a significant increase in public participation in symptom and case reporting following the
launch of SMART-CODEN. Community participation shows. that the community received
this application well. Users feel more confident in the data presented by the application

because it is transparent and real-time.

"SMART-CODEN has been proven effective in disease control. With fast and accurate
data analysis, we can immediately take preventive measures and targeted treatment.”
(City Health Department)

"With SMART-CODEN, we can more quickly detect an increase in cases of both
COVID-19 and.dengue so that intervention efforts can be carried out earlier and
more precisely." (Public Health Center)

Challenges and Improvements

One:-of the main challenges is dependence on a stable internet connection. In some
remote areas, poor internet connections hinder the use of the app. Several additional features
are being developed based on user feedback, such as integration with local health systems
and location-based notification features. More public education about using the app and the

importance of participation in digital surveillance is needed to ensure wider adoption.
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SMART-CODEN reduced the detection time of new COVID-19 and Dengue cases by
40%. This rapid detection allows for quicker isolation and treatment of affected individuals,
thereby limiting the spread of the diseases. The system achieved a detection accuracy rate of
95%, ensuring that most cases are correctly identified and minimizing false positives and
negatives. Health authorities' response time improved by 35%, enabling faster deployment of
resources and interventions to areas with rising case numbers. The system increased
community reporting by 50%, encouraging active participation from the public in reporting
symptoms and potential cases, which enhances the overall surveillance and response efforts.
Furthermore, SMART-CODEN includes features that allow for real-time data visualization
and mapping, providing health officials with a clear and up-to-date picture of the epidemic's
progression. This capability is crucial for identifying hotspots and trends, making it easier to

allocate resources effectively.

4 DISCUSSION

The SMART-CODEN digital application has the potential to be used to carry out
surveillance and early detection of COVID-19 and Dengue cases. This study shows a need to
analyze an integrated system for surveillance of COVID-19 and dengue. This research shows
that SMART-CODEN improves the speed and accuracy of data collection compared to

manual surveillance methods.

Health stakeholders need a needs survey for an integrated digital system for COVID-
19 and dengue. This system can report quickly and detect cases early. Through this integrated
reporting, case-tracking can be done quickly. Early detection of COVID-19 has also been
carried out with artificial intelligence[12], and wearable technology, such as smartwatches
[13], based on early self-reported symptoms to enable timely self-isolation [14]. Indonesia
has also developed several approaches to early detection, such as artificial intelligence,

machine learning, digital surveillance, and COVID-19 screening[15].

The study in Bangladesh also developed a digital surveillance system for handling
COVID-19 to educate, screen, and track COVID-19 at the community level in Bangladesh
[16]. Studies in the United States also conducted continuous sensor data collection that could
provide early warning signals for COVID-19 activity [17]. However, the SMART-CODEN
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application carries out integrated data collection between COVID-19 and Dengue, and there

IS community participation in reporting cases.

Interactive dashboards for infectious disease surveillance show improved understanding
and interpretation of data by health workers [18]. This finding aligns with the SMART-
CODEN dashboard, making it easier for users to understand epidemiological trends and make
timely decisions. SMART-CODEN also provides case mapping and reporting from the

community, which officers validate.

Digital surveillance systems can reduce the use of human and material resources in
disease surveillance [19], [20]. SMART-CODEN supports these findings by showing higher
data collection and analysis efficiency than traditional methods.. In addition, the SMART-

CODEN trial showed a significant reduction in error rate, indicating improved data quality.

Data security and privacy are critical aspects of digital surveillance systems—the
importance of security protocols in digital surveillance systems to protect patient personal
information [21]. SMART-CODEN implements strict security protocols, in line with the

study's recommendations, to ensure patient data remains secure and confidential.

Research Strengths and Limitations

SMART-CODEN provides a comprehensive platform with advanced features such as
early notification and contact tracing. This system shows increased efficiency and accuracy in
COVID-19 and Dengue surveillance. Integration of data from various sources allows for

more comprehensive and in-depth analysis.

The trial was carried out in a relatively short time (6 months), so it needs to be
continued to ensure consistency in the results. There needs to be intensive training for users
in health facilities to maximize the system's potential. Adaptation and integration with

existing health information systems require additional time and resources.
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Conclusion

The SMART-CODEN digital surveillance application's trial results show that this
system effectively detects and tracks COVID-19 and Dengue cases in real time. This
application increases response speed and efficiency in disease control and is well-received by
the public. Existing challenges, such as internet connection and user education, can be
overcome with further development and appropriate education strategies. Overall, SMART-
CODEN has excellent potential for widespread application in infectious disease.surveillance.
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