Emerging Threats in Cyberspace:
Implications for National Security Policy
and Healthcare Sector

Abstract:

Currently, the majority of economic, commercial, cultural, social, and governmental activity and
contacts between countries, encompassing individuals, non-governmental organizations, and
government institutions, occur in the virtual realm known as cyberspace. In recent times,
numerous private enterprises and governmental institutions worldwide have encountered the
issue of cyber-attacks and the peril associated with wireless communication technology. The
modern society heavily relies on electronic technology, and safeguarding this data from cyber-
attacks poses a formidable challenge. Cyber-attacks are intended to inflict financial harm onto
companies. Cyber-attacks may serve military or political objectives in certain instances. Some
examples of these damages include PC infections, knowledge breaches, data distribution service
(DDS), and other attack routes. For this purpose, different companies employ diverse strategies
to mitigate the harm caused by cyber-attacks. Cybersecurity monitors up-to-date information on
the most recent IT data. Researchers worldwide have proposed several techniques to prevent
cyber-attacks or mitigate their impact. Several approaches are currently in the operational phase,
while others are still in the study phase. The objective of this study is to conduct a thorough
examination and evaluation of the latest advancements in the field of cyber security, with the
purpose of identifying and analyzing the problems, vulnerabilities, and strengths of the proposed
methodologies. A comprehensive analysis is conducted on several forms of novel descendant
attacks. The discussion revolves around conventional security frameworks, encompassing their
historical context and early-generation approaches to cyber-security. Furthermore, this report
presents the latest advancements and developing patterns in the field of cyber security, as well as
the current problems and risks to security. The comprehensive review study offered for IT and

cyber security researchers is anticipated to be beneficial.

1) Introduction:



In the modern era, the interconnected digital realm known as cyberspace has become an integral
component of human existence. With its inception rooted in the development of the internet,
cyberspace has rapidly evolved into a dynamic, multifaceted domain that transcends
geographical boundaries, facilitating global communication, information dissemination,
commerce, and social interactions at an unprecedented scale[1]. This digital ecosystem
comprises a complex interplay of networks, technologies, platforms, and virtual environments,
shaping the way individuals, organizations, and societies operate, communicate, and perceive
reality [2]. The evolution of cyberspace has been marked by transformative technological
advancements, from the early stages of computer networking to the current era of cloud
computing, artificial intelligence, and the Internet of Things (IoT) [3]. This progression has not
only revolutionized the way we access and share information but has also introduced novel
challenges and opportunities across various spheres, including cybersecurity, privacy,
governance, and socio-cultural dynamics. Understanding the multifaceted nature of cyberspace
necessitates an interdisciplinary approach that draws upon fields such as computer science,
sociology, psychology, law, economics, and ethics [4]. This research aims to delve into the
intricacies of cyberspace, examining its historical development, key technological underpinnings,
socio-cultural implications, and the evolving interplay between human behavior and digital

environments.
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Furthermore, this study seeks to analyze the impact of cyberspace on diverse aspects of

contemporary life, including but not limited to:

1. Cybersecurity and Privacy: Investigating the challenges and strategies in safeguarding
sensitive information, countering cyber threats, and balancing privacy concerns amid the

digital landscape's inherent vulnerabilities [5].

2. Social Dynamics and Identity: Exploring how online interactions shape social
behaviors, identity formation, community structures, and the blurred boundaries between

the virtual and physical realms [6].

3. Economic and Legal Perspectives: Examining the economic implications of e-
commerce, digital currencies, and the legal frameworks governing cyberspace, addressing
issues of jurisdiction, intellectual property, and digital rights [7].

4. Ethical Considerations: Assessing ethical dilemmas arising from the use of emerging
technologies within cyberspace, including Al biases, algorithmic accountability, and the

ethical boundaries of virtual reality [8].

1.1) Threat Types:



Cyberspace threats encompass a wide array of malicious activities that can impact individuals,

organizations, and governments. Some common threats include [9-19]:

1. Malware: Software designed to disrupt, damage, or gain unauthorized access to

computer systems. This includes viruses, worms, trojans, ransomware, and spyware.

2. Phishing: A fraudulent attempt to obtain sensitive information such as usernames,
passwords, and credit card details by disguising as a trustworthy entity in electronic

communication.

3. DDoS Attacks: Distributed Denial of Service attacks involve overwhelming a network or

server with a flood of internet traffic, causing it to become slow or unavailable to users.

4. Insider Threats: This involves threats from individuals within an organization who

misuse their access to data, systems, or networks for malicious purposes.

5. Social Engineering: Manipulating people into divulging confidential information or

performing actions that may compromise security.

6. ldentity Theft: Stealing someone's personal information to commit fraud or other

crimes.

7. Cyber Espionage: Illegally acquiring information from individuals, competitors, or

governments for strategic, military, political, or economic advantage.

8. Ransomware: Malicious software that encrypts a user's data and demands payment,
usually in cryptocurrency, for the decryption key.
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Cyber threats are constantly evolving, and new threats and vulnerabilities emerge regularly.
Governments, organizations, and individuals continually work to develop and implement

security measures, protocols, and tools to mitigate these threats.
2) Two trends in cybersecuirty:

Two prevailing patterns in the realm of cyberspace:

Consider cyberspace as an expanding balloon that is continuously being inflated. As the balloon
expands, its surface area susceptible to a pinprick enlarges, the balloon's skin stretches and
becomes thinner, and the trapped air volume increases. The balloon metaphor is employed to

elucidate three fundamental aspects of the contemporary cybersecurity landscape:

o Initially, similar to the outer layer of a balloon, the "attack surface area” of cyberspace is

continuously growing due to the increasing number of devices being connected to the



internet. Currently, it is estimated that there are billions of devices connected to the
Internet, and this number is projected to exceed a trillion during the next decade. Every
smartphone, computer, tablet, television, refrigerator, and "intelligent" vehicle has the
potential to be targeted by cyber attacks [20].

e Additionally, cybersecurity resources, which are already limited, must strive to keep up
with the growing complexity as new devices are introduced and interconnected. By
upgrading your outdated home security system to a new one that integrates with your
smartphone, you have introduced multiple cyber risks, so complicating the process of
safeguarding your house [21, 22].

3) Cyber Space Threats

The expansive nature of the global cyberspace leads to the emergence of overlapping domains of
influence, where national entities with varying legal and cultural perspectives and strategic goals
exert control [23, 24]. Nations globally have developed a significant reliance on cyberspace for
communication and management of the tangible world, to the extent that it is unequivocally
impracticable to detach from it. Consequently, the security responsibilities and operations of any
nation are progressively influenced by the digital realm [25]. Owing to the worldwide
manufacturing of software and hardware goods, it is unfeasible to offer assurances in the product
supply chain procedure. The cyber domain's scalability renders it fundamentally distinct. While a
bomb's physical range is restricted even under extreme circumstances, cyber-threats have a far
broader range of impacts [26, 27]. Consequently, we have implemented a method capable of
managing real-world activities. Similar to other domains of knowledge, operations in cyberspace
are governed by a relatively limited group of individuals. Users lack the capacity to alter or
govern the software and gear they utilize. It is widely acknowledged that only a select few
individuals has the ability to properly govern or oversee cyber warfare [28, 29]. Due to the
decentralized nature of the cyber world, it is not possible for any one or organization to achieve
absolute control, despite the need for intense focus and specialized expertise. The field of
cybersecurity undergoes significant changes, driven by the continuous advancement of
computing and communication technology [30]. The acceleration is heightened by cyber
cohesiveness. Every alteration gives rise to a fresh period of susceptibility and reaction.

Cyberspace is highly dynamic and constantly changing [31, 32]. Cyber assets are found in



various organizations, ranging from government-controlled systems to privately held systems.
Each institution has varied resources, facilities, capacities, and concerns [33, 34]. Currently,
there is a lack of technical capability to accurately attribute activities to specific individuals,
groups, or organizations in cyberspace [35]. The primary vulnerabilities in the realm of
cyberspace encompass: external threats originating from foreign entities, internal threats arising
from within the system, threats stemming from the supply chain of products and services, and
risks resulting from inadequate operational capacity of local forces. Foreign intelligence agencies
employ cyber technologies to conduct certain aspects of their intelligence collection and
espionage operations [36, 37]. There have been many recorded instances globally of the misuse
and destruction of a country's information infrastructures, which include computer systems,
Internet information networks, and processors and controllers that are essential to important
industries [38]. Another source of cyber attacks arises from organized groups who exploit

networks for financial gain, and the frequency of these attacks is on the rise.
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Furthermore, there are instances where other factions (hackers) infiltrate the network to articulate
their viewpoints. Presently, it is feasible to penetrate networks with minimal expertise and
abilities by acquiring the requisite software and protocols from the Internet and employing them
to target other websites. Concurrently, a separate faction known as Hacktivism engages in



politically motivated assaults on well-known websites or email servers. These groups typically
place additional burdens on email hosts and, by infiltrating websites, disseminate their political
agendas. However, it is important to note that the primary cause of cybercrime within an
organization is internal agents who are dissatisfied. These agents do not necessarily require
extensive knowledge of cyber-attacks, as their familiarity with the target system often grants
them unrestricted access to compromise the system or steal the organization's information.
Terrorists pose a significant threat by targeting and attempting to destroy or exploit critical
infrastructure in order to undermine national security, cause substantial damage, hurt the

economy, and erode public confidence and trust [39, 40].
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Figure 4 ANATOMY OF CYBERATTACKS

The primary cyber-attack methods include Denial of Service, Logical Bomb, Abuse Tools,
Sniffer, Trojan Horse, Virus, Worm, Spamming, and Botnet [41]. The Denial of Service (DoS)
method results in the loss of access for both authorized users and the system itself. Indeed, the
assailant initiates the process of inundating the target systems with a multitude of messages, so
obstructing the lawful transmission of data. This effectively inhibits any system from accessing
the Internet or establishing communication with other systems. In an alternative approach known
as widespread Denial of Service (DoS), rather than initiating an attack from a single origin, the
attackers concurrently target a substantial number of distributed systems. One common method



involves utilizing worms and proliferating them over several computers in order to launch an
assault on the intended target [42]. The public has access to abuse tools that can identify and
exploit vulnerabilities in networks, catering to various levels of expertise. A logic bomb is a
method of attack where a programmer inserts code into a computer that, upon the occurrence of a
specified event, triggers the program to carry out a harmful activity. A sniffer is a program that
intercepts routed information and analyzes each packet in the data stream to identify specific
information, such as passwords [43]. A Trojan horse conceals malicious code and typically
masquerades as a benign software that the user willingly executes. Furthermore, a virus
contaminates system files, which are often executable applications, by injecting a duplicate of
itself into those files. By loading contaminated files into the computer's memory, these versions
execute and facilitate the spread of the virus to additional files. Viruses, unlike worms, rely on
human interaction in order to spread [44].

4) Cyberthreats In Healthcare Industry:

The advancement of information technologies in the health-care industry not only brings about
various beneficial effects, but also exposes it to significant risks posed by entities such as
hackers, organized crime, and terrorist organizations. Furthermore, the concurrent proliferation
of interconnected devices gives rise to distinct challenges and novel opportunities for exploiting
vulnerabilities in the information systems of the diverse entities within the industry. The
healthcare industry is consistently confronted with the task of addressing the ever-changing and
complex cyber threats. The healthcare sector is highly crucial and need specialised strategies to
avoid, detect, and evaluate threats. A recent survey revealed that a minimum of 20% of medical

device makers encountered ransomware or malware assaults within the past 20 months [45-47].

Medical devices, such infusion pumps, and healthcare services, such as medicine distribution,
have also been specifically targeted by cyber attacks. Implantable cardiac devices are equipped
with security measures that are linked to the system architecture. This architecture utilises
device-to-device authentication approaches, such as the use of hard-coded credentials on home
monitoring devices, to authenticate with patient support networks. An assailant can utilise this

authentication information to gain entry into the network [46, 48].



Aside from cyber assaults that exploit vulnerabilities in information technology (IT)
infrastructures, social engineering-based attacks are also compromising the security of
Healthcare Organisations, often resulting in serious consequences. Malicious actors consistently
want to acquire patient-sensitive information, and hacking is widely recognised as a primary
factor in the exposure of patient-sensitive healthcare data. Medical loT devices are now
recognised as potential sources of hazards and concerns in the healthcare sector because to their
vulnerabilities. More precisely, there have been instances of conducting simulated assaults on
various devices, including as pacemakers, insulin pumps, and drug infusion pumps. Malicious
software threats like Medjack have the ability to insert harmful code into vulnerable medical
equipment, hence affecting other components of the broader healthcare information and
communication technology infrastructure. The Centre for Internet Security highlights data
breaches, distributed denial-of-service (DDoS) attacks, insider threats, and business email
intrusion as the primary cyber attacks in the healthcare sector. A proposal is made for the

production and analysis of cyber attack paths to secure the healthcare ecosystem [49-52].
5) Cyberspace And National Security:

Cyberspace has become a critical domain for national security, presenting both opportunities and
challenges for policymakers. The implications for national security policy in cyberspace are

multifaceted and encompass various dimensions:

1. Threat Landscape: The interconnected nature of cyberspace creates vulnerabilities that
can be exploited by state and non-state actors. Threats include cyber espionage, cyber
warfare, cybercrime, and disinformation campaigns. National security policies need to

address these diverse threats and prepare for both known and emerging risks [53].

2. Defense and Resilience: Developing robust cybersecurity measures is crucial to defend
against cyberattacks. National security policies must prioritize the enhancement of cyber
defense capabilities, including investing in secure networks, fostering information
sharing among agencies, critical infrastructure protection, and promoting cybersecurity

awareness and education [54].



3. International Relations and Diplomacy: Cyberspace blurs the traditional boundaries of
conflict, raising questions about norms, rules, and laws governing state behavior in this
domain. National security policies should engage in international cooperation,
negotiations, and agreements to establish norms of responsible state behavior in

cyberspace and deterrence strategies against malicious cyber activities [55].

4. Critical Infrastructure Protection: Critical infrastructure such as energy grids, financial
systems, and healthcare facilities are increasingly reliant on networked systems, making
them prime targets for cyber threats. National security policies need to prioritize
protecting and securing these critical assets through regulations, standards, and

investments in cybersecurity [56].

5. Military and Strategic Considerations: Cyberspace has become a domain for military
operations alongside land, air, sea, and space. National security policies must consider
integrating cyber capabilities into military strategies, including offensive and defensive

cyber operations, to maintain a credible deterrent and response capability [57].

6. Intelligence and Surveillance: Cyberspace offers opportunities for intelligence
gathering but also presents challenges due to the vast amount of data and the need to
differentiate between legitimate and malicious activities. National security policies need

to balance intelligence collection with privacy concerns and legal frameworks [58].

7. Public-Private Partnerships: Collaboration between government agencies, private
sector entities, and academia is essential to address cyber threats effectively. National
security policies should foster public-private partnerships to leverage expertise,

resources, and innovation in developing cybersecurity solutions [59].

8. Cyber Talent and Education: A skilled workforce is crucial to defend against cyber
threats. National security policies should focus on promoting cyber education, training
cybersecurity professionals, and attracting talent to work in government agencies and the

private sector [60].

In summary, developing comprehensive and adaptive national security policies that recognize the

complexities and dynamic nature of cyberspace is critical to safeguarding a nation's interests,



infrastructure, and citizens in the digital age. Constant evaluation, adaptation, and collaboration

are necessary to stay ahead in the evolving landscape of cyber threats and opportunities.
6) The Way Ahead; Future Perspectives:

In order to enhance the cybersecurity of this nation and effectively address emerging threats, it is

imperative to consistently pursue two primary objectives [61]:

* Initially, facilitate significantly enhanced dissemination of information and cooperation among
crucial departments and agencies (Department of Justice, Department of Homeland Security,
Department of Defense, and Office of the Director of National Intelligence) as well as the private
sector. The Cybersecurity Information Sharing Act of 2015 was a necessary, albeit cautious,
measure aimed at promoting the sharing of information between the private sector and the U.S.
government regarding cybersecurity threats. This includes the exchange of classified
vulnerabilities, best practices, and defensive measures, facilitated by liability protections. This
legislation could enhance the community's ability to anticipate attacks and adopt a more

proactive defense stance.

» Secondly, establish a state of collaboration and coordination throughout the entirety of the
United States government. Currently, several governmental entities own distinct cyber
obligations. This concept is highly logical and valid due to the fact that various agencies possess
distinct capabilities, hence they should be assigned tasks that align with their respective areas of
expertise. The key is to effectively utilize all the capabilities towards a shared objective, and that
is where the challenge arises. Effective cyber protection necessitates a well-organized and
unified reaction, but the current bureaucratic obligations impede advancements towards
achieving this objective. President Obama'’s designation of a Chief Information Security Officer
for the Ultimately, the ideal solution is to possess the capability to monitor and trace cyber
invaders, criminals, and other hostile individuals in cyberspace with the same level of agility and
swiftness as these enemies possess. Attaining this objective will necessitate a consistent and

enduring endeavor over an extended period.

The implementation of new regulations will necessitate the establishment of additional
governing bodies, as well as extensive modifications to the U.S. Code (a formidable



undertaking). There will be a spirited public debate. Undoubtedly, | have consistently maintained
that public discourse is an essential initial phase: The intervention of the government into private
issues, even for the sake of protecting the public, elicits an emotional reaction. . . . An initial
measure necessitates a candid and open discussion that challenges the fundamental barriers
between the public and private sectors, which are essential to democracy. Moreover, it is
imperative to engage in a discourse on the optimal approach to striking a balance between the
imperative of security and the preservation of privacy. There exist other methods to enable this
type of conversation, and the suggestion presented by Full Committee Chairman Michael
McCaul and Senator Mark Warner is a potential approach to progress, although alternative
options may also be available. It is reasonable to state that the current debate on the obligation of
device manufacturers to incorporate "backdoors" into operating systems, enabling law
enforcement and intelligence services to gather data, has initiated a crucial conversation. This is
a positive aspect. In the immediate future, the subsequent actions will be multifaceted. Congress
should persist in formulating robust and intelligent rules and legislation aimed at enhancing
cybersecurity, such as the Cybersecurity Information Sharing Act of 2015. While there is an
urgent requirement for these policies and legislation, it would be prudent for Congress to
gradually formulate and disseminate them to instill public trust in the government's competence
and motives. Convincing the public that the government's information requirements are in
equilibrium with people' privacy preferences is crucial. Currently, numerous concepts and
methodologies for utilizing technology to enhance cybersecurity, such as aggregating and
analyzing extensive data repositories, cause concern among individuals who advocate for the
right to privacy and oppose government interference. It is important to recognize that every

individual has a responsibility to contribute to the enhancement of cybersecurity [62-69].

The U.S. government should persist in promoting and fostering the exchange of information and
collaboration between government entities and the private sector to safeguard citizens,
businesses, and vital infrastructure against cyberthreats. The Secretary of the Department of
Homeland Security, Jeh Johnson, has recently released initial guidelines for the exchange of
information between the private sector and the United States government. In due course, the U.S.
government should likewise endeavor to utilize all types of data and intelligence to detect and
predict both dangers and malicious individuals, while respecting individuals' privacy preferences
to an acceptable extent [70, 71].



* Individuals and organizations involved in the creation and distribution of Internet-connected
software and hardware, ranging from huge enterprises to individual app developers, must possess
the knowledge and skills to comprehend the security implications of their work. Currently, a
software developer is not required to possess a degree, formal training, or any license in order to
create programs that manage our infrastructure. Very few engineering domains have the same
dilemma, if any at all. For instance, the construction of a drawbridge necessitates the supervision
and endorsement of a certified civil engineer, yet theoretically, anyone can build the software
that governs the operation of that bridge. Ensuring cybersecurity is a collective duty, spanning

from the chief information security officer to the individual app developer [72, 73].

* It is imperative for individual customers to take further measures to safeguard their software,
hardware, and confidential data. In essence, the majority of individuals are either excessively
occupied or inadequately trained (probably both) to dedicate their time and effort to fixing every
equipment in their household. We frequently maintain outdated and inherently insecure
equipment and computers in operational condition. According to the Cybersecurity National
Action Plan issued by the President, there is a significant presence of antiquated and obsolete
devices connected to the internet. This situation creates vulnerable access points that can be
readily exploited and utilized as "botnet soldiers™ [74, 75].

Conclusions:

The third century recognizes cyberspace and its associated technologies as a paramount source of
power. The attributes of cyberspace, including affordable access, anonymity, susceptibility, and
imbalance, have given rise to the phenomenon of power diffusion. This implies that while
governments have traditionally monopolized power, it is now being shared with other entities
such as private corporations, organized terrorist and criminal factions, and individuals. However,
governments still retain a significant role in this dynamic. Undoubtedly, this occurrence will not
compromise the national security of states. The evaluation of this effect can be conducted using
many methods. The first aspect to consider is the notion of security. The concept of national
security has evolved beyond military concerns and territorial boundaries. Presently, the
deteriorating quality of life experienced by citizens poses a significant danger to national
security. An additional aspect is the eradication of the spatial component of cyber threats.



Historically, military threats were confined to a certain geographic area. Hence, it was quite
effortless to handle, particularly when it came to recognition. The third factor to consider is the
magnitude of risks presented by cyber attacks. These threats occur irregularly, have multiple
dimensions, and because to their association with important networks and infrastructure, they can
cause significant harm. Furthermore, conventional methods like military and police force are
insufficient to contain these threats. Governments alone are also inadequate in countering them.
What is needed is a combination of effective collaboration between governments and the private
sector, as they both share a vested interest in addressing these challenges. He demands in the face
of such threats. Furthermore, it is important to note that cyber dangers extend beyond
governmental entities, posing risks to both individuals and corporations, leaving them vulnerable
to the detrimental consequences of such threats. Furthermore, the ideas in international relations
that are largely focused on government may be easily disregarded or perplexing, as security in

the digital age extends beyond the realm of government alone.
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