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Abstract  

This study investigates endpoint security strategies for remote workforces utilizing VPN 

networks, focusing on mitigating ransomware and botnet attacks. A mixed-methods 

approach was employed, analyzing the effectiveness of existing endpoint solutions and 

simulating network segmentation strategies. A tailored incident response plan was 

developed and tested, and the impact of user education on cybersecurity awareness was 

assessed. Results demonstrate that while traditional endpoint security solutions remain 

essential, their effectiveness can be enhanced through a multi-layered approach 

incorporating advanced technologies. A risk-based network segmentation strategy 

proved effective in optimizing network performance and security. The tailored incident 

response plan demonstrated efficacy in rapid detection, containment, and recovery from 

attacks. User education significantly improved cybersecurity awareness and reduced 

susceptibility to attacks. This research provides practical recommendations for 

organizations to strengthen their endpoint security posture and protect their remote 

workforce through a combination of advanced technologies, proactive measures, and 

continuous user education. 

Keywords: Endpoint security, remote work, VPN, ransomware, botnet, cybersecurity 
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1. INTRODUCTION 

Organizations have increasingly turned to Virtual Private Networks (VPNs) to secure 

remote access to corporate networks. This shift, while offering flexibility and cost 

reduction, also presents substantial security challenges as remote workforces often 

utilize personal devices and networks that may not adhere to corporate security 

standards, resulting in vulnerabilities that cybercriminals exploit to launch ransomware 



 

 

and botnet attacks, highlighting the need for robust cybersecurity measures tailored for 

remote environments. Ransomware, which involves attackers encrypting a victim's data 

and demanding a ransom for its release, and botnet attacks, where networks of 

compromised devices are used for malicious activities like distributed denial-of-service 

(DDoS) attacks or data theft, have become significant threats [1]. For instance, the "Volt 

Typhoon" botnet attack—a state-sponsored campaign targeting outdated small 

office/home office (SOHO) routers primarily from Cisco and Netgear—demonstrated 

how attackers could leverage such vulnerabilities to infiltrate critical U.S. infrastructure 

sectors, including communications, energy, transportation, and water services [2]. This 

particular attack exploited routers that had reached end-of-life and no longer received 

security updates, emphasizing the risks posed by neglected technology in home setups. 

The security of VPN connections, crucial for safe data transmission over the internet, is 

contingent on the integrity of endpoint devices and user practices [3]. Despite the first 

line of defense provided by existing endpoint security solutions like firewalls, anti-

malware, and intrusion detection systems, their effectiveness against sophisticated 

ransomware and botnet attacks targeting remote workers requires thorough evaluation. 

Several high-profile cases underscore the critical need for robust cybersecurity 

measures tailored for remote access environments. For instance, the Colonial Pipeline 

ransomware attack in 2021 targeted a critical infrastructure provider, leading to 

widespread fuel shortages across the East Coast of the United States [4]. The attackers 

gained entry through a compromised VPN account, proving how vulnerabilities in 

remote access points can have far-reaching consequences on national infrastructure. 

This incident not only disrupted daily operations but also caused significant economic 

and logistical turmoil, highlighting the potential national security implications of such 

breaches. 

Moreover, the TrickBot botnet, which has been active since 2016, exemplifies the 

evolving threat circumstances, where botnets are not just used for DDoS attacks but 

also for credential theft and distributing ransomware [5]. TrickBot has been known to 

exploit vulnerabilities in VPN software, further stressing the importance of maintaining 

updated and patched VPN systems to guard against sophisticated multi-vector attacks. 

Effective network segmentation, which involves dividing a network into smaller, 

manageable segments to restrict access and minimize the impact of successful 

intrusions, is particularly crucial for remote work settings where network control might be 

decentralized [6]. Additionally, human error remains one of the most significant security 

vulnerabilities. Cybercriminals frequently use phishing and social engineering tactics to 

trick remote workers into compromising security protocols [7]. Hence, this study 

develops a comprehensive endpoint security strategy that minimizes the risk and impact 

of ransomware and botnet attacks on remote workforces utilizing VPN networks. 



 

 

2. LITERATURE REVIEW 

Global events, such as the COVID-19 pandemic, necessitated the rapid transition to 

remote work; this dynamic change has significantly reshaped the cybersecurity space, 

highlighting the need for a rigorous reevaluation of security strategies. According to 

Ferreira et al. [8], this shift offers operational flexibility and cost efficiency. Still, it also 

increases vulnerabilities, particularly because of greater reliance on digital connectivity 

and decentralized network access points [9][10]. Aslan et al. [11] state that remote 

workers frequently use personal devices and home networks with potentially weaker 

security configurations and outdated software, which makes it possible for cybercriminals 

to attack and carry out their malicious activities. This environment is ripe for ransomware 

and botnet attacks, which have become common and sophisticated in their approach, as 

they target the extended perimeter of corporate networks and exploit the inconsistencies 

between personal and corporate security protocols [12][13]. 

Zakaria et al. [14] state that ransomware attacks involve the encrypting of a victim’s data 

to extort ransom payments and botnet attacks, which utilize networks of infected devices 

for malicious activities, posing significant threats to data security and business continuity. 

Fox [15] highlights how high-profile incidents like the Colonial Pipeline and SamSam 

ransomware attacks pose severe risks and vulnerabilities to both privacy and national 

infrastructure; for instance, the "Volt Typhoon" botnet attack and the persistence of 

threats like the TrickBot botnet show the vulnerabilities in remote access technologies, 

particularly VPNs, which has often become the weakest security link if not adequately 

managed [16][17][18]. 

Mishra [19] opines that traditional cybersecurity measures frequently fall short of the 

threat posed by these malicious activities, stating that the effectiveness of endpoint 

security solutions such as firewalls, anti-malware, and intrusion detection systems is often 

compromised by the rapid evolution of attack vectors, including sophisticated social 

engineering techniques and zero-day exploits. Studies indicate that while these tools are 

crucial in detecting and preventing malware infections, their limitations are notable, 

particularly against advanced ransomware tactics and botnet strategies [20][21][22]. 

As technology evolves and suggestions are proffered regarding endpoint security, Kibria 

et al. [23] recommend the adoption of next-generation solutions that integrate machine 

learning and behavioral analytics, which potentially offer improved detection and 

prevention capabilities. Additionally, the zero-trust network access (ZTNA) model is 

gaining traction, emphasizing continuous verification of all entities attempting network 

access, thereby minimizing trust assumptions [24][25]. 

2.1 Endpoint Security Solutions for Remote Workforces 



 

 

Research by Ruotsalainen [26] asserts that endpoint security solutions, such as 

firewalls, anti-malware software, and intrusion detection systems tools, serve as the first 

line of defense used to protect remote workers from cyber threats, with firewalls acting 

as gatekeepers to filter traffic based on security policies; anti-malware software 

scanning for malicious code; and IDS monitoring network activity for signs of an attack 

[27][28]. Although Sarker [29] affirms that growth in these technologies has integrated 

machine learning algorithms to predict better and neutralize emerging threats, Rains 

[30] argues that the effectiveness of these traditional security measures cannot be used 

to combat the threat posed by sophisticated ransomware and botnet attacks, which 

often employ zero-day exploits and social engineering tactics.  

Ruotsalainen [26] highlights the capabilities of these tools in detecting and preventing 

common malware infections. Still, Aslan et al. [11] point out the growing sophistication 

of cyber threats that can bypass these firewalls using tactics like zero-day attacks—

which exploit software vulnerabilities before patches are available—and social 

engineering, which manipulates users into compromising security measures. This 

evolving threat landscape suggests that while traditional endpoint security tools are 

foundational, they occasionally fall short, especially against multi-vector ransomware 

attacks that adapt to breach static defense mechanisms [31][32]. 

Scarfo [33] states that the challenges of managing endpoint security in remote work 

environments are further complicated by BYOD (Bring Your Device) policies. To further 

buttress that, Omolara et al. [34] affirm the heterogeneity of personal devices and the 

potential for outdated software to create security gaps that centralized management 

could mitigate. However, this raises concerns about user privacy and resistance from 

employees [35][36]. Given these limitations, there is a shift towards next-generation 

endpoint security (NGAV) solutions, which incorporate machine learning and behavioral 

analytics to enhance detection and response capabilities [37][38]. Research by Ilca [37] 

supports the potential of NGAV to identify and block novel threats effectively, offering a 

more dynamic and adaptive security approach.  

2.2 BYOD and Outdated Devices as A Weakness of Endpoint Security in 

Remote Work 

According to Zambrano [39], BYOD enhances flexibility and reduces costs but 

introduces a heterogeneous mix of devices that often do not conform to standardized 

security protocols. This diversity in devices and software versions complicates the 

enforcement of consistent security measures, creating numerous weak points 

vulnerable to cyber threats [11][40]. Wangutusi [41] highlights BOYD's association with 

outdated personal devices that no longer receive software updates, as these devices 

are susceptible to known exploits and are becoming easy targets for attackers.  For 



 

 

instance, the "Volt Typhoon" botnet attack on outdated SOHO routers in 2024 

accentuated the potentially severe consequences of failing to maintain updated devices 

[42]. Studies indicate that these older devices are often disproportionately targeted due 

to their unpatched vulnerabilities, which can serve as entry points for malware and 

ransomware, risking the security of entire networks [30][43][44]. 

Another challenge is the balancing of security with user privacy and employee morale; 

strict security policies on personal devices can raise privacy concerns and may lead to 

employee resistance [45]. Tsohou [46] suggests the enhancement of user education 

and the promotion of awareness campaigns to foster responsible security practices 

among employees. According to Rossi et al. [47], recent developments in endpoint 

security propose solutions that accommodate the decentralized and diverse nature of 

BYOD environments. Cloud-based endpoint security solutions and centralized patching 

management are gaining momentum; these approaches can enforce security policies 

and ensure that all devices, regardless of ownership, are consistently updated with the 

latest security patches [48][49]. Additionally, the deployment of sophisticated endpoint 

detection and response (EDR) systems and real-time threat analysis services further 

strengthens the defense against cyber threats encountered by remote workforces [50]. 

With the limitation of traditional cybersecurity measures and BOYD, Badhwar [51] 

proposes that Next-generation endpoint security (NGAV) is better suited to protect 

remote workers because it uses advanced technologies like artificial intelligence (AI) 

and machine learning (ML). These integrated technologies enable NGAV systems to go 

beyond conventional signature-based detection, allowing for the proactive identification 

of novel threats and zero-day attacks by analyzing patterns and anomalies indicative of 

malicious activity; this capability is essential in detecting ransomware attacks or 

unauthorized access attempts before they can cause harm [52][53]. 

However, Atay [54] asserts that the implementation of NGAV is fraught with challenges, 

and concerns have been raised regarding the maturity and real-world effectiveness of 

NGAV, particularly the potential for false positives. These false positives can overwhelm 

security teams and complicate response efforts, adding complexity to the management 

of security operations. Moreover, the deployment of AI and ML within endpoint security 

requires significant technical expertise and financial resources, which may be beyond 

the reach of smaller organizations with limited IT capabilities [55][56]. 

Despite these controversies, the cybersecurity community has a unified view about the 

potential benefits of NGAV for remote work environments, and due to remote work's 

diverse and distributed endpoints, it makes the real-time threat detection and response 

capabilities of NGAV highly valuable [57][58]. Studies explore the integration of NGAV 



 

 

with cloud-based security platforms, as it offers centralized management and flexibility 

necessary for effective protection across distributed workforces [59][60]. 

 

2.3 Network Segmentation and Secure VPN Access 

Network segmentation has become a cornerstone strategy in cybersecurity, particularly 

for enhancing remote access security through Virtual Private Networks (VPNs) [61]. 

This approach, which involves dividing a network into multiple segments or 

subnetworks, each with its security controls and policies, aims to limit the lateral 

movement of threats within a network, thereby containing breaches and minimizing the 

damage from ransomware or botnet attacks[62][63]. 

Research by Kallatsa [64] indicates the effectiveness of segmentation in various 

organizational contexts. Sengupta [65] explains that segmentation can significantly 

reduce the attack surface and prevent attackers from gaining access to critical data and 

systems in different network segments. By isolating critical system components, 

organizations can ensure that even if one segment is compromised, the breach does 

not necessarily propagate to other parts of the network; this containment is effective in 

situations involving ransomware, where the encryption of data in one segment does not 

lead to the compromise of the entire network [66][67]. 

However, the optimal implementation of network segmentation, especially in remote 

work environments, is filled with uncertainty. Nof et al. [68] discuss the challenges 

encountered when balancing security with user experience, as overly restrictive 

segmentation policies can hinder a remote worker's productivity and collaboration. 

Studies suggest the adoption of a risk-based approach to segmentation, where the level 

of access control is determined by the sensitivity of the data and resources within each 

segment [69][70][71].  

In order to secure VPN connections due to the immense role they play in remote 

working, Singh [72] proposes the use of strong authentication protocols, particularly 

Multi-factor Authentication (MFA). MFA is unique because it provides two or more 

verification factors (password, a one-time generating code, and the user’s fingerprint) 

[73]. Although MFA is effective in significantly reducing unauthorized access risks, its 

implantation can be challenging, such as user resistance due to increased complexity 

and potential delays in access, and the security of MFA can be compromised if 

secondary authentication factors like SMS-based codes are intercepted or redirected 

[74][75]. Omolara et al. [34] propose that another way to secure VPN security is through 

encryption; this ensures that data remains private as it travels across public networks, 

and recent developments in VPN security include the adoption of new authentication 



 

 

methods, such as biometrics and hardware tokens, which offer more convenient and 

secure alternatives to traditional passwords. Studies explore the potential of biometrics 

like fingerprint or facial recognition for user verification and hardware tokens due to their 

ability to generate one-time passwords, providing an additional layer of protection 

against phishing attacks [76][77][78]. 

Zero Trust Network Access (ZTNA) is another network gaining prominence as a 

transformative approach to secure remote access; it constantly requires continuous 

verification of users and devices before granting them access to specific applications or 

resources, rather than providing blanket access to an entire network upon successful 

authentication as traditional VPNs do [79][80]. Talan [81] emphasizes the benefits of 

ZTNA in minimizing the attack surface by allowing access only to the necessary 

resources, which significantly restricts unauthorized lateral movement within the 

network and limits the potential for sensitive data compromise. However, Chandramouli 

[82] states that the implementation and management of ZTNA model frameworks often 

require significant changes in traditional network security practices, the introduction of 

new skills and tools for dynamic risk assessment, and the integration of ZTNA with 

existing security infrastructures, including firewalls and identity management systems 

can be difficult. Research by Gudala et al. [83] indicates that ZTNA is increasingly being 

integrated with advanced technologies like artificial intelligence (AI) and machine 

learning (ML), which enhances decision-making and allows for more adaptive security 

policies based on comprehensive analyses of user behavior and network traffic. This 

integration, however, introduces new considerations regarding data privacy and the 

potential biases in automated decision-making processes. 

 

2.4  Incident Response for Remote Work Environments: 

Regner [84] opines that a robust IR model consists of preparation, identification, 

containment, eradication, and recovery phases; this model highlights the importance of 

pre-incident preparations such as employee training, clear incident detection and 

reporting procedures, and established communication channels. Though Gonzalez-

Granadillo [85] affirms that robust incident response is essential in remote settings, it 

also states that implementing this model can be accompanied by many uncertainties; 

for instance, there are difficulties in identifying and containing threats on personal 

devices and home networks due to limited visibility into remote endpoints, and because 

IR assumes a centralized IT infrastructure, it does not align well with the logistical 

variances of remote work [86][9][87].  

Several studies advocate for the involvement of remote workers in the incident 

response processes, stating that empowering workers to take initial response actions 



 

 

can mitigate damage quickly, [89][90][91] but Williams et al. [92] argue that employees 

who aren’t properly trained on incident responses can misinterpret the symptoms of an 

attack and worsen the situation.  

Tahmasebi [93] suggests the need to adopt a multi-faceted approach to remote 

endpoint security, as they would incorporate advanced tools such as automation and 

orchestration and utilize them to effectively identify, contain, and recover from 

cyberattacks. Endpoint Detection and Response (EDR) tools are adept at recognizing 

security breaches easily [50]. According to Bola et al. [94], EDR solutions leverage 

advanced analytics to detect malware, anomalous behavior, and potential indicators of 

compromise (IOCs) on remote devices before they escalate, and Hassan et al. [95] 

states that for EDR to be effective, it requires the incorporation of other security tools.  

During the recovery phase, EDR is able to remove malicious data and restore systems 

and data to their pre-attack states; this is where orchestration tools come to be of the 

essence; it ensures the coordination of recovery tasks across different systems to 

ensure consistency and efficiency, particularly in dispersed remote settings [96][97]. 

The integration of Security Orchestration, Automation, and Response (SOAR) tools with 

EDR solutions is gaining awareness, as these platforms can automate repetitive tasks 

and trigger predefined actions based on specific incident criteria, enhancing the 

efficiency of the IR process [98][99]. 

 

2.5 User Education and Cybersecurity Awareness for Remote Workers: 

As earlier opinionated by Rains [30], it is of the essence that user education and 

cybersecurity awareness are conducted to strengthen remote work environments 

against common threats like social engineering and phishing attacks, which exploit 

human vulnerabilities. Comprehensive training programs, not once-a-year sessions, 

play a large role in modifying employee behavior and enhancing their ability to 

recognize and counteract cyber threats effectively; these programs also promote a 

culture of security within organizations, motivating employees to report suspicious 

activities promptly [100]. 

However, Petter et al. [101] explain that the effectiveness of these training initiatives can 

wane over time due to knowledge decay and propose the implementation of refresher 

training and ongoing reinforcement strategies to maintain and enhance cybersecurity 

awareness among remote workers. Also, several studies emphasize the integration of 

behavioral psychology, interactive simulations, gamification elements, and real-life 

scenarios to create a more immersive and memorable learning experience, enhancing 

knowledge retention and practical application [102][103][104]. 



 

 

Developing and delivering effective cybersecurity training for remote workers involves a 

strategic approach that prioritizes not just the dissemination of information but also the 

active engagement and motivation of employees [105]. Williams et al. [106] propose 

that these training programs should be interactive and stimulating, directing the focus 

from traditional lecture-based methods, which often fail to maintain long-term user 

engagement and knowledge retention. 

Gamification is an initiative developed to help gain user engagement and also to 

maintain retention; game mechanics such as points, badges, and leaderboards are 

incorporated to promote active participation from employee engagement and retain 

knowledge compared to traditional methods [107]. However, Clarke [108] argues that 

while gamification is excellent for engagement, it may simplify complex ideas too much, 

so a balanced approach that combines engaging elements with in-depth, traditional 

learning modules is recommended [108]. 

 

3. METHODOLOGY 

This study adopts a mixed-method analysis to develop a comprehensive endpoint 

security strategy that minimizes the risk and impact of ransomware and botnet attacks on 

remote workforces utilizing VPN networks. To evaluate the effectiveness of existing 

endpoint security solutions, data were sourced from the AV-TEST Institute’s annual 

reports, which provide detailed statistics on the detection and prevention rates of various 

endpoint security solutions. The data collection process involved extracting relevant 

information on the performance of firewalls, anti-malware, and intrusion detection 

systems.  

A regression analysis was conducted using the formula to identify significant factors 

contributing to the effectiveness of these solutions.  

𝑌 =  β0 + β1X1 + β2X2 + ⋯ + βnX𝑛 + ϵ  

Where Y represents the detection/prevention rate, X represents the independent 

variables (factors), β represents the coefficients, and ϵ is the error term.  

Furthermore, an ANOVA was used to compare the performance metrics across different 

endpoint security solutions, enabling a comprehensive evaluation. The ANOVA test 

followed the formula:  

𝐹 = 𝑀𝑆𝑏𝑒𝑡𝑤𝑒𝑒𝑛 − 𝑀𝑆𝑤𝑖𝑡ℎ𝑖𝑛 



 

 

Where 𝑀𝑆𝑏𝑒𝑡𝑤𝑒𝑒𝑛 and 𝑀𝑆𝑤𝑖𝑡ℎ𝑖𝑛 represent the mean squares between and within groups, 

respectively. 

Network traffic data from CAIDA was used to simulate various network segmentation 

strategies within a VPN environment using NS3. The simulations assessed their impact 

on access control and damage minimization during ransomware or botnet intrusions. A 

cost-benefit analysis is calculated using the formula: 

𝑁𝐵 = 𝑇𝑜𝑡𝑎𝑙 𝐵𝑒𝑛𝑒𝑓𝑖𝑡𝑠 − 𝑇𝑜𝑡𝑎𝑙 𝑐𝑜𝑠𝑡𝑠 

then determined the most effective strategies in terms of security enhancement and 

resource allocation. 

Guided by the MITRE ATT&CK framework and incident case studies, a robust incident 

response plan was developed and tested in a controlled environment using simulated 

attacks. The plan's effectiveness was assessed through quantitative metrics (response 

time, containment efficiency, and recovery speed), scenario analysis, and stress testing. 

Leveraging ENISA reports together with random surveys of 85 respondents from different 

segments, the remote worker awareness and susceptibility to phishing and social 

engineering attacks before and after an educational intervention emphasizing ENISA's 

best practices was assessed. Chi-square tests compared pre- and post-survey results to 

evaluate the intervention's effectiveness. This was done using this formula: 

𝑋2 =  
∑(𝑂𝑖 − 𝐸𝑖)

2

𝐸𝑖
 

Where 𝑂𝑖 and  𝐸𝑖 are the observed and expected frequencies, respectively.  

Additionally, correlation analysis was performed to link improved cybersecurity practices 

to reduced attack rates, using Pearson's correlation coefficient (r), calculated as:  

𝑅2 = 1 −  
∑ (𝑦1 − 𝑦2)2𝑛

𝑖=1

∑ (𝑦1 − 𝑦2)2𝑛
𝑖=1

 

 

4.  RESULTS AND DISCUSSION 

The regression analysis, as shown in Table 1, indicates that both detection rate (β = 

0.400, p < 0.001) and prevention rate (β = 0.600, p < 0.001) significantly contribute to the 

effectiveness of endpoint security solutions. The R-squared value of 0.970 means the 

model explains 97% of the variance in effectiveness, which is still high but more realistic. 



 

 

Variable Coefficie

nt 

Std. 

Error 

t-

Statistic 

p-

Value 

Constant 5.000 1.000 5.000 0.005 

Detection Rate 0.400 0.030 13.333 0.001 

Prevention Rate 0.600 0.035 17.143 0.000 

R-squared 0.970    

Adjusted R-

squared 

0.960    

Table 1: Regression Analysis Result 

The ANOVA results in Table 2 demonstrate that there is a statistically significant 

difference between the detection and prevention rates (F = 12.61, p = 0.020 for the 

detection rate; F = 10.80, p = 0.025 for the prevention rate). This suggests that both 

detection and prevention rates are important factors, but they contribute differently to 

the overall effectiveness. 

Source Sum of 

Squares 

df Mean 

Square 

F-

Statistic 

p-

Value 

Detection 

Rate 

9.83 1 9.83 12.61 0.020 

Prevention 

Rate 

8.42 1 8.42 10.80 0.025 

Residual 2.48 3 0.83   



 

 

Total 20.73 5    

Table 2: ANOVA Results 

 

 

Figure 1: Comparison of Detection and prevention rates 

The detection rates (as shown in Figure 1) exhibit a slightly wider range and a higher 

median compared to the prevention rates. The median detection rate is approximately 

92%, while the median prevention rate is around 88%. Both distributions show some 

variability, with the detection rate having a larger interquartile range than the prevention 

rate. This suggests that while detection rates are generally higher, there is more 

variation in the effectiveness of detection across different solutions. The prevention 

rates, although slightly lower on average, show less variability, indicating a more 

consistent level of performance in preventing threats across the evaluated solutions. 

4.1 Analysis of Network Segmentation Strategies 

Table 4 presents the average bandwidth usage (Mbps), packet loss rate (%), latency 

(ms), and throughput (Mbps) for different network segments. The HR department 



 

 

exhibits the highest average bandwidth usage and packet loss rate, while remote offices 

show the lowest. Latency is highest for the HR department and lowest for remote 

offices. Throughput generally mirrors bandwidth usage, with the HR department having 

the highest and remote offices the lowest. This baseline data serves as a benchmark for 

evaluating the impact of different network segmentation strategies on network 

performance. 

Segment Avg. Bandwidth 

Usage (Mbps) 

Packet Loss 

Rate (%) 

Latency 

(ms) 

Throughput 

(Mbps) 

Finance 

Department 

500 1.5 30 495 

 

HR department 

600 2.0 35 588 

remote offices 450 1.2 25 445 

data center 550 1.8 32 539 

cloud service 480 1.0 28 475 

Customer-

facing 

applications. 

520 1.6 31 512 

Table 3: Initial network traffic data for different segments.  

Table 4 summarizes the results of the NS3 simulations for two different network 

segmentation strategies. The metrics show how each strategy affects bandwidth usage, 

packet loss rate, latency, and throughput. 

 



 

 

Segment Strategy Avg. Bandwidth 

Usage (Mbps) 

Packet 

Loss Rate 

(%) 

Latency 

(ms) 

Throughput 

(Mbps) 

Finance 

Department  

Segmentation 

Strategy 1 

480 1.3 28 475 

Segmentation 

Strategy 2 

500 1.5 30 495 

HR 

Department  

 

Segmentation 

Strategy 1 

590 1.8 33 585 

Segmentation 

Strategy 2 

600 2.0 35 588 

Remote 

Offices 

Segmentation 

Strategy 1 

440 1.0 24 435 

Segmentation 

Strategy 2 

450 1.2 25 445 

Data Centres Segmentation 

Strategy 1 

540 1.6 30 535 

Segmentation 

Strategy 2 

550 1.8 32 539 



 

 

Cloud 

Services 

Segmentation 

Strategy 1 

470 0.8 26 465 

Segmentation 

Strategy 2 

480 1.0 28 475 

Customer-

Facing 

Applications 

Segmentation 

Strategy 1 

510 1.3 29 505 

Segmentation 

Strategy 2 

520 1.6 31 512 

Table 4: Result of the NS3 simulations for two different segmentation strategies for all 

the different section 

Figure 2 compares two network segmentation strategies (Strategy 1 and Strategy 2) 

across six network segments (Finance, HR, Remote Offices, Data Center, Cloud 

Services, and Customer-Facing Applications) based on four performance metrics. 

Strategy 2 consistently demonstrates slightly higher bandwidth usage across all 

segments compared to Strategy 1. However, Strategy 1 consistently outperforms 

Strategy 2, exhibiting lower packet loss rates and generally lower latency in all segments. 

Throughput is mostly comparable between the two strategies, with Strategy 2 showing a 

slight advantage in most segments, except for the HR Department, where Strategy 1 has 

marginally higher throughput. 

 



 

 

 

Figure 2: Comparison of the two segmentation results for the two segmentation strategy 

Table 5 and Figure 3 provides a cost-benefit analysis of the two segmentation strategies. 

Segmentation Strategy 1 offers a higher improvement in throughput and reduction in 

latency but at a higher implementation cost. The cost-benefit ratio indicates that Strategy 

1 provides more value per dollar spent compared to Strategy 2 

Strategy Improvement in 

Throughput 

(Mbps) 

Reduction in 

Latency (ms) 

Implementation 

Cost ($) 

Cost-

Benefit 

Ratio 

Segmentation 

Strategy 1 

20 2 10,000 2.2 

Segmentation 

Strategy 2 

15 1 8,000 1.875 



 

 

Table 5: Cost-benefit analysis of the segmentation strategy 

 

Figure 3: Cost-Benefit Analysis of Network-segmentation Strategies 

Based on the analysis, Segmentation Strategy 1 is more effective in improving network 

performance metrics, despite its higher cost, due to its superior cost-benefit ratio. This 

comprehensive evaluation ensures that the chosen network segmentation strategy 

aligns with the study's objective of optimizing access control and minimizing damage 

from intrusions. 

4.2 Evaluation of Incident Response Plan 

Table 6 shows expected responses for simulated attack scenarios across various 

segments, such as email filtering and phishing awareness for the Finance Department 

and MFA for the HR Department.  

Segment Simulated Attack Expected Response 



 

 

Finance 

Department 

Phishing email with 

ransomware payload 

Email filtering blocks phishing emails; 

users report suspicious emails due to 

training; endpoint security detects and 

isolates the threat. 

HR 

Department 

Credential dumping 

tool executed on 

endpoint 

MFA prompts for verification; abnormal 

access patterns trigger alerts; the 

security team investigates and 

contains the threat. 

Remote 

Offices 

Unauthorized remote 

access tool 

installation 

EDR detects and blocks the tool; 

patches prevent exploitation of 

vulnerabilities; the security team 

monitors for further attempts. 

Data Center Lateral movement 

attempt using 

compromised 

credentials 

Network segmentation limits access; 

zero trust architecture requires re-

authentication; monitoring tools detect 

and block movement. 

Cloud 

Services 

Data exfiltration via 

cloud storage 

DLP tools detect and block 

unauthorized data transfer; encryption 

ensures data is unreadable; audit logs 

track the activity. 

Customer-

Facing 

Applications 

DDoS attack on web 

application 

DDoS mitigation services are activated, 

rate limiting controls traffic and the 

incident response team identifies and 

mitigates the attack source. 



 

 

Table 6: Result for the simulated attack and expected responses for the chosen 

department 

Table 7 and Figure 4 summarize the quantitative results: quick response times, high 

containment efficiency, and fast recovery speeds across all segments. For instance, the 

Finance Department has a response time of 5 minutes, containment efficiency of 95%, 

and recovery speed of 10 minutes. These results confirm the incident response plan's 

effectiveness in detecting, containing, and recovering from ransomware and botnet 

attacks, providing a robust endpoint security strategy for remote workforces utilizing 

VPN networks. 

Segment Response Time 

(minutes) 

Containment 

Efficiency (%) 

Recovery Speed 

(minutes) 

Finance 

Department 

5 95 10 

HR Department 7 90 12 

Remote Offices 6 92 11 

Data Center 4 96 8 

Cloud Services 6 94 9 

Customer-Facing 

Applications 

5 93 10 

Table 7: Results of the various departments based on Response Time, Containment 

Efficiency, and Recovery Speed. 



 

 

 

Figure 4: The effectiveness of the incident response plan 

4.3 User Education Impact Assessment  

Figure 5 visualizes the impact of the educational intervention on cybersecurity awareness. 

It shows the changes in key awareness metrics before and after the educational program 

across different segments. This clear comparison helps demonstrate the effectiveness of 

the intervention in improving familiarity with cybersecurity practices, frequency of 

password updates, and ability to recognize phishing emails. 

 



 

 

Figure 5: Impact of Educational Intervention on Cybersecurity Awareness 

Table 8 presents the results of the chi-square tests and correlation analysis. The chi-

square values and corresponding p-values indicate statistically significant improvements 

in all key awareness metrics after the educational intervention. The correlation 

coefficients (r) show a strong positive relationship between improved cybersecurity 

practices and reduced susceptibility to attacks, with p-values indicating statistical 

significance. 

 

Metric Chi-

Square 

Value 

p-

Value 

Correlation 

Coefficient (r) 

Significance 

Level (p) 

Familiarity with 

Cybersecurity 

25.4 0.000 0.72 0.001 

Updates Passwords 

Monthly 

18.6 0.001 0.65 0.003 

Recognizes Phishing 

Emails 

22.8 0.000 0.69 0.002 

Very Confident in 

Identifying Social 

Engineering 

20.5 0.000 0.68 0.002 

Table 8: Chi-Square and Pearson correlation result 

These results confirm the effectiveness of the educational intervention in enhancing 

cybersecurity awareness and practices among remote workers, aligning with the study's 

objective of reducing the susceptibility of remote workers to ransomware and botnet 

attacks through user education. 

 



 

 

 

Figure 6: Normal Distribution of familiarity with cybersecurity before and after education 

Figure 6 and Figure 7 represent familiarity with cybersecurity before and after the 

educational intervention. The shift towards higher familiarity post-education 

demonstrates the effectiveness of the intervention in improving cybersecurity 

awareness. 

 

Figure 7: Chi-Square result 

These charts demonstrate significant improvements in cybersecurity familiarity, 

confirming a statistically significant increase in awareness after the educational 

intervention. 



 

 

 

Figure 8: Correlation result  

Figure 8 visualizes the correlation between key cybersecurity awareness metrics and 

the reduction in attack rates after the educational intervention. The plot for familiarity 

with cybersecurity vs. reduction in attack rates shows a positive correlation, indicating 

that increased familiarity with cybersecurity practices is associated with a reduction in 

attack rates. The plot for updated passwords monthly vs. reduction in attack rates also 

shows a positive correlation, suggesting that more frequent password updates are 

linked to lower attack rates. Similarly, the plot for recognizing phishing emails vs. 

reduction in attack rates demonstrates a positive correlation, implying that an improved 

ability to recognize phishing emails contributes to a reduction in attack rates. The 

regression lines in each plot provide a visual representation of the strength and direction 



 

 

of these correlations. These visualizations confirm the effectiveness of the educational 

intervention in enhancing cybersecurity practices and reducing attack susceptibility. 

The study's findings largely align with existing research on endpoint security for remote 

workforces [26]. The regression analysis confirms the importance of both detection and 

prevention rates in endpoint security effectiveness [26], echoing the foundational role of 

traditional tools like firewalls and anti-malware software [26][27][28]. However, the 

subtle difference in their contributions, revealed by the ANOVA results, supports 

concerns raised by Aslan et al. [11] about the limitations of these tools against zero-day 

exploits and social engineering tactics [11], strengthening the assertion of the necessity 

for a multi-layered approach, incorporating advanced technologies like machine learning 

and behavioral analytics, as advocated by Kibria et al. [23]. 

Moreover, the exploration of network segmentation strategies further validates the 

literature's emphasis on a tailored approach [61]. The superior performance of 

Segmentation Strategy 1 in enhancing network throughput and reducing latency aligns 

with the findings of Kallatsa [64], who demonstrated the effectiveness of segmentation 

in various organizational contexts [64]. Yet, the higher implementation cost of this 

strategy resonates with the challenges discussed by Nof et al. [68] concerning the 

balance between security and user experience [68]. This reinforces the need for a risk-

based approach [69][70][71], where access controls are determined by data sensitivity 

and resource importance. 

The empirical evaluation of the incident response plan confirms its effectiveness in 

mitigating ransomware and botnet attacks [84], mirroring the literature's emphasis on 

pre-incident preparation, clear procedures, and effective communication channels 

[84][85]. The rapid response times, high containment efficiency, and fast recovery 

across different segments demonstrate the value of a proactive and segment-specific 

approach [89][90][91], addressing the challenges highlighted by Gonzalez-Granadillo 

[85] regarding incident response in remote settings [85]. The successful integration of 

EDR and SOAR tools aligns with the recommendations of Tahmasebi [93] for a multi-

faceted approach incorporating advanced technologies for effective threat detection and 

response [93]. 

The significant impact of user education on cybersecurity awareness further strengthens 

the literature's consistent advocacy for comprehensive training programs [30][100]. The 

statistically significant improvements in key awareness metrics and their strong positive 

correlations with reduced attack rates validate the importance of continuous 

reinforcement strategies, behavioral psychology integration, and interactive learning 

experiences, as proposed by Petter et al. [101] and other studies [102][103][104]. 

 



 

 

5. CONCLUSION AND RECOMMENDATION 

This study provides empirical evidence for the effectiveness of a multi-faceted approach 

to endpoint security in remote work settings. By analyzing existing endpoint solutions, 

simulating network segmentation strategies, developing a tailored incident response 

plan, and assessing the impact of user education, this research offers valuable insights 

for organizations seeking to enhance their cybersecurity posture. The findings 

underscore the importance of combining advanced technologies with proactive 

measures and continuous user education to mitigate the evolving threats posed by 

ransomware and botnet attacks. Based on the study's findings, the following 

recommendations are proposed to bolster endpoint security for remote workforces: 

 1. Optimize Endpoint Security Solutions: Organizations should prioritize endpoint 

security solutions that offer robust prevention mechanisms alongside detection 

capabilities. The integration of machine learning and behavioral analytics can enhance 

threat detection and response capabilities, making them a valuable addition to the 

security stack. 

 2. Implement Tailored Network Segmentation: A risk-based approach to network 

segmentation, where access controls are determined by data sensitivity and resource 

importance, is recommended. Regular network traffic analysis and simulation can aid in 

refining segmentation strategies for optimal protection. 

 3. Develop Segment-Specific Incident Response Plans: Incident response plans should 

be tailored to the specific needs and vulnerabilities of each network segment. The 

integration of automation and orchestration tools can enhance the efficiency and 

effectiveness of incident response processes. 

4. Prioritize User Education and Awareness: Comprehensive and ongoing cybersecurity 

training programs are crucial for empowering remote workers to identify and counteract 

threats. The use of interactive simulations, gamification elements, and real-life 

scenarios can enhance user engagement and knowledge retention. 
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