
Weapon detection, a crucial part of modern security is vital for public safety and 

strengtheningsecuritymeasures.Accuratelyspottingweaponsindifferentplaceshelpslawenforcement,su

rveillance, and security. The ongoing improvements in weapon detection technologies not onlyboost 

preventive actions but also help respond quickly in emergencies, reducing risks and 

improvingreadiness. These technologies greatly assist law enforcement in identifying threats early 

and takingaction promptly to keep the public safe and protect important places. Our proposed system 

suggestsYOLOv7 with brightening algorithms, specially designed to detect weapons in low-light or 

nighttimesituations. This shift from the existing to the proposed system marks a substantial 

improvement,addressing the challenges of nighttime weapon detection. This breakthrough not only 

enhances thescopeofsecuritymeasuresbutalsounderscorestheadaptabilityoftechnologytoreal-

worldchallenges. By catering to challenging dark settings, this advancement strengthens the 

foundation 

ofpublicsafetyinitiatives,offeringaproactiveapproachtomitigatingpotentialthreatsindiverseenvironments

. 
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1. INTRODUCTION 
 

The"WeaponD(WeaponDetection)"projectaims to 
develop a 
robustandefficientsystemaimedatenhancingpublic
safetyandsecuritythrough the development of an 
advanced 
systemcapableofdetectingweaponsinimagesandv
ideos in real-time. In today's world, where 
thethreatof firearmrelated incidents looms 
large,the need for proactive measures to identify 
andprevent potential threats has never been 
morecrucial. Leveraging state-of-threat deep 
learningtechniques and computer vision 
algorithms, 
thisprojectseekstoaddresstheseconcernsbyprovid
ingareliableandefficientweapondetectionsolution. 

 
Themaingoaloftheprojectistodevelopaweapon 
detection system that is both flexible 
andscalable,sothatitcanbeeasilyincludedintoothers
ecurity frameworks,such assurveillancesystems, 
law enforcement operations, and publicsafety 
programs. The system uses deep 
learningtoautomatetheprocessofidentifyingfirearms
andotherdangerousobjects,allowinglawenforceme
nt to react quickly to possible 
threatsandtakepreventative actiontoreduce risks. 

 
The weapon detection system has a number 
ofimportantaspectsthatimproveitsutilityandefficacy. 
These include adaptive brightness andcontrast 
modifications to maximize image qualityfor precise 
detection, support for both image 
andvideoinputs,andreal-
timeprocessingcapabilities. 



In order to gather multi-scale data and 
enhancedetectionperformance,thesystemalsointe
gratessophisticatedfeatureextractionmethodsincl
udingExtendedEfficientLayerAggregationNetwork
s(E-ELAN)andFeaturePyramid Networks (FPN). 
The device can 
detectfirearmsinbothbrightanddarkconditionsbeca
usetoitsdeeplearning-
basedobjectdetectionalgorithms,whichenableslaw
enforcementtorespondpromptlyandprotectpublic 
safety. All things considered, the project isa 
major advancement in the creation of 
intelligentsecuritysystemsthatsuccessfullyhandlec
ontemporaryissues. 

 

2. LITERATUREREVIEW 

Theliteraturesurvey forthe 
WeaponDprojectshowcases a diverse range 
ofstudies 
focusingonweapondetectionusingdeeplearningte
chniques. 

ItwasannouncedthatYOLOV3wouldbeimplemente
dspecifically forsmartsurveillancesystems. The 
importance of real-time 
detectioncapabilitiesinimprovingsecuritymeasure
sishighlighted bythiswork[1]. 

Analternativemethodforaddressingthedifficulties 
associated with weapon detection 
insecurityandvideosurveillancescenariosinvolved 
the combination of convolutional 
neuralnetworks(CNN)andYOLO-
v5s.Thismethodhighlights the crucialharmony 
between speedand accuracyneeded 
forefficientsurveillanceapplications[2]. 

Thepresentationshowcasedarobustgundetection
systemthatutilizedYOLOv3,showcasingsignifica
ntprogressinobjectdetectiontechnologiesforsecu
rityobjectives.Thisstudyemphasizeshowcrucialre
liabledetectionalgorithmsaretomaintainingthesec
urity and safety of monitoring environments[3]. 

Aweaponidentificationsystembasedonimages 
and employing YOLO algorithms in real-time 
was presented.The practicalapplicationsof deep 
learning models in actual surveillancescenarios 
are highlighted in this study, 
providingencouragingdirectionsforenhancingsec
urityprotocols[4]. 

An analysis was carried out on the use of 
deeplearningmethodsparticularlyforsurveillancev
ideoweaponidentification.Thepotentialofdeep 
learning algorithms to improve the 
efficacyandefficiencyofsurveillancesystemsishig
hlighted bythiswork[5]. 

Robustweapondetectionindarkenvironments 

 

focused on enhancing weapon detection 
capabilitiesinlow-lightconditionsusingYolov7- 

DarkVisiontechnology.Thisresearchaddresses 
criticalsecurityconcernsbyproposingarobust 

solution for identifying weapons in dark 
environments,contributingtoadvancementsin 

digitalsignalprocessingtechniquesforenhanced 
securityapplications.Thestudypublishedin 

Digital Signal Processing highlights the 
significance of leveraging state-of-the-art 

technologiestoaddressreal-worldchallengesin 
securitysurveillanceandthreatdetection[6].  

3. PROPOSEDSYSTEM 
 

TheproposedstrategycombinestheYOLOv7deeple
arningarchitecturewithabrighteningalgorithm to 
improve the identification of weaponsat night or in 
low-light scenarios. This integrationimproves the 
precision and resilience of 
weapondetection,particularlyintoughilluminationset
tings, by combining modern image 
processingapproachesandusingYOLOv7'scapabilit
ies.Thesebreakthroughsprovidevitalinsightsforsurv
eillanceandsecurity,improvingtheperformance of 
detection systems in a variety ofreal-
worldcontexts. 

 

3.1 DeepLearningModelYOLOv7 
 

A major breakthrough in real-time object 
detectionhas been made with YOLOv7, an 
extension of 
theYouOnlyLookOnce(YOLO)familyofobjectdetecti
on models.Building on the characteristicsof its 
predecessors, YOLOv7 is renowned for 
itsspeedandprecision,providingimprovedperforman
ceinawiderangeofapplications.Withoutsacrificingde
tectionaccuracy,YOLOv7achieves exceptional 
efficiency by using a singleneuralnetworkto 
forecastbounding boxes andclass probabilities 
straight from entire photos in 
asingleevaluation.Itsstreamlinedarchitectureallows
forquickinference,whichmakesitappropriateforappli
cationslikerobotics,autonomousdriving,andsurveill
ance 
thatneedforquickprocessing.Furthermore,YOLOv7f
acilitates the real-time detection of an 
extensivevariety ofobjects. YOLOv7 remains a 
mainstaydueto itsresilience and adaptability. 

 

3.2 ImageBrighteningTechniques 
 

Especiallyindifficultlightingsituations,brighteningalg
orithmsarecrucialforimprovingvisibilityandimagequ
ality.Thesetechniquesenhance the general clarity 
and detail ofimagesby modifying brightness and 
contrast,mitigatingnoiseviaGaussianblur,standardi
zingpixelvalues,andfine-tuning gammalevels. 
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Fig.1.ArchitectureofYOLOv7 

 

By highlighting significant visual 
characteristics,its application helps computer 
vision tasks 
likeobjectrecognitionandsurveillanceachievehighe
rlevelsofdetectionandanalysisaccuracy. 

 

3.2.1 GammaAdjustment 

 
A basic method in image processing for 
adjustingthe brightness and contrast of digital 
images isgamma correction. It entails adjusting 
the 
gammavalue,whichregulateshowanimage'spixelv
alues and corresponding displayed brightnessare 
related. An image's overall brightness can 
beincreased or decreased by varying this 
gammavaluewithoutmateriallychangingtheimage'
scolor balance. This method works especially 
wellinsituationswheretherearecontrastsinilluminati
on,likedimlylitareasordramaticscenes. While 
maintaining the overall quality ofthe image, 
gamma modification can 
successfullyincreasethevisibilityofdetailsin 
darkareas. 

 
Furthermore, by making objects more visible 
indifficult lighting situations, gamma modification 
isessentialforoptimizingtheeffectivenessofobjectd
etection algorithms. 

 

3.2.2 ContrastandBrightness 

 
Techniques for adjusting brightness and 
contrastplay a vital role for improving weapon 
visibility indimly lit or dark areas. It is possible to 
enhancethe clarity and definition of weapon 
shapes andfeatures by varying the contrast, 
which amplifiesthe difference in intensity between 
the 
brightestanddarkestregionsofanimage.Contrarily,
brightnessadjustmentmakesitpossibletochange 
the image's overall luminance, which 
canhelphighlightdetailsthatmightbehiddenbydarkn
ess. These modifications are essential 
formaximizingweaponidentificationsystemslikeYO
LOv7performanceindifficultsituations. 

3.2.3 Gaussian Blur 

 
Gaussian blur is a method that is used to 
improveimagequalitypriortoweaponidentification.Itf
unctionsbyconvolvingtheimageusingaGaussian 
kernel, which efficiently reduces high-frequency 
noise while maintaining characteristicsthat are 
important for identification. By 
lesseningtheeffectoftinyfluctuationsinpixelintensity
brought on by noise or distortions, this 
enhancesthe resilience of the model. Gaussian 
blur 
worksespeciallywellinlowlightconditionswhereatmo
sphericinterferenceorsensornoisemaydeteriorate 
theclarityofthe image. It makes iteasier for the 
YOLOv7 model to identify 
weaponsmoreaccuratelybyreducingsharpedgesan
dcurves.Additionally, Gaussianblurserves as 
aregularization technique, preventing overfitting 
bysmoothing outfine details. 

 

3.2.4 Normalization 

 
Inordertoimproveanimage'scontrastanddynamicra
ngeandmakeanalysisanddisplaysimpler,normalizat
ionisessential.Normalizationis the process of 
bringing an image's pixel valuesto a standard 
range,usuallybetween 0 and 
1.Thisprovidesconsistencybetweenimagesdespite
changesinilluminationorsensorcharacteristics. The 
images are better overall as 
aresultofthisstandardizationprocedure,whichalsom
akesthemmoreappropriateforfurtheranalysistasksli
keobjectdetectionorcategorization. Furthermore, 
normalization aids inreducing problems caused by 
irregular lighting 
ornoisefromsensors,whichmightimpairtheinterpreta
bilityofthepictures.Ingeneral,normalizationisaprepr
ocessingtechniquethatimprovesanimage'svisualqu
alityandconsistency,makingiteasiertoanalyzeandint
erpretthe datain avarietyofapplications. 



3.3 DatasetDetails: 
 

The YOLOv7 model is trained using the 
COCOdataset, a common object detection 
benchmarkthat covers a large number of item 
categories.Next,acustomhandgundatasetdevoted
toweapon detection is used to further refine or 
trainthe pre-trained model. The process of fine-
tuningimprovesthemodel'sabilitytoaccuratelyandp
reciselydetectfirearms,includingriflesandhandgun
s.Assuch,themodel'sfocusisonweapon detection 
rather than a wide variety 
ofitems.Becauseofitscustomizedtrainingmethodol
ogy, the model is optimized to 
identifyweaponsinavarietyofcircumstances,which
makes it appropriate for security and 
surveillanceapplicationswhereweaponidentificatio
niscrucial. 

 

3.4 YOLOv7IntegrationwithBrighteningT
echniques 

 

The initial input for the Weapon detection 
comesfrom a variety of sources, including images 
andvideos.Thesystemcreatesdarkframesbyprepr
ocessingindividualframesitreceivesasinput,wheth
eritisanimageoravideo.Preprocessing
 techniques
 includebrightness/contrast
enhancement,whichimprovesimageclaritythrough
theuseofalgorithmslikegammacorrectionandnorm
alization.Thisleadstoimprovedweapondetection.F
urthermore,tominimizenoiseandimprovefeatureex
tractioninthedarkframes, 

 

 
noisereductiontechniquessuchasGaussianblurring
areused. 

 
The Feature Pyramid Network (FPN) technique 
isusedforfeatureextractionfollowingpreprocessing.
Byfacilitatingtheextractionofrelevant features from 
the improved images, 
FPNimprovesthemodel'scapacitytorecognizeimpor
tant patterns and attributes associated 
withweapons. Moreover, multi-scale features that 
arecollected from the images are aggregated 
usingthe Extended Efficient Layer Aggregation 
Network(E-
ELAN).Thisprocedurecontributestomorethoroughfe
aturerepresentationandincreaseddetectionaccurac
ybyhelpingtocaptureandsynthesizedata 
acrossvariousscales. 

 
Thesystemthenmovesontotheweapondetectionpha
se,whereitmakesuseofthefeatures that have been 
processed and 
combinedtofindweaponsintheoriginalinputpictureor
video.Thesystemcanefficientlyidentifyandcategoriz
e firearms contained in the input data 
byintegrating advanced detection algorithms with 
theenhanced picture characteristics extracted 
usingFPNandE-
ELAN.Preprocessing,featureextraction, and 
detection stages are all included inthisfully-
inclusiveweapondetectionmethod,which produces 
a reliable system that can 
reliablyidentifygunsinarangeofscenariosandenviro
nments. 

 
 
 

 
 

 
Fig.2.ArchitectureofYOLOv7withBrighteningTechniques 



4. RESULTSANDDISCUSSION 
 

The performance of the Weapon detection 
wasassessedusingacollectionofimageswithvariou
sbackdrops,lightingconditions,andweapon types. 
The testing findings show that 
thesuggestedmethodiscapableofreliablyidentifyin
gfirearmsin practicalsituations. 

 

TheYOLOv7-baseddetectionmodeldemonstrated 
strong performance in a variety ofsettings, 
identifying weapons like handguns andrifles with 
a high accuracy. The incorporation 
ofbrighteningmethods,suchasgammamodification
,normalization, Gaussian 
blur,andcontrastandbrightnessimprovements,gre
atlyimprovedthemodel'scapacitytoidentifyfirearms 
indifficult 
lightingsituations,includingdimlylitareasoratnight. 

 
ThepracticalimplementationoftheWeaponDsyste
mpresentsconsiderableopportunitiesforenhancing
thecurrentsecurityframework,promoting proactive 
identification of threats, 
andexpeditingthereactiontopossiblesecuritybreac
hes.Itisanticipatedthatmoreimprovements in the 
system's performance andbroader applicability 
across a range of 
domains,suchaslawenforcement,bordercontrol,an
dcriticalinfrastructureprotection,willcomeviacontin
ued training on a variety of datasets 
andsystemoptimization. 

 

4.1 OutputScreens: 
 

Fig.3.HandgundetectedinanImage 

 

 
 

Fig.4.HandgundetectedinaVideo 
 

5. CONCLUSION 
 

Whencombinedwithbrightnessalgorithms,YOLOv7 
has greatly enhanced weapon 
detectionperformanceoverearlierversions.Thisimpr
ovement guarantees more trustworthy 
threatidentification. Brightening techniques are 
includedinto the detection pipeline so that even in 
low lightoratnight,thesystemis capable 
ofdetectingfirearms. 

 
The project's conclusions can be used to 
improvesecurity protocols in a variety of settings, 
such 
aspublicsafety,lawenforcement,andvideosurveillan
ce.Thiswillleadtobettersituationalawarenessandpro
activethreatidentification.Itcontributes significantly 
to the fields of 
computervisionandsecuritytechnologybyofferingad
ependablemethodofhandgundetectionindifficultillu
mination conditions. 

 
6. FUTURESCOPE 

EnhancedImageProcessingTechniques:Contin
uedresearchanddevelopmentinimageprocessing 
techniques, such as improved 
featureextractionalgorithmsanddeeplearningarchit
ectures, could further enhance the 
system'saccuracyandreliabilityinweapondetection,
especiallyinchallenging environments. 

Real-timeDetectionforSecurityPurposes:The 
future scope involves refining the 
system'salgorithms and optimizing hardware 
infrastructureto achieve real-time weapon 
detection, 
enablingpromptresponsetosecuritythreatsandenh
ancing overall situational awareness in 
criticalenvironments. 



 

 

Fig.5.Enhanced ImageVisualization:DarkFramesandWeapon Detection 
 

IncorporatingtheModelinCCTVCamerasthroug
h IoT: Integrating the weapon 

detectionmodelwithCCTVcamerasthroughIoTfra
meworks opens uppossibilities for real-
timelivedetectionofweaponsinsurveillancescenari
os. 

 

Accurate Results with Future YOLO 
Versions:Continuousadvancementsinobjectdete
ctionalgorithms,suchasfutureversionsofYOLO,hol
dthepromiseofdeliveringevenhigheraccuracy and 
efficiency in weapon detection. Byleveraging 
these improved models, the 
systemcanachievesuperiorperformanceintermsof
detectionaccuracy. 
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