Supply Chain Cybersecurity: Risks,
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Globalized World

Abstract:

As the world grows more interconnected, firms increasingly rely on broad supply chains to
conduct business. However, monitoring the supply chain and the risks connected with it is a
process that is time-consuming and expensive for many organizations. In many instances,
businesses that do not appropriately manage the risks associated with their supply chain are more
likely to become victims of a cyberattack, which has the potential to cause significant disruptions
in their operations. In this article, we will take a more in-depth look at supply chain risk
management, the dangers that are most commonly associated with it, as well as the five actions

that your company can take toward worry-free supply chain risk management.
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1. Introduction:

The concept of "Supply Chain™ refers to the integration of physical and technological systems
across networks. This integration enables enhanced production, organization, and profitability.
The key characteristics of a supply chain include autonomous actions that are not dependent on
location, extensive integration, a range of automated services, and the ability to respond to
customers' needs and requirements in a contextual manner (1). The phrase "intelligent supply
chain systems" was introduced in conjunction with the advent of Industry systems, primarily to
refer to the fourth industrial revolution and the incorporation of intelligent systems into supply
chain operations (2). These systems provide support to both the industry and military sectors by
facilitating production and manufacturing processes (3). They place particular emphasis on the
exchange of models and information within worldwide networks, while also ensuring their

secure management. Supply chains play a crucial role in businesses by facilitating the fulfillment



of essential procedures and logistical needs. Within the realm of military operations, supply
chains serve a purpose that extends beyond just profit-driven objectives. Instead, they possess the
potential to yield significant outcomes that are crucial to the success of missions and the
preservation of human life. Contemporary society has developed a fundamental reliance on
computer networks facilitated by industrial systems, which are crucial for various digital
activities in daily life. Consequently, this dependence exposes society to potential cyber
vulnerabilities, particularly when these systems are infiltrated by intricate cyber or physical
hacking methods (4-7).
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Figure 1 overview of cybersecurity

The field of research pertaining to the advancement and mitigation of cyber-attacks is a subject
of international significance (8). The capacities of both country states and non-nation states are
consistently expanding and improving. Simultaneously, supply networks are experiencing a
growing trend towards enhanced efficiency, interconnectivity, and digitalization. The correlation
between supply chains that are facilitated by digital technology and the escalating militarization
of the cyber domain is a research area of considerable importance. The growing reliance on
computing and communications infrastructures is causing significant transformations in the
functioning and integration of supply chain processes. The potential ramifications of exploiting a
weakness inside a military supply chain extend beyond economic implications, posing a



significant risk to human life (9, 10). With the extensive acquisition of defense products The
worldwide offensive surface for malicious actors has expanded, leading to the possibility of
amplifying the negative consequences resulting from a cyber-attack on supply chain systems (11,
12).
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Figure 2how cyberattack starts

The fundamental principles of the global supply chain are increasingly reliant on the utilization
of the internet and network connectivity (13, 14). The presence of this interdependence has
significant implications for the security and efficacy of these systems. The significance of global
supply chains is being reinforced and their vulnerability as a possible target is becoming
implicated due to many factors such as shifts in the operational environment, advancements in
technology, and changes in the maintenance of systems and platforms. Supply chain risk refers to
the abrupt probability that influences the macro- or micro-level aspects of supply chain
processes, resulting in consequences for several components of supply chain operations,
including Information Technology (IT) and Operational Technology (OT) (15, 16). Risk
management is a crucial process that involves the prediction and assessment of cyber hazards in
order to identify and mitigate potential risk occurrences, hence reducing their impact. This
approach would prove beneficial in elucidating the cyber dangers that supply chains encounter.
The classification of supply chain risks encompasses two methodological categories, namely



interruption and operation (17). The risk of disruption arises from natural calamities, such as
seismic events or inundation, and addressing this form of risk is not a straightforward task.
Operational risk encompasses various factors, including cyber-attacks, that pertain to the
ineffective execution of supply and demand operations throughout the production or delivery of
finished products (18, 19).

The standardization of supply chain operations and the mitigation of mission successes can be
facilitated through the creation of mission assurance, agile life-cycle engineering, and risk
management methods. Furthermore, it effectively facilitates the implementation of emerging
technologies such as blockchain, the Internet of Things (loT), applications of Artificial
Intelligence (Al), and Cyber-Physical Systems (CPS). These technologies enable the provision of
automated and secure services to organizations, thereby enhancing the productivity and
adaptability of supply chain operations (20, 21). The potential impact of mission assurance
models on the response strategies of militaries and defense organizations towards Advanced
Persistent Threats (APT) may be significant. The utilization of several concepts, including crown
jewel analysis, business continuity methodology, ontological-based semantic models, service
orchestration systems, and the enhancement of redundant and degenerate systems or processes,
can contribute to the attainment of heightened mission assurance within organizational settings.
The impact of the technical environment on military operations and the potential consequences
of innovation within this domain can significantly influence the efficiency and efficacy of
military supply chain operations. Consequently, defense businesses are facing a growing
imperative to possess the capability to evaluate the potential effects of emerging technologies on
their supply chains, enabling them to effectively incorporate or reduce any associated risks (22-
24).

2. What Is Supply Chain Risk Management?

Supply chains refer to the intricate networks that connect a corporation with its suppliers, upon
which the company depends for the production and distribution of its products or services. The
management of a supply chain encompasses the oversight of the movement of goods,
encompassing the various procedures involved in converting the raw materials consumed by an

organization into the final products or services offered by such firm (25, 26).



Supply chain management encompasses the strategic planning and efficient execution of many
activities related to the acquisition, procurement, and transformation of raw materials, along with
the effective administration of logistical operations. One of the primary rationales behind the
adoption of a global supply chain management strategy by firms is to enhance their competitive
edge. The presence of supply chains can bring about numerous advantages; however, it is
important to acknowledge that they can also elevate an organization's exposure to risks

pertaining to quality, safety, business continuity, reputation, and cybersecurity (27, 28).

Following the emergence of the COVID-19 pandemic, there has been an increased focus on
supply chains in the media, as the repercussions of supply chain disruptions have impacted
ordinary customers globally. The pandemic has highlighted the inherent susceptibility of
conventional supply systems to such disturbances. All organizations are susceptible to both
internal and external risks that arise as a result of interruptions in their supply chains. The
practice of mitigating the potential risks associated with such disruptions is commonly referred

to as supply chain risk management (SCRM) (29, 30).

Supply chain risk management include the systematic identification, evaluation, prioritization,
and mitigation of potential threats to the supply chain and the associated risks they provide.
Third-party risk management (TPRM) constitutes a crucial element within the realm of supply
chain risk management. Organizations across various industries commonly engage with external
entities inside their supply chain, encompassing suppliers, vendors, contractors, or service
providers. The inherent characteristics of these economic connections necessarily subject these

firms to significant hazards (31, 32).

According to empirical research, the average number of suppliers with whom enterprises share
their data is approximately 730. Among the firms that engage in data sharing with external
entities, a notable 53 percent have encountered at least one instance of data breach attributable to
a third party. These breaches have resulted in an average financial burden of almost $7.5 million
(33, 34).

In addition to instances of data breaches, external risks within supply chains encompass various
factors, such as the impact of unpredictable or misunderstood customer demand, disruptions in

the movement of products including raw materials, components, and finished goods, as well as



the occurrence of natural disasters like earthquakes, hurricanes, and tornadoes, among others. In
addition, internal supply chain risks encompass various factors such as disruptions in internal
operations, alterations in key management, personnel, and business processes, non-adherence to
environmental regulations or labor laws, inadequate cybersecurity policies and controls to

safeguard against cyberattacks and data breaches, and other related concerns (35-37).

Regardless of perspective, the involvement of a company in the supply chain, especially through
the practice of outsourcing to external entities, inherently introduces risks to the firm. The supply
chain exposes businesses to several possible disruptions, including legal, compliance, financial,
strategic, and reputational risks, which may not be encountered in other contexts. One of the
most significant hazards that the supply chain presents to businesses is the cyber risk, which
entails the potential occurrence of a cybersecurity event leading to the disruption of data and

business activities (38, 39).

In light of the increasing reliance on third-party entities by organizations and the concurrent rise
in cybersecurity incidents, it is imperative for organizations to develop and execute a
comprehensive supply chain risk management strategy. This strategy is crucial in safeguarding
the organization, its clientele, and any other business affiliations from potentially catastrophic

cybersecurity risks associated with the supply chain (40-42).
3. What Are the Types of Cyber Risks in Supply Chain Management?

As previously said, cyber risk is a growing concern that supply chains provide to enterprises.
Regrettably, a majority of firms operating inside the supply chain are bound to encounter
disruptions in the form of data, financial, or operational challenges at some juncture. The impact
of these disruptions on your business will depend on the effectiveness of your supply chain risk
management plan. The increasing digitization of the corporate environment necessitates the
utilization of various digital technologies such as the Internet of Things (loT) and Industrial
Internet of Things (I10T) to enhance supply chain operations within enterprises. However, the
advent of these novel technologies also renders firms vulnerable to emerging cybersecurity risks,
including but not limited to malware, ransomware, phishing, and hacking. Data leaks,
cybersecurity breaches, and malware and ransomware assaults are prevalent hazards that firms

encounter within their supply chains in contemporary times. Subsequently, a more in-depth



examination will be conducted on each of these cyber dangers, elucidating the potential

detrimental impact they may have on your business (43-46).
3.1 Data Breaches

Data breaches represent a significant and grave cybersecurity peril encountered by contemporary
enterprises. The probability of an increase in both the number and severity of these security
incidents is high in the foreseeable future. When an organization has a data leak or data breach, it
typically leads to substantial financial losses and reputational harm, alongside potential
regulatory and legal ramifications. The average financial impact of a data breach in the year 2021
amounted to a substantial sum of $4.2 million (47-51).

Despite the presence of appropriate regulatory and compliance standards, organizations
frequently encounter significant delays in detecting data breaches after their occurrence.
Research suggests that the average duration for identifying a data breach is approximately 197
days. Moreover, the aforementioned figure tends to increase when firms have a data breach due
to a supply chain security issue. According to a joint analysis by IBM and the Ponemon Institute,
the average duration for a corporation to identify a third-party data breach is 280 days. The
probability of a data breach or leakage increases proportionally with the extent to which sensitive
data is shared with other parties within the supply chain. Sensitive data refers to information that
necessitates safeguarding against unauthorized access in order to protect the privacy and security
of individuals or organizations. The potential manifestations of this phenomenon encompass
intellectual property as well as personally identifiable information (PII). Several prevalent data
breaches caused by third-party vendors include unlawful access through company email
accounts, hacking of email providers, absence of encryption, and insecure websites and
incorrectly stored login information (52-54).

In certain instances, it is possible for third parties to intentionally disclose confidential customer
information to external entities, thereby exposing your organization to potential supply chain

attacks orchestrated by cybercriminals, hacktivists, and even rogue nation-states.

3.2. Cybersecurity Breaches



The breadth of this category is deliberate, as it encompasses a range of emerging technologies
that expose enterprises to heightened susceptibility to assaults within their supply chains, in
manners previously unexplored. In contemporary times, the utilization of internet-connected
devices engenders potential dangers within the supply chain. The Internet of Things (loT)
typically include consumer-oriented devices, such personal fitness trackers and smart
thermostats. As of 2021, the global count of active 10T devices exceeded 10 billion (55, 56).

The term "HoT" primarily pertains to the utilization of equipment for powering organizations on
a significantly greater scale. The purpose of the Industrial Internet of Things (I1oT) is to enhance
industrial processes by integrating various devices that are interconnected and capable of
communication through the Internet. These devices range from sensors and scales to engines and
elevators. These technologies facilitate the enhancement of organizational -efficiencies,
encompassing reduced time to market, improved asset monitoring across the supply chain, cost
reductions, and the establishment of safer workplaces, among other benefits. Moreover, these
technologies pose several cybersecurity vulnerabilities to the entities that employ them.
Cybercriminals are aware of the suboptimal state of security in the realms of loT and IloT,
rendering them more susceptible to cyberattacks. Based on statistical data on loT-based attacks
in 2019, it was observed that the average duration between the activation of an 10T device and

the occurrence of an attack was approximately five minutes (57-59).

In the context of Industrial Internet of Things (110T) devices utilized in industrial systems, the
ramifications of a cybersecurity breach can have far-reaching and severe implications. These
include but are not limited to the following: disruption of production processes, financial
repercussions, unauthorized access and theft of sensitive data, substantial harm to equipment,
acts of industrial espionage, and potential physical injury to individuals. With the increasing
proliferation of devices and sensors, there is a corresponding rise in the creation of additional
communication channels, data storage facilities, ports, and endpoints. The expanded attack

surface provides additional risks in the absence of protection for such endpoints (60-62).

3.3. Malware and Ransomware Attacks



The prevalence of malware and ransomware attacks is regrettably increasing. The primary
objective of these attacks is to illicitly acquire information, manipulate internal data, or obliterate
confidential information. Malware refers to a category of invasive software that has the
capability to penetrate computer systems with the intention of causing harm, such as damaging
or destroying the systems, or extracting data from them. The prevalent forms of malware attacks
encompass viruses, worms, Trojans, and ransomware (63, 64). The SolarWinds malware attack
of 2020 stands out as a highly notable incident within the realm of previous malware assaults
(65). In the first stages of the year, the systems of SolarWinds, a corporation headquartered in
Texas, were compromised by cybercriminals who inserted malevolent code into the
organization's software system known as Orion. This particular program was extensively
employed by approximately 33,000 clients for the purpose of overseeing their information
technology assets (66, 67).

In March 2020, SolarWinds distributed software upgrades to its clientele through the Orion
platform, inadvertently containing the malevolent code that had been implanted by the hackers.
Subsequently, the virus established a covert access point within the information technology
infrastructure of SolarwWinds' clientele, thereby enabling the malevolent actors to deploy more
malware for the purpose of clandestine surveillance on those entities and corporations.
Ransomware is a prevalent form of malicious software assault. This particular type of malicious
software employs encryption techniques to secure the files of its targets, so enabling the
perpetrator to demand financial compensation in return for a decryption key. In the majority of
instances, the financial transaction including a decryption key for data recovery is conducted
through the utilization of cryptocurrencies such as bitcoin, with the intention of concealing the
identity of the perpetrators (68, 69). The year 2021 witnessed a ransomware attack targeting
Colonial Pipeline, resulting in the temporary cessation of the company's activities for a number
of days. Consequently, this incident precipitated a scarcity of gasoline throughout the southern
region of the United States. The hackers initially obtained unauthorized access to Colonial's
computer networks through a virtual private network (VPN) account, which was intended for
distant employee access to the network. However, the virtual private network (VPN) did not
implement multi-factor authentication as a requirement for access. Consequently, the attackers

were able to infiltrate Colonial's network by utilizing a hacked username and password. It is



highly probable that this login information was obtained through a data breach that revealed an

employee's credentials (70, 71).

Ultimately, Colonial remunerated the cybercriminals a sum of $4.4 million as a quid pro quo for
the provision of a decryption key to facilitate the retrieval of their compromised data.
Nevertheless, due to the sluggish performance of the decryption key, the organization was
compelled to depend on its internal backup systems in order to reinstate the provision of services.
Subsequently, Colonial Pipeline managed to recommence its activities; nonetheless, it incurred
significant detrimental effects to its business, including various financial and reputational
ramifications (72).

4. Supply Chain Risk Management Strategies to Help

In order to safeguard both your corporation and its clientele from the aforementioned cyber
dangers, it is advisable for your company to adopt some best practices in supply chain risk
management. Outlined below are several strategies that can be employed to enhance one's
cybersecurity measures in order to mitigate the aforementioned cyber threats:

e The implementation of compliance rules for all third-party vendors, encompassing
manufacturers, suppliers, and distributors, is vital.

e The establishment of precise user roles and the implementation of security measures to
limit system access and determine the extent of clearance or privilege granted to
individuals. The aforementioned concept is commonly referred to as the principle of least
privilege.

e The process of establishing and recording data stewardship protocols, together with
delineating data ownership and associated rights and permissions.

e Ensuring the provision of comprehensive security awareness training to all workers.

e Collaborating with vendors across the supply chain network to establish a cohesive
disaster recovery strategy aimed at ensuring uninterrupted business operations.

e Implementing backup rules is crucial in order to ensure the protection and security of data

backups.



e |t is imperative to consistently update software solutions, such as antivirus, anti-spyware,
and firewalls, in order to maintain optimal security measures. It is advisable to
additionally explore more sophisticated cybersecurity strategies, such as DNS filtering
and network access control.

e The use of a software solution, such as the Reciprocity ROAR platform, enables users to
attain comprehensive visibility into the risks associated with their supply chain. This
facilitates the prompt identification of potentially hazardous conduct or anomalous

activities.
5. What Are the 5 Steps of Supply Chain Risk Management?

Having gained a more comprehensive comprehension of prevalent cyber hazards within the
supply chain, it is now imperative to examine the measures that can be undertaken to effectively
execute a supply chain risk management strategy that aligns with the specific needs of one's firm
(73).
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Figure 3 overview

e Step 1: Start with a Plan



Like any risk management program, the initial phase involves ensuring the presence of suitable
personnel to achieve success. It will be imperative to form a team of employees who possess the
necessary skills and expertise to effectively identify, analyze, prioritize, and mitigate risks within
the supply chain. Once the team has been assembled, commence the collaborative planning
phase. The task at hand involves the delineation of distinct roles and duties for the members of
your team. Additionally, it requires the creation or incorporation of an established vendor risk
management policy. Furthermore, it necessitates the determination of the approach to be used in
drafting a comprehensive description of the procedures and processes to be employed for each
stage within the plan for managing risks within the supply chain. Developing a comprehensive
risk management plan is an effective approach to adequately equip both the team and the broader
company in anticipation of the unavoidable risks that may arise across the supply chain. In the
realm of cyber risk management, it is imperative to devote specific attention to the risks that
have an impact on the cybersecurity of an organization, as well as the potential harm that these

risks may inflict upon the organization's supply chain (74, 75).

In addition, it is imperative to develop appropriate metrics for assessing risk. The choice between
employing qualitative measurements, such as a high/medium/low scale, or quantitative metrics,
such as statistical analysis, is at your discretion. In conclusion, it is advisable to select a
methodology that aligns most effectively with the specific requirements of your organization.
Prior to commencing the subsequent phase, it is advisable to allocate a certain amount of time to
consult pertinent frameworks that may offer guidance throughout the process. Fortunately, there
exists a variety of risk management frameworks and approaches that can be utilized in the

development or strengthening of a supply chain risk management program (76, 77).

To initiate the risk management process inside your business, it is advisable to refer to
established frameworks such as the National Institute of Standards and Technology (NIST) and
the International business for Standardization (ISO). These frameworks serve as illustrative

models that can guide your firm in embarking on its own risk management endeavor (78, 79).

e Step 2: Identify, Assess, and Prioritize Risks

Prior to implementing risk mitigation strategies, it is essential to first ascertain the presence of

the risk through identification processes. During the risk identification phase, it is recommended



that the team actively engages in table-top activities to not only uncover known hazards but also
to consider any potential concerns that may have been overlooked. One essential step in the
process involves compiling a comprehensive inventory of the potential hazards inside your
supply chain, so facilitating subsequent analysis and evaluation. It is advisable to seize this
opportunity to conduct a thorough examination of the service level agreements (SLAS) pertaining
to each third-party association in order to ensure satisfactory performance by vendors and
ascertain the compliance obligations applicable to your business. It is imperative for your
organization to possess comprehensive knowledge regarding the regulations and standards that
necessitate compliance, not only for your own operations but also for your third-party entities,

ensuring continuous adherence (80, 81).

Subsequently, initiate the procedure of doing risk analysis. Commence the process by
undertaking a comprehensive evaluation of supply chain risks, which can be accomplished
internally or by engaging the services of an autonomous cybersecurity organization or expert.
Conducting a risk assessment enables the evaluation of the identified hazards within the supply
chain, facilitating the classification of contractors based on their associated risks and access
levels. In essence, a comprehensive cybersecurity risk assessment should furnish an extensive
examination of all cybersecurity threats, encompassing those that may arise from the supply
chain network. Please assign a risk level to each identified risk and categorize the supply chain
hazards based on their respective types. Next, it is important to prioritize these dangers based on
their individual risk ratings. In general, it is advisable to address hazards at the highest level of
severity initially, and afterwards proceed in descending order of risk priority (82, 83).

e Step 3: Mitigate Risks

After identifying the risks that require immediate attention, it is necessary to determine the
appropriate approach for managing each of them. The decision on the acceptance, rejection,
transfer, or mitigation of each risk must be made. In the context of supply chain risk
management, it may be prudent to consider the option of sourcing from an alternative vendor
with a lower level of inherent risk. It is imperative to regularly engage in risk management
questionnaires with third-party entities in order to assess the adequacy of risk mitigation

measures for existing risks and identify any emerging concerns. Whether an individual opts to



utilize a pre-existing risk management framework template or develops their own, the
construction of onboarding questionnaires and routine inquiries should be strategically devised to
facilitate a thorough examination of the security measures that third parties are implementing
inside their operational processes (84).

Depending on the responses provided in the questionnaires, third parties exhibiting significantly
elevated levels of risk may necessitate an audit. In certain instances, it may be imperative to

undertake on-site visits as deemed required (85).
e Step 4: Repeat

Upon the completion of the aforementioned steps, it will be necessary to initiate the
aforementioned process anew. Supply chain risk management constitutes a continuous procedure
applicable to all third-party entities inside the supply chain. This process necessitates frequent
repetition and should be implemented over the whole lifecycle of the third-party relationship
(86).

e Step 5: Practice Continuous Monitoring

Continuous monitoring is an imperative activity due to the dynamic nature of business partners,
who frequently modify their operational procedures. The responsibility of consistently
monitoring changes in one's own business, supply chain network, and regulatory and industry
standards is a challenging yet necessary endeavor. In numerous instances, the reliance solely on
due diligence becomes insufficient in the realm of cybersecurity. Continuous monitoring has the
potential to mitigate the occurrence of cyberattacks and data breaches, thereby safeguarding not

only the organization itself but also the third parties involved in its supply chain (87, 88).

At a certain juncture, numerous firms must acknowledge their inability to independently manage
the complete process of supply chain risk management. Unless an organization is a huge firm,
the process of risk management can be financially burdensome and time-intensive, rendering it
unfeasible for smaller companies to undertake internally. Businesses seeking solutions can utilize
software to aid in their endeavors. The utilization of governance, risk management, and
compliance (GRC) software can facilitate the enhancement of one's risk management program,
specifically in relation to cyber risk. By utilizing straightforward and automated methods for



supply chain risk management, organizations can enhance their supply chain network and

alleviate the workload imposed on internal personnel (89, 90).
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6. Risk Management Models

Organizations can enhance their supply chain processes by implementing established supply
chain management models. The Six Sigma DMAIC model encompasses a series of sequential
steps, commencing with the definition of improvement targets for a given process. Subsequently,
the model incorporates the measurement, analysis, improvement, and ultimately, the control of
that process. A study conducted in 2006 examined the feasibility of implementing the Six Sigma
methodology in the defense supply chain of the United Kingdom. The findings indicated that
although the methodology could be applied, certain factors such as stock holding policies and

activity levels posed limitations that hindered its implementation (91).

The Cyber Kill Chain is a framework utilized to delineate the many phases involved in a cyber-
based assault. The Cyber Kill Chain encompasses several distinct steps, namely reconnaissance,
weaponization, delivery, exploitation, installation, command and control, and operations on
objectives. Reassessments of the model in the context of Cyber-Physical Systems have proposed
modifications to existing knowledge on attacks, particularly in the domains of control systems



and physical systems, where the resulting outcomes have palpable ramifications. The Supply-
Chain Operations Reference model (SCOR) presents itself as a viable substitute for the Cyber
Kill Chain. SCOR is a comprehensive framework that spans several industries and aims to assess
and enhance the overall performance and management of supply chains inside enterprises. The
SCOR framework delineates the following distinct elements and their interconnectedness:
processes, benchmarking measures, management practices, and software product mappings. The
primary objective of the SCOR (Supply Chain Operations Reference) model is to facilitate the
exchange, evaluation, and advancement of novel or enhanced techniques within the realm of

supply chain management (92).

6.1. Assessment of Existing Risk Management Models

Risk analysis and management models are valuable tools for evaluating the possible risks
associated with the integration of new technologies into military supply chains. A multitude of
frameworks are at one's disposal, encompassing CSCRM, risk matrices, Crown Jewel Analysis,
and the Supply Chain Resilience Framework. Although these models contribute to the evaluation
of risk, they fail to offer a comprehensive and equitable assessment of all the tangible and
intangible factors that must be taken into account when contemplating the integration of new
technology into military supply chains (93).

Numerous endeavors have been made to establish semantic models for risk assessment methods
and paradigms, yielding certain levels of accomplishment. The continual study and development
in this area is driven by the complexity, intricacy, and contextual demands associated with
individual business, government domains, and regulatory requirements. The incorporation of
cyber elements into these processes introduces further intricacy, necessitating new requirements

for mapping and modeling (94).

The current management models pertaining to cyber security and supply chain management
primarily concentrate on either cyber security or supply chains 4.0 in isolation, without
adequately addressing their junction. The models discussed exhibited a certain degree of cross-
compatibility; nevertheless, none of them explicitly addressed the military context of supply
chains. Although certain aspects of these models may provide insights into the potential effects



of new technology on military supply chains, it is important to note that they do not offer a
comprehensive answer. Consequently, there exists a research vacuum that has to be addressed
(95).

6.2. Summary of Threats and Assessment Models

The applicability of adoption assessments is typically hindered by their specificity to a particular
technology, hence limiting their wider use. This section provides a comprehensive overview of
many currents and upcoming technologies, highlighting their profound implications for military
supply networks. The subsequent assessment involved evaluating the methodologies employed
to ascertain their suitability, with the aim of identifying any shared patterns in impact modeling

across different technologies (96).

There exist numerous autonomous research domains that aim to explicitly conceptualize and
delineate each of these domains, with the concurrent development of different models. The
future research challenge in this domain involves the integration of these novel models, both
among themselves and with other preexisting models in interconnected domains of discourse
97).

It is important to highlight that the current state of wireless communications, Cloud computing,
the Internet of Things (1oT), the Industrial Internet of Things (110T), Industry 4.0, track and trace
processes, cyber-physical systems, blockchain technologies, and Artificial Intelligence (Al)
collectively play a significant role in the exploitability of supply chain 4.0. Therefore, it is
imperative to address all these factors in order to enhance supply chain security. A prevailing
pattern observed across the methodologies discussed in this part is the limited transferability of
the frameworks to diverse and emerging technologies, as well as the notable absence of emphasis

on military applications (98-104).



Identify The
Supply Chain

Access Risk

Develop A Risk
Mitigation Plan

Implant Security
Controls

Monitor The
Supply Chain

Review And
Update

Engage With
Vendors

Figure 5 Risk Managment

Conclusions:

In an era of rising global interconnectedness, companies are increasingly dependent on expansive
supply chains to facilitate their operations. Nevertheless, the process of monitoring the supply
chain and its associated risks is a laborious and costly endeavor for several firms. In numerous
cases, enterprises that fail to effectively mitigate the risks connected with their supply chain are
at a higher probability of falling prey to a cyberattack, hence leading to substantial interruptions
in their operational activities. This article aims to provide a comprehensive analysis of supply
chain risk management, focusing on the typically associated hazards and proposing five
recommended measures that organizations can undertake to address these concerns.The concept

of supply chain risk management, which involves the identification, assessment, and mitigation



of potential risks within a supply chain, has gained significant attention in recent years.
Organizations are increasingly recognizing the importance of effectively managing risks that

may disrupt the flow of goods.

The future trajectory of Social Customer Relationship Management (SCRM) is expected to
involve a heightened emphasis on the management of third-party risks, a more extensive
utilization of Artificial Intelligence (Al) and Machine Learning (ML), an increasing adoption of
blockchain technology, amplified regulatory oversight, and the emergence of novel technologies
and solutions. Organizations that demonstrate proactive measures in adjusting to these
developments will be more effectively positioned to mitigate the risks associated with their
supply chain and uphold the comprehensive security of their operations. In summary, firms who
use these methods are more likely to enhance their business growth and maintain a competitive

advantage over their rivals.
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