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Abstract

This paper investigates the event-based lateral security control problem for network autonomous driving system subject

to the ideal path tracking performance, in which a novel double-quantized structure is reasonably integrated into a unified

autonomous vehicle model. Firstly, a generalized tripled cyber-attack protocol, including deception attacks, DoS attacks

and replay attacks is taken into consideration in this paper to simulate the interference of the external environment.

Secondly, in order to improve the data transmission efficiency and relieve the effects of cyber-attacks, asynchronous

even-triggered scheme (AETS) and doubled-quantized-based control protocol are introduced simultaneously. Addition-

ally, with the help of elegant linearization technique, which not only makes the augmented closed-loop systems global

exponential stability can be achieved, but also the desired output feedback controller gains and triggering parameter

matrices are co-designed to ensure the H∞ performance for the autonomous driving system. Finally, a practical example

is given to verify the effectiveness of designed mentality.

Keywords: Autonomous vehicles; Multi-cyber-attacks; Networked control systems(NCSs); Quantization; Resilient

event-triggered scheme

1. Introduction

With the high speed of development in recent years,

the development of network control systems(NCSs) has

also taken place in industry and other fields. It is char-

acterized by the fact that the commands and responses of

the control system are transmitted in a network as packets.

Similarly, NCSs is becoming more and more widespread as

more and more research is done in various application ar-

eas [1, 2].Also,due to the convenience of network communi-

cation and other advantages, NCSs exists in various fields.

Such as space and land exploration, access to hazardous

areas and related operations, plant automation, remote

diagnostics and troubleshooting, experimental equipment,

home robots, aircraft, vehicles, plant monitoring, security

control of non-linear unmanned marine vehicle (UMV)[3]

and hypersonic flight vehicles (HFVs)[4].Among them, ve-

hicle steering control is the most common dynamic con-

trol. According to previous research,the advantages of au-

tomatic driving lie in reducing fatigue, improving comfort,

optimizing fuel consumption and reducing pollution emis-

sions [5, 6]. Therefore,path planning and control are par-

ticularly important for autonomous vehicles. How to take

into account the comfort of the car in a safe situation is

also a key issue. The difficulty with autonomous driving

is the complexity of the road as the vehicle moves. How

to make the vehicle work properly, the most common is to

consider the lateral and vertical control of the vehicle in

the case of obstacles. The current state of the car can be
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clearly obtained by using the sensor and monitoring radar

of the car, and images can be generated and uploaded for

analysis of the surrounding perception. Then, the vehi-

cle can be analyzed and the steering can be controlled by

means of feedback control and other means. There have

been several articles on vehicle control, such as PID con-

trol [7, 8], model predictive control [9, 10], fuzzy control

[11, 31] and hybrid trigger control [12].

The fuzzy model proposed by Takagi and Sugeno has

been improved by later generations and turned into to-

day’s dynamic model [13, 14], which has been widely used

in many fields. Since T-S is an approximate model, some

smooth nonlinear functions can be approximated with cer-

tain precision under convex sets. Under normal circum-

stances, Type-1 T-S cannot handle highly uncertain sys-

tems, whereas Type-2 T-S can.Compared with the dy-

namic system dealing with uncertainty, fuzzy Type-2 has

more advantages [15–17]. It is a good choice to control ve-

hicle lateral Angle in this paper [18]. At present, there are

few such applications, generally some simple fuzzy mod-

els [18], which are not perfect in channel processing. In

this paper, event triggering and quantization are adopted,

and data in the channel is processed to further reduce the

channel burden, so as to achieve accurate control of vehi-

cles.Quantization is a good way to process data, which can

save bandwidth resources by transforming real data into

discrete form. At present, quantization [19, 32], dynamic

quantization [33] and so on have been applied in various

fields. On the quantization is one of the most common

means of quantization, it can be on the boundary approxi-

mation method, this interference is with uncertainty. Gen-

erally, only the input of the controller is quantified [19, 34],

but gradually, both the output and input of the control

are quantified, resulting in a double quantization mecha-

nism [20]. Combined with another way of saving band-

width in this paper, they simultaneously process the data

of the channel in the system, so as to make the whole sys-

tem more smooth and save more bandwidth.As the most

widely used and emerging communication scheme to re-

duce channel burden, research on ETS is maturing [21–

23]. The feature of ETS is that only when its minimum

rules are triggered, the next transmission will be carried

out. In this way, Less useful data can be filtered out. At

the same time, the threshold value can be used to adjust

the channel transmission data according to the actual sit-

uation. Further, for the sensor to controller channels (S-

C) and controller to actuator channels(C-A) to add asyn-

chronous event triggering, the two channels respectively

use threshold adjustment, which can not only reduce the

burden of the channel, but also control the channel trans-

mission respectively [24–26]. With the in-depth study of

network control, network security has become an unavoid-

able problem after the processing of channel resources.

Due to random attacks on the whole system, sensors are

attacked [27], actuators are attacked [28], network chan-

nels [29] are attacked, and so on. And cyber-attacks are

more likely to happen than any other. Network attacks are

no longer a single attack. In practice, mixed attacks are

often encountered, among which denial-of-service (DoS)

attack and deception attack are the most common. decep-

tion attacks use data to replace real data to achieve the

purpose of spoofing, while DoS attacks directly block data

transmission. Considering the complexity of the actual

situation, replay attack is introduced, which maliciously

retransmits data, makes the channel burden greater, and

may cause data omission and other problems [30]. Hy-

brid attack poses a great threat to the system.Considering

the above situation, this paper adopts a new output feed-

back controller, which makes the whole system more easy

to stabilize.To sum up, we adopts a new nonlinear au-

tonomous driving lateral control system. In S-C and C-A

channels, quantizers and event triggers are combined to

reduce the burden of channels, while taking into account

complex mixed attacks. The main contributions of this

paper can be summarized as follows:

1. A generalized triple cyber-attack model is proposed,
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including deception attacks, replay attacks, and DoS

attacks. Meantime, the 2-freedom-degree-based fuzzy

switching system is designed, in which combines with

nonlinear, external disturbances, and multi-cyber-

attacks to describe the effect of external complexities

for the autonomous vehicle.

2. A novel double-quantized fuzzy output feedback con-

troller is taken into consideration and some suffi-

cient conditions is established to ensure the global

exponential stability for the closed-loop system un-

der AETS and doubled-quantized-based control pro-

tocol, for reducing non-conservative properties.

3. In conjunction with an example of the autonomous

vehicleembedded in Carsim with Matlab, the lateral

control of autonomous vehicle is analyzed with the

help of the Carsim-Simulink to express the effective-

ness and advantage of the controller.

The structure of this article is as follows. In the sec-

tion II, the vehicle dynamics model, quantizer, event trig-

gering scheme, hybrid attack and closed-loop system are

presented. The main results are given in section III. In

the section IV, combined with Carsim and Matlab, the ac-

tual examples in this paper are used for simulation exper-

iments. Finally, the conclusion is presented in the section

V.

2. System Modeling And Problem Formulation

Figure 1: Caption

In this paper, the vehicle dynamic model is adopted,

which shows strong nonlinear condition. The output feed-

back controller of the vehicle is designed according to this

condition. Fig. 1 shows a widely used vehicle dynamic

model for steering analysis and fuzzy system design.

Before presenting the model, we present the parameters

of the cart as shown in the following table:

Table 1: Dynamic model of single-track vehicle

Symbols Descriptions

m vehicle mass (kg)

f, r subscripts denoting front and rear

Jz vehicle yaw moment of inertia
(
kg · m2

)
lp preview distance (m)

lf,r distance of center of gravity from front/rear axle (m)

Cαi cornering stiffness (N/rad)

Fxi longitudinal tire/road forces (N), i = f, r

Fyi lateral tire/road forces (N), i = f, r

yl lateral offset from the road centerline at a preview distance (m)

φ relative yaw angle (rad)

δf front wheel steering angle (rad)

γ vehicle yaw rate (rad/s)

αf,r front/rear tire slip angle (rad)

β vehicle side slip angle (rad)

vx, vy vehicle longitudinal and lateral speeds (m/s)

κ road curvature

d radius of road curves (m)

2.1. Vehicle Modeling

Having summarised Fig. 1 and Table 1 above. Con-

sidering the dynamics to which a wheel is subjected, the

longitudinal force Fxr can be neglected in the overall sys-

tem. The dynamics of the vehicle is therefore described by

the following equations:

m (v̇x − γvy) = Fxf cos δf − Fyf sin δf

m (v̇y + γvx) = Fxf sin δf + Fyf cos δf + Fyr

Jz γ̇ = lf (Fxf sin δf + Fyf cos δf )− lrFyr

(1)

Then we consider replacing the equation vy = vx tanβ

with the dynamic cart model inequality, which is then ex-

pressed as follows:
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Fyf + Fyr = mvx(β̇ + γ)

lfFy
− lrFyr = Jz γ̇

(2)

Since tyre sliding is of small magnitude, then Fyf and

Fyr can be defined approximately as:

Fyf = −2Cααf , αf ≈ β +
γf
vx

− δf

Fyr = −2Cαrαr, αr ≈ β − rlr
vx

(3)

In the actual process, due to the complexity of the

road, there may be an offset in the variables, which we do

not consider here. For the path-tracking problem in au-

tonomous driving, based on the above, the offset distance

yl can be derived with respect to the vehicle’s forward di-

rection and the offset angle of the road tangent lp used to

represent the dynamic condition of the vehicle. The er-

ror model of the vehicle dynamics is then represented as

follows:

ẏl = βvx + lpγ + vxφ

φ̇ = γ − κvx
(4)

Combining equations (2)-(4), we can obtain a dynamic

model of vehicle

ẋ(t) = Ax(t) +Bu(t) +Bωω(t) (5)

where x(t) =
[
β γ φe yl

]T
, x(t) ∈ Rnx , u(t) =

σf , and ω(t) = κ = (1/R) with R the curvature radium

and

A =



−2Cαf−2Cαr

mvx

−2lfCαf+2lrCαr

mv2
x

− 1 0 0

−2lfCαf+2lrCαr

Iz

−2l2fCαf−2l2rCαr

Izvx
0 0

0 1 0 0

vx lp vx 0



B =



2Cαf

mvx

2lfCαf

Iz

0

0

 , Bω =


0

0

−vx

0

 .

Remark 1 :For the simplified version of the autonomous

vehicle model, it can be concluded that the γ can get data

from the navigation installed in the self-driving vehicle. vx

can be measured using an odometer. φe can be measured

using an optical encoder in the car. yl and φe can be ob-

tained from the camera. At the same time, vy and β be can

be measured by the dual-antenna GPS system or the Cor-

revit optical sensors.For resource-saving purposes, we can

just take γ, φe and yl as input. Similarly, for the control

design, the performance output includes vehicle direction

deviation, driver comfort and passenger comfort require-

ments, which we can take z(t) =
[
φe, yl, ay

]T
,where

ay = vxγ.

2.2. Vehicle Dynamic Of Fuzzy Model

Figure 2: The networked vehicle system.

Fig. 2 depicts a schematic diagram of a quantization

and event-triggered fuzzy system based on hybrid network

attacks

In practice, the speed of the vehicle will be limited, so

we set v ≤ vx(t) ≤ v̄, where v and v̄ represent the max-

imum and minimum values. Based on the above analysis

of lateral vehicles, the following T-S fuzzy model can be

obtained

Rule i : If g1(t) is Gi
1, g2(t) is Gi

2, and g3(t) is Gi
3,then

ẋ(t) = Aix(t) +B1iu(t) +B2iω(t)

y(t) = Cx(t)

z(t) = Dix(t), i = 1, 2, . . . , r

(6)

where g1(t) = vx(t), g2(t) = 1
vx(t)

, and g3(t) = 1
v2
x(t)

are premise variables; Gi
j is the fuzzy sets of fuzzy rule
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i with j = 1, 2, 3 corresponding to the premise variables

g1(t), g2(t), and g3(t); and Ai, B1i, B2i, and Di are system

matrices which are defined by (5) with vx(t) being replaced

by v and v̄, respectively.

According to (6), the global lateral vehicle dynamics

fuzzy model can be rewritten as the following


ẋ(t) =

∑2
i=1 χi(גg(t))(Aix(t) +B1iu(t) +B2iω(t))

y(t) = Cx(t)

z(t) =
∑2

i=1 χi Dix(t)(g(t)ג)

(7)

witch are satisfying
∑r

i=1 χi(g(t)) = 1. Based on Tay-

lor’s approximation, g1(t), g2(t) and g3(t) can be written

as follows:

g2(t) =
1

vx(t)
=

1

v0
+

1

v1
g(t)ג

g1(t) = vx(t) ∼= v0

(
1− v0

v1
g(t)ג

)
g3(t) =

1

v2x(t)
∼=

1

v20

(
1 + 2

v0
v1

g(t)ג
)

where −1 ≤ g(t)ג ≤ 1 is used to describe the changes

of vx(t) between the bounds v and v̄, and we have

v0 =
2vv̄

v + v̄
, v1 =

2vv̄

v − v̄

2.3. Resilient Event-Triggered Schemes

Figure 3: Example of event trigger evolution and DoS attack blocking

data

Fig. 3 shows an example of an event-trigger sampling

and release instants under the DoS attacks. For the event-

trigger part, tkh and tgh are the triggering instant of the

sensor and controller, and the entry event is triggered.

h > 0 is the sampling period.When attacks are absent,

the next transmission instant of AETS-1 and AETS-2 can

be defined as

tk+1h = tkh+ inf
p≥1

{ph|(Ces(t))
TΩsCes(t)

− σsy
T (tkh)Ωsy(tkh) ≥ 0}

tg+1h = tgh+ inf
q≥1

{qh|(ec(t))TΩcec(t)

− σcx
T
c (tgh)Ωcxc(tgh) ≥ 0}

(8)

where p, q=1,2,3,..., σs and σc indicate constant thresh-

olds belong to (0,1]. Ωs and Ωc are the weight of triggering

condition which need to be designed.

For S-C channels, t ∈ [tkh + τk, tk+1 + τk+1). Define

τs(t) = t−tkh. We need to consider the following two case

Case 1 : Suppose that tkh + h + τ̄ > τk+1, where τ ⩽

τ̄ < h, then

τk ⩽ τs(t) ⩽ tk+1h+ τk+1 − tkh ⩽ h+ τ̄ (9)

Case 2 : Suppose that tkh + h + τ̄ < tk+1h + τk+1.

Then it can be divided into two time intervals, respectively

[tkh+ τk, tkh+h+ τ̄) and [tkh+ph+ τ̄ .tkh+(p+1)h+ τ̄).

We can get when there exists a positive integer ℘

tkh+ ℘h+ τ̄ < tk+1h+ τk+1 ⩽ tkh+ (℘+ 1)h+ τ̄ (10)

Then we can divide [tkh+ τk, tk+1 + τk+1) as follow:

[tkh+ τk, tk+1 + τk+1) = ℧0 ∪
℘−1⋃
p=1

℧p ∪ ℧℘ (11)

where

℧0 = [tkh+ τk, tkh+ h+ τ̄) ,

℧p = [tkh+ τ̄ + ph, tkh+ τ̄ + (p+ 1)h) , p = 1, 2, ...℘,

℧℘ = [tkh+ τ̄ + ℘h, tk+1h+ τk+1)

So we can define

τs(t) =


t− tkh, t ∈ ℧0

t− tkh− ph, t ∈ ℧p, p = 1, 2, ..., ℘− 1

t− tkh− ℘h, t ∈ ℧℘

(12)
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Then the error is

es(t) =


0, t ∈ ℧0

y(tkh)− y(tkh+ ph), t ∈ ℧p

y(tkh)− y(tkh+ ℘h), t ∈ ℧℘

(13)

And the same thing happens for the C-A channel. There-

fore fort ∈ [tkh+ τk, tk+1 + τk+1), the AETS between the

current trigger data and the sampled data is also defined

as follows

(Ces(t))
TΩsCes(t) < σsy

T (tkh)Ωsy(tkh)

(ec(t))
TΩcec(t) < σcx

T
c (tgh)Ωcxc(tgh)

(14)

where

Ces(t) = y(tkh)− y(tkh− τs(t))

ec(t) = xc(tgh)− xc(tgh− τc(t))

2.4. Double Quantization

The signals transmitted from the sensor and controller

respectively enter the quantizers through the event trigger-

ing mechanism. Here, logarithmic quantizers are used to

process the data. Then given a vector ℓ = [ℓ1 ℓ2... ℓn]
T .

Here ℓ is the outgoing data by the event triggered. The

f(·) is adapted as f(ℓ) = [f1(ℓ1) f2(ℓ2) · · · dotfn(ℓn)]
T .

So we can define for logarithmic fı(ℓı)(ı = 1, 2, ..., n) as

fı(ℓı) =


uı
r, if

uı
r

1+ιfı
⩽ ℓı ⩽

uı
r

1−ιfı
, ℓı > 0

0, ifℓı = 0

−fı(ℓı), ifℓı < 0

(15)

where ιfı = (1 − ρfı)/(1 + ρfı), and the quantization

density is a constant for 0 < ρfı < 1, uı
r ∈ Uı is the quan-

tization level, Uı =
{
±uı

r : u
ı
r = ρrfıu

ı
0, r = ±1,±2, ...

}
∪

{±uı
0} ∪

{0} with uı
0 > 0.

Then we define ∆f = diag {∆f1 ,∆f2 , ...,∆fn} ,∆fℓ ∈

[−ιfı , ιfı ], ℓ = 1, 2, ..., n. Then the data from the sensor

and processed by the quantizers can be obtained as follows

f(ℓ) = (I +∆f )ℓ (16)

This is the quantization of the S-C channel, and the

corresponding, in the C-A channel, we define g(ℓ) = [g1(ℓ1)

g2(ℓ2) · · · gn(ℓn)]T . In the same way,for ℓ = 1, 2, ..., n,

through (14) we have

g(ℓ) = (I +∆g)ℓ (17)

where ∆g = diag {∆g1 ,∆g2 , ...,∆gn},∆gℓ ∈ [−ιgı , ιgı ]

ιgı = (1− ρgı)/(1+ ρgı),ρgı also is the quatization density

of gı(·)

For this paper, the data is quantized after event trig-

gering and then entering the quantizer. So ℓ represents

the data after the event triggered, respectively y(tkh) and

uc(tgh). Then, by combining equations (14)-(16), the fol-

lowing results can be obtained

f(y(tkh)) = (I +∆f )y(tkh)

f(uc(tgh)) = (I +∆g)uc(tgh)
(18)

where y(tkh) and uc(tgh) are the output signals of the

sensor and controller.

2.5. Multi-cyber-attacks

It can also be seen from Fig. 2 that there are three

attack modes, which occur in two channels, for the S-C

and C-A channels. After the data is processed by the

logarithmic quantizers, it will encounter deception attack

first. To reflect the randomness of the attack, we set the

Bernoulli variable αs(t) and αc(t). These two variables

satisfy

E {αs(t)} = ᾱs, E
{
(αs(t)− ᾱs)

2
}
= θ2s1

E {αc(t)} = ᾱc, E
{
(αc(t)− ᾱc)

2
}
= θ2c1

where ᾱs and ᾱc are non-negative given constants. There-

fore, in network transmission, after deception attacks, data

will be replaced by

6
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y1(t) = (1− αs(t))Fs(t) + αs(t)f(y(tkh))

u1(t) = (1− αc(t))Fc(t) + αc(t)f(xc(tgh))
(19)

where Fc(t) and Fs(t) as the deception attacks in the

S-C and C-A channnels.

Then, immediately after that, the second attack is the

replay attack. When attacks occurs, the original data

starts back up. Again, for uncertainty, Bernoulli variables

βs(t) and βs(t). Again, satisfaying

E {βs(t)} = β̄s, E
{
(βs(t)− β̄s)

2
}
= θ2s2

E {βc(t)} = β̄c, E
{
(βc(t)− β̄c)

2
}
= θ2c2

If the data is in the channel and is under replay attack,

it can be written as

y2(t) = (1− βs(t))ym(t) + βs(t)y1(t)

u2(t) = (1− βc(t))un(t) + βc(t)u1(t)
(20)

where ym(t) and un(t) indicate the replay signal.The

time of the replay attack is unknown, after this attack

occurs, replay back before the event triggered.At the same

time, since the attack time of the attacker is generally

fixed and relatively small, both m(t) and n(t) have upper

limits.Then we set to 0 < m(t) < mM and 0 < n(t) < nM .

Remark 2 :For replay attacks, after the attack is trig-

gered, the data goes back to before the event was trig-

gered. At the same time, after the delay m(t) and n(t) of

the replay attack, an event-triggered delay τ(t) needs to

be experienced again. Here, for convenience, it is assumed

that the delay triggered by the event is much smaller than

that of the replay attack, so there are only t − m(t) and

t− n(t) in the formula.

The third and final attack is a DoS attack.As we can

see in figure 3,this attack does not modify the data signal

to continue down the transmission, but instead when an

attack occurs, no signal can be transmitted to the next

section; When the DoS attack dormant period, the signal

can remain unchanged and continue to transmit. Because

of the above characteristics, then the DoS attack trans-

mission data can be written as

y3(t) =

y2(t), t ∈ Ln
1

0, t ∈ Ln
2

u3(t) =

u2(t), t ∈ Ln
1

0, t ∈ Ln
2

(21)

where Ln = Ln
1 +Ln

2 ,Ln indicates that the DoS attack

occurred for the (n+1) time,and n ∈ N indicates each time

period during which the attack occurs.It can be clearly

seen that, when there is no attack, is Ln
1 = [ln,Dn);in con-

trast, when an attack occurs, no data is transmitted, then

Ln
2 =

[
Dn, ln+1

)
,where Dn = ln+sn.ln and sn indicate the

start and start of sleep of the (n+1)th DoS attack, respec-

tively.Therefore, it can be concluded that the DoS attack

satisfy 0 = l0 < s0 < l1 < D1 < l2 < · · · < Dn < ln+1.

Assumption 1 :Because of the particularity of attacks,

the dormant and active periods of DoS attacks must meet

a finite time.

smin ≤ infn∈N {sn}

dmax ≥ supn∈N

{
ln+1 − (Dn)

}
Assumption 2 :For n(0, t) = card {n ∈ N |t > Dn} rep-

resents the transition between the dormant and active phases

of DoS attacks in [0, t), and card represents the number of

elements.So there is ℏ1 ≥ 0 and ℏ2 > h, and for all t, the

DoS attack is satisfied n(0, t) ≤ ℏ1 + (t/ℏ2)

By combining all the mixed attacks (18), (20) and (21),

the final attack formula can be obtained as follows
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y̆(t) =


(1− βs(t))ym(t) + ((1− αs(t))βs(t)Fs(t)

+(I +∆f )αs(t)βs(t)y(tkh), t ∈ Ln
1

0, t ∈ Ln
2

u(t) =


(1− βc(t))un(t) + (1− αc(t))βc(t)Fc(t)

+(I +∆g)αc(t)βc(t)uc(tgh), t ∈ Ln
1

0, t ∈ Ln
1

(22)

Remark 3 :The three attacks in this paper all meet cer-

tain bounded conditions. In reality, if the attack time

exceeds a certain period, the system may break down di-

rectly.At the same time, we can find that the attack se-

quence of this paper follows the deception attack first,

then the replay attack, and finally the DoS attack, but

in reality, the attacks are random and uncertain. If ran-

dom, then two channels, a total of three attacks, too many

combination ways, too complicated discussion, this is not

the main discussion of this paper, so simplify the order.Of

course, in the actual process, the attack sequence can be

detected, which is basically the same as the steps in the

above sequence.

2.6. Output-Feedback Controller

The output feedback control rules based on lateral ve-

hicles are as follows

Rule j :If h1(t) is H
j
1, h2(t) is H

j
2, and h3(t) is H

j
3 , then

ẋc(t) = Ac
jxc(t) + Lc

j y̆(t)

uc(t) = Cc
jxc(t)

(23)

where Ac
j , L

c
j ,and Cc

jare the control gains to be de-

signed,and xc(t) is the state of the output-feedback con-

troller. For the sake of follow equation, we define Fs(t) =

Cfs(y(tkh)) and Fc(t) = Cc
j fc(xc(tgh)). The global con-

troller can be written as


ẋc(t) =

2∑
j=1

χj(גh(tkh))[Ac
jxc(t) + Lc

j y̆(t)]

uc(t) =

2∑
j=1

χj(גh(tkh))Cc
jxc(t)

(24)

Assumption 3 :For spoofing attacks, we have fs(y(tkh))

and fc(xc(tgh)) unknown but elastic, then for the real con-

stant matrix Fs and Fc, they satisfying

∥fs(y(tkh))∥2 ≤ ∥Fsy(tkh)∥2

∥fc(xc(tgh))∥2 ≤ ∥Fcxc(tgh)∥2
(25)

Remark 4 :Since this paper uses two channels for pro-

cessing, y̆(t) and uc(t) are both signals entering the pro-

cessing, y̆(t) enters the S-C channel and uc(t) enters the

C-A channel. Ii need to be careful when dealing with it.

2.7. System Formulation

By combining the system, the event trigger 13, the

quantization 17, the hybrid attack 21, and the controller

23, we have the following results, namely the vehicle dy-

namic output-feedback system.

η̇(t) =



2∑
i=1

2∑
j=1

χiχj [A1
ijη(t) + (I − β̄(t))Bo

ijη(t− o(t))+

(I − β̄(t))Boe
ij e(t− o(t)) + (I − ᾱ(t))β̄(t)Bf

ijf(t)

+ᾱ(t)β̄(t)Bτ
ijη(t− τ(t)) + ᾱ(t)β̄(t)Be

ije(t)+

Bωiω(t)], t ∈ Ln
1

2∑
i=1

2∑
j=1

χiχj [A2
ijη(t) + Bωiω(t)], t ∈ Ln

2

(26)

z(t) =

2∑
i=1

χiDiH1η(t)

where χi and χj stand for χi(גg(t)) and χj(גh(tkh)),

respecltively, and
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η(t) =

 x(t)

xc(t)

 , η(t− o(t)) =

 x(t−m(t))

xc(t− n(t))

 ,

η(t− τ(t)) =

 x(thk − τs(t))

xc(tgh− τc(t))

 , f(t) =

 fs(x(tkh))

fc(xc(tgh))

 ,

e(t− o(t)) =

 es(t−m(t))

ec(t− n(t))

 , e(t) =

 es(t)

ec(t)

 ,

ᾱ(t) =

 αc(t) 0

0 αs(t)

 , β̄(t) =

 βc(t) 0

0 βs(t)

 ,

A1
ij =

 Ai 0

0 Ac1
j

 ,A2
ij =

 Ai 0

0 Ac2
j

 ,

Bo
ij =

 0 B1iC
c
j

Lc
jC 0

 ,Bo
ij = Boe

ij = Bf
ij ,

Bτ
ij =

 0 (I +∆g)B1iC
c
j

(I +∆f )L
c
jC 0

 ,Bτ
ij = Be

ij ,

Bωi =

 B2i

0

 , H1 = [Inx, 0nx]

This paper mainly designs the dynamic output-feedback

controller. If stability is needed, it needs to meet the fol-

lowing requirements.

1. The system in (25) is exponential stable.

2. Under zero intial condition,γ > 0 is a given positive

scalar.∥z(t)∥2 ≤ γ ∥ω(t)∥ holds for any nonzero ω(t)

lemma 1 :For given x, y,and a free martrix U,the fol-

lowing inequality holds:

−2xT y ≤ xTU−1x+ yTUy

lemma 2 :For the given positive-definite matrices R,P

and scalar e,the following holds:

−PR−1P ≤ −2eP + e2R (27)

3. Main Results

In this section, we first demonstrate the stability of

the system after event-triggered, quantified, and hybrid

attacks, and then we need to design the controller. So the

main results are as follows

Theorem 1 :For given positive scalars τM , oM ,ᾱs, ᾱc, β̄s,

β̄c, θs1, θc1, θs2, θc2, ∂δ(δ = 1, 2)is the hybrid attack proba-

bility,the limitations of DoS attack smin, dmax,samping pe-

riod h.System (27) is globally exponential stable with H∞

level γ̆.If there exist positive matrices Ωs,Ωc, P1, P2, Q11,

Q12, Q21, Q22, R11, R12, R21,and R22, A
cδ
j , Cc

j , L
c
j to satisfy

the controller and free matricesMδ, Jδ, Nδ,Kδ, χj−κjℶj >

0,0 < κj ≤ 1 satisfying the following:

Θδ < 0 (28)

Θδ
ij +Θδ

ji −Sδ
i −Sδ

j < 0 (29)

κjΘ
δ
ij + κiΘ

δ
ji − κjS

δ
i − κiS

δ
j +Sδ

i +Sδ
j < 0 (30)

P1 ≤ ∂2P2 (31)

P2 ≤ ∂1e
2(ϑ1+ϑ2)P1 (32)

Qδ ≤ ∂3−δQ3−δ (33)

Rδ ≤ ∂3−δR3−δ (34)

where

Θδ
ij = Θδ + zT (t)z(t)− γ̆2ωT (t)ω(t)

Θ1 =


Ξ11 Ξ12 Ξ13 Ξ14

∗ Ξ16 0 0

∗ ∗ Ξ17 0

∗ ∗ ∗ Ξ18


Ξ11 = Φ1 + ȷ1Π

T
1 + ȷ1Π1,Ξ16 = diag {I, I}
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Ξ12 =
[
0 0 0 £T

10 0 0 £T
11 0 0

]T
Ξ13 =

[
£T

12 £T
13 0 £T

14 0 £T
15

£T
16 £T

17 £T
18

]T
Ξ17 = diag

{
−P1R

−1
1 P1,−P1R

−1
1 P1,

−P1R
−1
1 P1,−P1R

−1
1 P1

}
Ξ18 = diag {−ȷ1R11,−ȷ1R11,−ȷ1R12,−ȷ1R12}

Φ1 =



£1 £2 £3 £4 £5

∗ £6 0 0 0

∗ ∗ £7 0 0

∗ ∗ ∗ 0 0

∗ ∗ ∗ ∗ £9


£1 = 2ζ1P1 + sym

{
P1A1

ij

}
+Q11 +Q12

£2 =
[
(I − β̄)P1Bo

ij 0 ᾱβ̄P1Bτ
ij 0

]
£3 =

[
(I − β̄)P1Boe

ij ᾱβ̄P1Be
ij

]
£4 = P1Bωi,£5 = (I − ᾱ)β̄P1Bf

ij

£6 = diag
{
σsH

T
1 C

TΩsCH1 + σcH
T
2 ΩcH2,−ȷ1Q12,

σsH
T
1 C

TΩsCH1 + σcH
T
2 ΩcH2,−ȷ1Q11

}
£7 = diag

{
(σs − 1)HT

1 C
TΩsCH1 + (σc − 1)HT

2 ΩcH2,

(σs − 1)HT
1 C

TΩsCH1 + (σc − 1)HT
2 ΩcH2

}
£9 = diag

{
−HT

1 H1 −HT
2 H2

}
£11 = [FT

s CTHT
1 FT

c HT
2 ],£11 = £10

£12 = [A1T
ij P1 0 0 0]

£13 = [(I − β̄)BoT
ij P1 − θ2BoT

ij P1]

£14 =
[
ᾱβ̄BτT

ij P1 θ2ᾱBτT
ij P1 θ1β̄BτT

ij P1 θ1θ2BτT
ij P1

]
£15 = [(I − β̄)BoeT

ij P1 − θ2BoeT
ij P1 0 0]

£16 =
[
ᾱβ̄BeT

ij P1 θ2ᾱBeT
ij P1 θ1β̄BeT

ij P1 θ1θ2BeT
ij P1

]
£17 =

[
BT
ωi 0 0 0

]
£18 =

[
(I − ᾱ)β̄BfT

ij P1 θ2(I − ᾱ)BfT
ij P1

−θ1β̄BfT
ij P1 − θ1θ2BfT

ij P1

]
H1 = [Inx, 0nx], H2 = [0nx, Inx]

[ht]

Θ2 =


Ξ21 Ξ22 Ξ24

∗ Ξ23 0

∗ ∗ Ξ26


Ξ21 = Φ2 + ȷ2Π

T
2 + ȷ2Π2

Ξ22 =
[
A2T

ij P2 014nx BT
ωiP2 02nx

]T
Ξ23 = −P2R

−1
2 P2

Ξ26 = diag {−ȷ2R21,−ȷ2R21,−ȷ2R22,−ȷ2R22}

Φ2 =


£19 0 0 £20

∗ £21 0 0

∗ ∗ 0 0

∗ ∗ ∗ 0


£19 = −2ζ2P2 + sym

{
P2A2

ij

}
+Q21 +Q22

£20 = P2Bωi,£21 = diag {0,−ȷ2Q22, 0, ȷ2Q21}

ȷ1 = e−ζ1h, ȷ2 = eζ2h

Πδ = [Mδ +Nδ −Nδ +Kδ −Kδ

−Mδ + Jδ − Jδ 08nx]

Ξδ4 = [Mδ Jδ Nδ Kδ]

Mδ = [MT
δ1 0 0 MT

δ4 0 0 0 0 0]T

Jδ = [0 0 0 JT
δ4 JT

δ5 0 0 0 0]T

Nδ = [NT
δ1 NT

δ2 0 0 0 0 0 0 0]T

Kδ = [0 KT
δ2 KT

δ3 0 0 0 0 0 0]T

proof :According to the above requirements,choose the

following Lyapunov-Krasovskii function as

Vδ =ηT (t)Pδη(t) +

∫ t

t−τM

ηT (s)ϑδ(s)Qδ1η(s)ds

+

∫ t

t−oM

ηT (s)ϑδ(s)Qδ2η(s)ds

+

∫ 0

−τM

∫ t

t+θ

η̇T (s)ϑδ(s)Rδ1η̇(s)dsdθ

+

∫ 0

−oM

∫ t

t+θ

η̇T (s)ϑδ(s)Rδ2η̇(s)dsdθ

(35)

where ϑ = e2(−1)δζδ(t−s), Pδ > 0, Qδ1 > 0, Qδ2 > 0,

Pδ1 > 0, Pδ2 > 0,and δ is two time periods.When δ =
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1,DoS attack does not occur,the calculation of (32) can be

obtained as follows

E
{
V̇1(t)

}
≤2ζ1V1(t) + 2ζ1η

T (t)P1η(t)

+ 2E
{
ηT (t)P1η(t)

}
+ ηT (t)(Q11 +Q12)η(t)

− ηT (t− τM )e−2ζ1hQ11η(t− τM )

− ηT (t− oM )e−2ζ1hQ12η(t− oM )

+ E
{
η̇T (t)(R11 +R12)η̇(t)

}
−
∫ t

t−τ(t)

η̇T (s)e−2ζ1hR11η̇(s)ds

−
∫ t−τ(t)

t−τM

η̇T (s)e−2ζ1hR11η̇(s)ds

−
∫ t

t−o(t)

η̇T (s)e−2ζ1hR12η̇(s)ds

−
∫ t−o(t)

t−oM

η̇T (s)e−2ζ1hR12η̇(s)ds

(36)

Since the maximum delay of event-triggering and re-

play attacks does not exceed the sampling period h, there

is 0 ≤ τM < h and 0 ≤ oM < h.Then,according to [30],

the free matrix is used to process (33).

2ςT (t)M1[η(t)− η(t− τ(t))−
∫ t

t−τ(t)

η̇(s)ds] = 0

2ςT (t)J1[η(t− τ(t))− η(t− τM )−
∫ t−τ(t)

t−τM

η̇(s)ds] = 0

2ςT (t)N1[η(t)− η(t− o(t))−
∫ t

t−o(t)

η̇(s)ds] = 0

2ςT (t)K1[η(t− o(t))− η(t− oM )−
∫ t−o(t)

t−oM

η̇(s)ds] = 0

(37)

where M1, J1, N1,and K1 are the free weighting matri-

ces,and ς(t) =
[
ηT (t) ηT (t− o(t)) ηT (t− oM )

ηT (t− τ(t)) ηT (t− τM ) eT (t− o(t)) eT (t) ωT (t)

fT (t)
]T

.Then,lemma 1 gives us the following

− 2ςT (t)M1

∫ t

t−τ(t)

η̇(s)ds

≤ −2e−2ζ1τM ςTM1

∫ t

t−τ(t)

η̇(s)ds

≤ e−2ζτM ςT (t)M1R
−1
11 M

T
1 ς(t)

(38)

+ e−2ζ1τM

∫ t

t−τ(t)

η̇T (s)R11η̇(s)ds

Combining (34) and (35),and other things as well,the

single integral term in (33) can be obtained as

−
∫ t

t−τ(t)

η̇T (s)e−2ζ1τMR11η̇(s)ds

≤ 2e−2ζ1τM [η(t)− η(t− τ(t))]

+ e−2ζ1τM ςT (t)M1R
−1
11 M

T
1 ς(t)

(39)

−
∫ t−τ(t)

t−τM

η̇T (s)e−2ζ1τMR11η̇(s)ds

≤ 2e−2ζ1τM [η(t− τ(t))− η(t− τM )]

+ e−2ζ1τM ςT (t)J1R
−1
11 J

T
1 ς(t)

(40)

−
∫ t

t−o(t)

η̇T (s)e−2ζ1oMR12η̇(s)ds

≤ 2e−2ζ1oM [η(t)− η(t− o(t))]

+ e−2ζ1oM ςT (t)N1R
−1
12 N

T
1 ς(t)

(41)

−
∫ t−o(t)

t−oM

η̇T (s)e−2ζ1oMR12η̇(s)ds

≤ 2e−2ζ1oM [η(t− o(t))− η(t− oM )]

+ e−2ζ1oM ςT (t)J1R
−1
12 J

T
1 ς(t)

(42)

In order to distinguish, the original data is used instead

of sampling time h.Then dealing with indeterminate data,

we have the following

E
{
ηT (t)P1η

T
}
= ηT (t)P1A (43)

E
{
η̇T (t)R1η̇(t)

}
= ATR1A+ θ22B

TR1B

+ θ21C
TR1C+ θ21θ

2
2D

TR1D
(44)

where

R1 = R11 +R12

A = A1
ijη(t) + Bωiω(t) + (I − ᾱ)β̄Bf

ijf(t)

+ (I − β̄)Bo
ijη(t− o(t)) + (I − β̄)Boe

ij e(t− o(t))

+ ᾱβ̄Bτ
ijη(t− τ(t)) + ᾱβ̄Be

ije(t)

B = Bo
ijη(t− o(t)) + (I − ᾱ)Bf

ijf(t)
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+ ᾱBτ
ijη(t− τ(t)) + ᾱBe

ije(t)− Boe
ij e(t− o(t))

C = −β̄Bf
ijf(t) + β̄Bτ

ijη(t− τ(t)) + β̄Be
ije(t)

D = −Bf
ijf(t) + Be

ije(t) + Bτ
ijη(t− τ(t))

According to the event-triggered (13), we can obtain

(σs − 1)eT (t)HT
1 C

TΩsCH1e(t)

+ σsη
T (t− τ(t))HT

1 C
TΩsCH1η(t− τ(t)) > 0

(45)

(σc − 1)eT (t)HT
2 ΩcH2e(t)

+ σcη
T (t− τ(t))HT

2 ΩcH2η(t− τ(t)) > 0
(46)

Based on Assumption 4 of deception attacks, we have

the following equation

(CH1(η(t− τ(t)) + e(t)))TFT
s Fs(CH1(η(t− τ(t)) + e(t)))

− fT (t)HT
1 H1f(t) ≥ 0

(47)

(H2(η(t− τ(t)) + e(t)))TFT
c Fc(H2(η(t− τ(t)) + e(t)))

− fT (t)HT
2 H2f(t) ≥ 0

(48)

By combining (33)-(45) and Schur complement lemma,it

yields

E
{
V̇1(t)

}
≤ −2ζ1V1(t) + ςT (t)Θ1ς(t)

Meanwhile, as a result of (27), the following inequality

can be finally obtained

E
{
V̇1(t)

}
≤ −2ζ1V1(t) (49)

Similarly, for δ = 2, (32) becomes

E
{
V̇2(t)

}
≤2ζ1V2(t) + 2ζ1η

T (t)P2η(t)

+ 2E
{
ηT (t)P2η(t)

}
+ ηT (t)(Q21 +Q22)η(t)

− ηT (t− τM )e−2ζ1hQ21η(t− τM )

− ηT (t− oM )e−2ζ1hQ21η(t− oM )

+ 2e2ζ2τM ςT (t)M2(η(t)− η(t− τ(t)))

(50)

+ 2e2ζ2τM ςT (t)J2(η(t− τ(t))− η(t− τM ))

+ 2e2ζ2oM ςT (t)N2(η(t)− η(t− o(t)))

+ 2e2ζ2oM ςT (t)K2(η(t− o(t))− η(t− oM ))

+ 2e2ζ2τM ςT (t)M2R
−1
21 M

T
2 ς(t)

+ 2e2ζ2τM ςT (t)J2R
−1
21 J

T
2 ς(t)

+ 2e2ζ2oM ςT (t)N2R
−1
22 N

T
2 ς(t)

+ 2e2ζ2oM ςT (t)K2R
−1
22 K

T
2 ς(t)

+ ηT (t)A2T
ij R2A2

ijη(t) + ηT (t)A2T
ij R2Bωiω(t)

+ ωT (t)BT
ωiR2A2

ijη(t) + ωT (t)BT
ωiR2Bωiω(t)

Again using the Schuer complement, (47) is converted

to

E
{
V̇2(t)

}
≤ 2ζ2V2(t) + ςT (t)Θ2ς(t)

Similarly, by using (27), we can get the final V2(t) is

E
{
V̇2(t)

}
≤ 2ζ2V2(t) (51)

Then,it can be obtained

E {V1(t)} ≤ e−2ζ1(t−ln)E {V1(l
n)} , t ∈ Ln

1

E {V2(t)} ≤ e2ζ2(t−ln−sn)E {V2(l
n + sn)} , t ∈ Ln

2

(52)

Combine (28)-(32) to obtain

E {V1(l
n)} ≤ ∂2E {V2((l

n)−)}

E {V2(l
n + sn)} ≤ ∂1e

2(ζ1+ζ2)hE {V1((l
n + sn)−)}

(53)

Then,for t = [ln, ln + sn),combining (49) ,(50),and As-

sumption 2 can be obtained

E {V1(t)}

≤ ∂2e
−2ζ1(t−ln)E

{
V2((l

n)−)
}

≤ ∂2e
−2ζ1(t−ln)e2ζ2(t−ln−1−sn−1)E

{
V2(l

n−1 − sn−1)
}

≤ ∂1∂2e
2(ζ1+ζ2)he−2ζ1smine2ζ2dmaxE

{
V1((l

n−1 − sn−1)−)
}

(54)
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...

≤ (∂1∂2)
ne2n(ζ1+ζ2)he−2nζ1smine2nζ2dmaxE {V1(0)}

For t = [ln, ln + sn),according to Assumption 3,n ≤

ℏ1+(t/ℏ2) The limitations of DoS attacks can be obtained

as follows

E {V1(t)} ≤ eν1e−ν̌tE {V1(0)} (55)

where

ν1 = ℏ1 (2(ζ1 + ζ2)h− 2ζ1smin + 2ζ2dmax + ln(∂1∂2))

ν =
1

ℏ2

(
−2(ζ1 + ζ2)h+ 2ζ1smin − 2ζ2dmax − 1

2
ln(∂1∂2)

)
Then we do the same iteration for V2(t),here ≤ ℏ1 +

(t/ℏ2) < n+ 1

E {V2(t)} ≤ 1

∂2
eν2e−ν̌tE {V1(0)} (56)

where

ν2 = (ℏ2 + 1) (2(ζ1 + ζ2)h− 2ζ1smin + 2ζ2dmax + ln(∂1∂2))

Defining M = max
{
eν1 , 1

∂2
eν2

}

E {V (t)} ≤ Me−ν̌tE {V1(0)} (57)

Based on the above analysis, we get the following for-

mula:

E {V (t)} ≥ f1 ∥η(t)∥2 , E {V1(0)} ≤ f2 ∥η0∥2h (58)

where f1 = min {λmin(Pδ)} , f2 = max {λmax(Pδ)+

hλmax(Qδ1 +Qδ2) + (h2/2)λmax(Rδ1 +Rδ2)
}

Then,combining (54) with (55),we can get

∥η(t)∥ ≤

√
Mf2
f1

e−
ν
2 t ∥η0∥h (59)

Then the stability of system (25) is based on conditions

(27)-(31).

We define Ψδ(t) = E
{
V̇δ(t)

}
+zT (t)z(t)−γ̆2ωT (t)ω(t).

According to [25],we can set Ψδ(t) < 2(−1)δζδVδ(t) is

true,then we can get the following formula:

2∑
i=1

2∑
j=1

χiχjς
T (t)Θδ

ijς(t) < 0 (60)

A relaxation matrix Sδ
i ,where

2∑
i=1

2∑
j=1

χi(ℶj −χj)S
δ
i is

introduced here to achieve the aim of relaxing the condi-

tions.

2∑
i=1

2∑
j=1

χiχjς
T (t)Θδ

ijς(t) =
1

2

2∑
i=1

2∑
j=1

χiς
T (t) [(χj − κjℶj)

(Θδ
ij +Θδ

ji −Sδ
i −Sδ

j) + ℶj(κjΘ
δ
ij + κiΘ

δ
ji − κjS

δ
i

−κiS
δ
j +Sδ

i +Sδ
j)
]
ς(t)

(61)

Combining with (28) and (29),then we can obtain

E
{
V̇δ(t)

}
− 2(−1)δζδVδ(t) + zT (t)z(t)− γ2ωT (t)ω(t) ≤ 0

(62)

So for all of the t ∈
[
0, ln+1

)
, by (51) and (52),we get

n∑
m=0

∫ ln+sn

ln
e−2ζ1(l

m−t)(E
{
V̇1(t)

}
+ 2ζ1V1(t))dt

+

n∑
m=0

∫ ln+1

ln+sn
∂2e

2ζ2(l
m+1−t)(E

{
V̇2(t)

}
+ 2ζ2V2(t))dt

=

n∑
m=0

[e2ζ1s
m

E
{
V1(l

m + sm)−
}
− E {V1(t)}

− ∂2e
2ζ2(l

m+1−lm−sm)E
{
V2(l

m + sm)−
}
+ ∂2E

{
V2(l

m+1)
}
]

≥
n∑

m=0

[(
1

∂1
e−2(ζ1+ζ2)h+2ζ1s

m

− ∂2e
2ζ2(l

m+1−lm−sm))

V2(l
m + sm)] + (V1(l

n+1)− V1(0))

(63)

Combine (61) with (62) and because of −∂2e
2ζ2dmax +

(1/∂1)e
−2(ζ1+ζ2)h+2ζ1smin > 0, then when V1(0) = 0, we

get the following
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n∑
m=0

∫ ln+sn

ln
min {1, ∂2} zT (t)z(t)dt

<

n∑
m=0

∫ ln+sn

ln
max

{
e2ζ1smax , e2ζ2dmax

}
γ2ωT (t)ω(t)dt

(64)

Furtheremore,by (63) and the definition, we hava

∫ ∞

0

zT (t)z(t) <

∫ ∞

0

γ̆2ωT (t)ω(t) (65)

where γ̆ = γ
√
γ̆1/γ̆2, γ̆1 = max

{
e2ζ1smax , e2ζ2dmax

}
,and

γ̆2 = min {1, ∂2},for system (25), H∞ performance is sta-

ble,this completes the proof.

Remark 5 :Since the dynamic system of the vhicle is

strictly followed in this paper, the range of parameters

that can be modified in the system is small. Relaxation

matrix is introduced here to make the system more stable.

Also for γ performance parameters more detailed.

Theorem 2 :System (25) has been proved stable in theo-

rem 1, then for given scalars τM , oM ,ᾱs, ᾱc, β̄s, β̄c, θs1, θc1,

θs2, θc2, ι,k, smin, dmax.If there is a positive definite matrix

,Ω̂s, Ω̂c, X1, X2, Q̂11, Q̂12, Q̂21, Q̂22, R̂11, R̂12, R̂21, andR̂22,

Âcδ
j , Ĉc

j , L̂
c
j to satisfy the controller and free matrices M̂δ, Ĵδ,

N̂δ, K̂δ, then it satisfies

Θ̂δ
ij + Θ̂δ

ji − Ŝδ
i − Ŝδ

j < 0 (66)

κjΘ̂
δ
ij + κiΘ̂

δ
ji − κjŜ

δ
i − κiŜ

δ
j + Ŝδ

i + Ŝδ
j < 0 (67)

where

Θ̂1
ij =


Θ̂1 ℜij H3

∗ −k−1ι−2I 0

∗ ∗ −kI



Θ̂1 =



Ξ̂11 Ξ12 Ξ̂13 Ξ̂14 Ξ15

∗ Ξ16 0 0 0

∗ ∗ Ξ̂17 0 0

∗ ∗ ∗ Ξ̂18 0

∗ ∗ ∗ ∗ −I



Ξ̂11 = Φ̂1 + ȷ1Π̂
T
1 + ȷ1Π̂1,Ξ16 = diag {I, I}

Ξ12 =
[
0 0 0 £T

10 0 0 £T
11 0 0

]T
Ξ̂13 =

[
£̂T

12 £̂T
13 0 £̂T

14 0 £̂T
15

£̂T
16 £̂T

17 £̂T
18

]T
Ξ15 = [X1DiH1 0 0 0 0 0 0 0 0]

T

Ξ̂17 = diag
{
−2e1X1 + e21R̂1,−2e1X1 + e21R̂1

−2e1X1 + e21R̂1,−2e1X1 + e21R̂1

}
Ξ̂18 = diag

{
−ȷ1R̂11,−ȷ1R̂11,−ȷ1R̂12,−ȷ1R̂12

}

Φ̂1 =



£̂1 £̂2 £̂3 £̂4 £̂5

∗ £̂6 0 0 0

∗ ∗ £̂7 0 0

∗ ∗ ∗ £8 0

∗ ∗ ∗ ∗ £9


£̂1 = 2ζ1X1 + sym

{
Â1

ij

}
+ Q̂11 + Q̂12

£2 =
[
(I − β̄)B̂o

ij 0 ᾱβ̄B̂τ
ij 0

]
£3 =

[
(I − β̄)B̂oe

ij ᾱβ̄B̂e
ij

]
£4 = B̂ωi,£5 = (I − ᾱ)β̄B̂f

ij

£6 = diag
{
σsH

T
1 C

T Ω̂sCH1 + σcH
T
2 Ω̂cH2,−ȷ1Q̂12,

σsH
T
1 C

T Ω̂sCH1 + σcH
T
2 Ω̂cH2,−ȷ1Q̂11

}
£7 = diag

{
(σs − 1)HT

1 C
T Ω̂sCH1 + (σc − 1)HT

2 Ω̂cH2,

(σs − 1)HT
1 C

T Ω̂sCH1 + (σc − 1)HT
2 Ω̂cH2

}
£8 = −γ2I,£9 = diag

{
−HT

1 H1 −HT
2 H2

}
£11 = [FT

s CTHT
1 FT

c HT
2 ],£11 = £10

£12 = [Â1T
ij 0 0 0]

£13 = [(I − β̄)B̂oT
ij − θ2B̂oT

ij ]

£14 =
[
ᾱβ̄B̂τT

ij θ2ᾱB̂τT
ij θ1β̄B̂τT

ij θ1θ2B̂τT
ij

]
£15 = [(I − β̄)B̂oeT

ij − θ2B̂oeT
ij 0 0]

£16 =
[
ᾱβ̄B̂eT

ij θ2ᾱB̂eT
ij θ1β̄B̂eT

ij θ1θ2B̂eT
ij

]
£17 =

[
B̂T
ωi 0 0 0

]
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£18 =
[
(I − ᾱ)β̄B̂fT

ij θ2(I − ᾱ)B̂fT
ij

−θ1β̄B̂fT
ij − θ1θ2B̂fT

ij

]
H1 = [Inx, 0nx], H2 = [0nx, Inx]

H3 = [0 0 0 I 0 0 I 026nx]

ℜ = [ᾱβ̄B̂∆T
ij 020nx ᾱβ̄B̂∆T

ij θ2ᾱB̂∆T
ij θ1β̄B̂∆T

ij

θ1θ2B̂∆T
ij 010nx]

Θ̂2
ij = Θ̂2

Θ̂2 =


Ξ̂21 Ξ̂22 Ξ̂24 Ξ25

∗ Ξ̂23 0 0

∗ ∗ Ξ̂26 0

∗ ∗ ∗ −I


Ξ̂21 = Φ̂2 + ȷ2Π̂

T
2 + ȷ2Π̂2

Ξ̂22 =
[
Â2

ij 014nx
ˆ̂Bωi 02nx

]T
Ξ̂23 = −2e2X2 + e22R̂2,Ξ25 = Ξ15

Ξ̂26 = diag
{
−ȷ2R̂21,−ȷ2R̂21,−ȷ2R̂22,−ȷ2R̂22

}

Φ2 =


£̂19 0 0 £̂20

∗ £̂21 0 0

∗ ∗ 0 0

∗ ∗ ∗ 0


£19 = −2ζ2X2 + sym

{
Â2

ij

}
+ Q̂21 + Q̂22

£20 =
ˆ̂Bωi,£21 = diag

{
0,−ȷ2Q̂22, 0, ȷ2Q̂21

}
ȷ1 = e−ζ1h, ȷ2 = eζ2h

Π̂δ =
[
M̂δ + N̂δ − N̂δ + K̂δ − K̂δ

−M̂δ + Ĵδ − Ĵδ 08nx

]
Ξ̂δ4 =

[
M̂δ Ĵδ N̂δ K̂δ

]
M̂δ = [M̂T

δ1 0 0 M̂T
δ4 0 0 0 0 0]T

Ĵδ = [0 0 0 ĴT
δ4 ĴT

δ5 0 0 0 0]T

N̂δ = [N̂T
δ1 N̂T

δ2 0 0 0 0 0 0 0]T

K̂δ = [0 K̂T
δ2 K̂T

δ3 0 0 0 0 0 0]T

Âij
1 =

 AiX̌1 0

0 Âc1
j

 , Âij
2 =

 AiX̌2 0

0 Âc2
j

 ,

B̂o
ij =

 0 B1iĈ
c
j

L̂c
jC 0

 ,

∆ =

 0 ∆g

∆f 0

 , B̂∆
ij = B̂o

ij = B̂oe
ij = B̂f

ij = B̂τ
ij = B̂e

ij ,

B̂ωi =

 B2iX̌1

0

 ,
ˆ̂Bωi =

 B2iX̌2

0


Then the controller is obtained as

Âc1
j = Ac1

j X̌1, Â
c2
j = Ac2

j X̌2, Ĉ
c
j = Cc

j X̌1

L̂c
j = Lc

jX̌1, Ω̂s = X̌T
1 ΩsX̌1, Ω̂c = X̌T

1 ΩcX̌1

proof :By definingXδ = P−1
δ ,and since the system coef-

ficient needs to be subdivided, thenXδ =

 X̌δ 0

0 X̌δ

,pre-
and post-multiplying both side (30) and (31) by T = diag {

X1, X1, X1, X1, X1, X1, X1, I,X1, I, I,X1, X1, X1, X1, I, I,

I, I, I}.Then there is Âc1
j = Ac1

j X̌1, Â
c2
j = Ac2

j X̌2, Ĉ
c
j =

Cc
j X̌1, L̂

c
j = Lc

jX̌1, Ω̂s = X̌T
1 ΩsX̌1, Ω̂c = X̌T

1 ΩcX̌1,For

Qδ,and Rδ, after performing the contract transformation,

define Q̂11 = XT
1 Q11X1, Q̂12 = XT

1 Q12X1, Q̂21 = XT
2 Q21X2

, Q̂22 = XT
2 Q22X2, R̂11 = XT

1 R11X1, R̂12 = XT
1 R12X1, R̂21

= XT
1 R21X1, R̂22 = XT

1 R22X1.

Due to quantification exists in the absence of DoS at-

tack time, we get the following inequation with lemma 2

TΘ1
ijT = Θ̂1 + sym

{
ℜT∆H3

}
< 0 (68)

where

H3 = [0 0 0 I 0 0 I 026nx]

ℜ = [ᾱβ̄B̂∆T
ij 020nx ᾱβ̄B̂∆T

ij θ2ᾱB̂∆T
ij θ1β̄B̂∆T

ij

θ1θ2B̂∆T
ij 010nx]

Then according to [26], and because of δ ∈ [−ι, ι], there

exists a constant k > 0, so that there is the following

sym
{
ℜT∆H3

}
≤ kι2ℜTℜ+ k−1HT

3 H3 (69)
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And then using Schur complement, then (68) can be

rewritten as


Θ̂1 ℜij H3

∗ −k−1ι−2I 0

∗ ∗ −kI

 (70)

Remark 6 :Because of the property of quantization, it

has an upper bound and a lower bound, which is used to

adjust the accuracy of data transmission. So when you

solve it, you can transform the variable to a fixed value

by scaling it up.(68) refers to the amplification method in

[26].

4. Simulations

This paper is based on the dynamics of vehicle, given

the system, then the simulation is based on the vehicel

given in the previous matlab simulation experiment, in

order to illustrate the effectiveness of the designed output-

feedback controller.

In the actual process, the general physical parameters

of the vehicle is m = 1500kg, lf = 1.156m, lr = 1.569m,

the turning stiffness of the car can be positive or negative,

here set as a positive constant Cαf = 87000N/rad, Cαr =

45000N/rad, the vehicle yaw inertia distance Iz = 4500kg ·

m2, under normal circumstances, the vehicle yaw speed is

not big, so you can set lp = 0.4vx, vx min = 5m/s, vx max =

16m/s.

For general parameters, the parameters in the text are

defined so that ᾱs = 0.2, ᾱc = 0.2, β̄s = 0.3, β̄c = 0.3,

then θs1 = θc1 = 0.16, θs2 = θc2 = 0.21. Set event trig-

gering parameters h = 0.05, σs = 0.5, σc = 0.05, and then

we have ζ1 = 0.3, ζ2 = 0.4, ∂1 = 1.23, ∂2 = 1.06, smax =

40h, smin = 21h, dmax = 5h, ι = 0.784,k = 15, γ = 1,and

finally, the coefficients of the relaxation matrix κ1 = 0.7, κ2 =

0.9 to ensure χj − κjℶj > 0,then set the matrix of decep-

tion attacks upper limit Fs = diag {3, 2, 1} ,Fs = diag {1, 1, 2, 1}.So

in order to solve theorem 2, the event trigger and controller

gain are calculated as follows

Ωs =


−26.7412 7.2710 4.0160

−1.7271 −6.1256 −1.2894

−5.8668 1.3119 −26.5708



Ωs =


7.9234 1.5554 −5.1465 −1.1933

−4.8614 9.8926 −2.3027 −7.5311

4.9984 2.3003 0.0116 7.3888

−1.4566 8.3020 −7.4043 8.8125



Ac1
1 =


−1.3890 0.6251 0.8055 0.0050

0.6251 −1.5432 5.8555 0.0996

8.0546 5.8555 −1.4325 0.0050

0.0050 9.9592 0.0555 −1.5432



Ac2
1 =


−1.5380 0.6239 8.0389 0.0050

0.6239 −1.5380 5.8234 9.9109

8.0393 5.8941 −1.5380 0.0045

0.0023 9.9109 0.0032 −1.5380



Ac1
2 =


−9.5788 3.6859 −7.0714 2.8775

3.6886 −64.3949 5.7497 5.8862

−7.0717 5.7496 −14.0720 −0.0015

2.8776 5.8861 −0.0015 −14.1340



Ac2
2 =


−5.0459 0.0016 −1.8510 7.1262

0.0016 −25.02722 1.9712 2.0820

−1.8509 1.9712 −55.4083 0.0028

7.1260 2.0820 0.0028 −55.2788



Cc
1 =

[
4.3217 5.0016 −3.5669 3.3349

]
Cc

2 =
[
3.9020 4.6024 −3.7504 3.8504

]

Lc
1 =


4.0973 −4.1144 −9.8664

4.4914 −8.3367 −6.6930

−3.1851 −8.3367 4.7437

3.1346 −6.3353 1.5748



Lc
2 =


2.1998 −3.1449 −8.2809

4.1285 −5.9593 −1.2711

−3.3094 −4.7967 1.1038

7.4055 −9.6537 1.0948


16
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So next, for the simulation, we choose the initial states

x(0) = [0, 1, 0, 1]T and xc(0) = [0, 0, 0, 1]T , and then set

the external simple disturbance to ω(t) = 0.08sin(2πt).

And by combining with Carsim-Simulink, we get from sen-

sor to controller

(a)

(b)

(c)

Figure 4: The three figures are lateral offset, yaw angle and yaw rate

respectively, which are the measured values of the vehicle’s state

response in the sensor in the Carsim.

Select the output in the Carsim as Sliding angle beta

vehicle, Yaw rate (body-fixed) vehicle and Lateral offset,

objec. Then select the simple corner in the 3D road, and

the final three measurements are Fig. 4.As the road is ir-

regular and the actual situation of the car, so the overall

appearance is not regular. That’s exactly what’s needed.In

Fig. 5, when the mixed attack is considered, the non-

response in the DoS attack in C-A is shown. At the same

time, after experiencing deception attacks and replay at-

tacks, the control input u(t).After AETM in S-C, the re-

lease moment and release interval are shown in Fig. 6. It

Figure 5: Control input u(t) to the vehicle under hybrid attack.

Figure 6: Release instants and release intervals of AETM in S-C

channel.

can be seen that the data is greatly reduced through quan-

tization and then event triggering, which greatly reduces

the burden of the channel. It makes the transmission more

efficient.

And then, the controller goes into the channel of the

actuator, after quantization by the quantizers, and then

the trigger coefficient σc is set as 0.05. After event trigger-

ing, the channel burden is further reduced. After hybrid

attack.

The state response of the output feedback controller is

shown as Fig. 7. It can be seen that it fluctuates greatly

in the early stage and gradually fluctuates around 0 point

later.After passing through the S-C channel, the input to

the controller as shown in Fig. 8, transmission is blocked in

the event of attacks. In the C-A channel, Fig. 9 represents
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Figure 7: State responses xc1 − xc4 of the controller.

the release moment and release interval, and the number

of triggers is 27.

Table 2: Number of transmissions under different ET

Method S-C C-A
S-C C-A

transmission transmission

AETS σs = 0.5, σc = 0.05 35 27 17.5% 13.5%

ETS σs = σc = 0.5 30 17 15% 8.5%

ETS σs = σc = 0.05 53 46 26.5% 23%

Table 3: Transimissions rate of different sample time

with σs = σc = 0.5

Sample time 0.01 0.05 0.1 0.2 0.3

Total times 62 47 38 30 27

Transimiision rate 31% 23.5% 19% 15% 13.5%

With the same sampling time, it can be seen from

Table 2 that AETS has more data transfer than ETS

with a transfer rate of 17.5% and 13.5%. Compared with

σs = σ = 0.05 in ET, the transmission rate is lower and

the channel is more saved.Therefore, ATETS has higher

efficiency.As shown in Table 3, under the same trigger co-

efficient, the longer the sampling time, the lower the trans-

mission rate. Thus, in the simulation, the system still fol-

lows stability even under hybrid attack.The system uses

quantizers and AETS to make the channel transmission

more efficient and more stable under hybrid attack.

(a)

(b)

(c)

Figure 8: Controller input y1 − y3 after quantizers, event triggers,

and hybrid attacks.
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Figure 9: Release instants and release intervals of AETM in C-A

channel.

5. Conclusion

In this paper, the lateral Angle control problem of ve-

hicle in nonlinear dynamic system is studied. In the mixed

case of three attacks, there will be strong instability, using

the new output feedback controller, as well as two band-

width saving schemes, make the dual channel stable, make

the whole system stable. One is Resilient Asynchronous

Event-Triggered Schemes, and the other is a pair of quan-

tizers. Using the actual situation of the vehicle can be col-

lected to achieve vehicle control. The simulation results

show that accurate road tracking and vehicle stability can

be achieved in the case of external interference and hybrid

network attack. In combination with the study in this pa-

per, further studies can be made on the control of more

complex road conditions such as longitudinal and trans-

verse vehicle, steep road and slope. And since the point of

attack is the channel, the actual attack is more uncertain,

and also a subsequent direction.
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