Cyber Threat Intelligence : Current
Trends and Future Perspectives

Abstract:

Many organizations are continually put in danger by sophisticated and malevolent cyber attacks
in today's rapidly developing threat landscape, which is evolving at a rapid rate. Cybercriminals,
who are more skilled, more organized, and have more financial resources than in the past. Cyber
Threat Intelligence, abbreviated as CTI, has emerged as a popular topic and is now being
considered by many organizations as a potential solution to the growing number of cyber attacks.
The purpose of this work is to conduct a literature review on the previous research that has been
done on CTI. The most fundamental question about what CTI is investigated through the process
of doing a literature study. This is done by contrasting several definitions in order to identify
areas of agreement and disagreement. It has been discovered that neither the organization nor the
suppliers have a comprehensive grasp of the information that is deemed to be CTI; hence, further
study is required in order to define CTI. This article also listed existing CTI products and
services, including as threat intelligence data feeds, threat intelligence standards, and tools that
are being utilized in CTI. This study outlines four research issues in cyber threat intelligence and
assesses contemporary work carried out in each of those areas. These difficulties were
determined based on an assessment of the CTI definition, standards, and technologies. When an
organization is inundated with a massive amount of threat data, the need for trained threat data
analysts who are able to fully utilize CTI and transform the data into actionable information
becomes more vital than it has ever been before. The problem of poor data quality is not a recent
development; nonetheless, because to the increasing use of CTI, further study in this field is
required.
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machine learning.

1) Introduction:



There has been an extraordinary growth in the number of cyber attacks, which have progressed
and gotten more sophisticated as a result of the introduction of the Internet of things (IoT). In
today's world, adversaries launch attacks on their victims utilizing a diverse arsenal of methods
and strategies, with goals that might range from the theft of sensitive information to the
destruction of data to the pursuit of financial gain. Understanding the attacker has become both
more difficult and more crucial as a result of the fact that this knowledge, once it has been
converted into information that can be used, may be applied to the process of automatically
adapting network defenses to better defend the network from potential threats[1, 2]. The primary
focus of cyber-threat intelligence, also known as CTI, is on an adversary's capabilities,
objectives, and goals, as well as the methods by which these may be accomplished. Intelligence
is the information and knowledge that is obtained about an enemy by observation and analysis;
intelligence is not simply data, but the product of an analysis and it must be actionable to fulfill
the demands of contemporary defensive systems that have to deal with and respond to cyber-
attacks. Indicators, which are system artifacts or observables connected with an attack, security
warnings, incident reports, and threat intelligence, are some examples of CTI. CTI also include
any additional pertinent information about recommended (or susceptible) security tool setups[2-
4] .

The effective dissemination of CTI is essential to the processes of cyber-threat detection and
prevention because it makes it possible to construct multi-layer automated tools with highly
developed and efficient defensive capabilities that continuously analyze the vast amounts of
heterogeneous CTI related to the tactics, techniques, and procedures (TTPs) of attackers,
indicators of ongoing incidents, etc. [5-7]. Standardized and structured representations of CTI are
necessary in order to permit a level of interoperability that is satisfactory across the many
stakeholders[7]. This is because there are numerous architectures, products, and systems that are
being utilized as sources of data for information sharing methods. In light of this, considerable
efforts have been made over the course of the past decade to standardize the data formats and
exchange protocols related to CTI. These efforts have included recent efforts aimed at promoting
the CTI for "things" [8]; the initiative making security measurable (MSM) constitutes the most
prominent effort towards improving CTI sharing among the various stakeholders [9, 10].
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Figure 1 Cyber threat intelligence

1.1.Why Threat Intelligence?

The gathering and analysis of threat intelligence is an essential component of any ecosystem
devoted to cyber security. A cyber threat intelligence program, sometimes abbreviated as CTI at
times, can do the following [11]:

e Data loss may be avoided if an organization implements a well-structured CTI program
that allows for the detection of cyber threats and the prevention of data breaches that
result in the release of sensitive information [12].

e Give instructions on how to take precautions for safety: CTI is able to recognize and
analyze threats, which allows it to spot patterns that hackers employ and assist enterprises
in the implementation of security measures to protect themselves from future assaults
[13].

¢ Notify others around you: Hackers continue to improve their skills every day. Experts in
cyber security often discuss the strategies they have observed with other members of their



community in order to build a collective knowledge base that may be used to combat
online criminal activity [14].
1.2.Types of Cyber threat Intelligence:

Threat information in the field of cyber security is frequently organized into these three

categories: strategic, tactical, and operational. Let's take each of these in turn and look at it:
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Figure 2 CTI types represented

1.2.1. Information on the strategic threats:

This is often a high-level study that is aimed for audiences that are not technically oriented, such
as the board of directors of a firm or organization. It explores larger business decisions that may
be impacted by cyber security issues, as well as overarching trends and motives, in this area, and
tackles those issues as well. Reports from the media, white papers, and research are examples of
open sources that are frequently used as the foundation for strategic threat information. This

implies that anybody may access these sources [15].
1.2.2. Intelligence on the tactical threats:

This is geared at an audience with a higher level of technical expertise and focuses on the very
near future. It detects straightforward indications of compromise, or 10Cs, which grants IT teams



the ability to hunt down and eradicate certain dangers that are present within a network. 10Cs
can be things like bad IP addresses, known malicious domain names, unexpected traffic, red
flags for logging in, or an increase in the number of file and download requests. The generation
of tactical intelligence is typically accomplished via the use of automation since it is the kind of
intelligence with the lowest learning curve. As a result of the rapid obsolescence of many 10Cs,
its typical lifespan is rather brief [16].

1.2.3. Intelligence about operational threats:

There is always a "who,"” "why,"” and "how" lurking in the shadows of a cyber assault. By
analyzing previous cyber assaults and generating judgments about their intentions, timing, and
level of complexity, operational threat intelligence is intended to provide answers to these issues.
Intelligence on operational threats has a longer lifespan and demands a greater investment of
resources than intelligence on tactical threats. This is due to the fact that cyber attackers are
unable to alter their strategies, methods, and procedures (also known as TTPs) as readily as they

are able to change their tools, such as a particular strain of malicious software [17].
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2) Life Cycle Of Threat Intelligence In Cyberspace

When discussing threat intelligence, professionals in the field of cyber security frequently refer
to the idea of a lifecycle. A typical example of a cyber threat lifecycle would involve these
stages: direction, collection, processing, analysis, dissemination, and feedback [18].
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Figure 4 Life cycle of CTI

2.1.Phase 1: Providing Guidance

During this stage of the process, the primary focus is on the goal-setting for the threat
intelligence program. It may include the following [19]:

e Having a clear understanding of which components of the organisation require protection
and maybe developing a priority ranking for those aspects.
e |dentifying the types of threat intelligence that are required by the company in order to
safeguard assets and react appropriately to attacks.
e Having an understanding of the effects a cyber breach may have on an enterprise.
2.2.Phase 2: The Collection Stage [20]



During this phase, we will be collecting data to support the goals and objectives that were
established in the previous phase. Data quantity and quality are both crucial to avoid missing
severe threat events or being misled by false positives. In this phase, organisations need to
identify their data sources — this might include:

e Metadata from internal networks and security devices
e Threat data feeds from credible cyber security organizations
e Interviews with informed stakeholders
e Open source news sites and blogs
2.3.Phase 3: Processing[21]

All the data which has been collected needs to be turned into a format that the organization can
use. Different data collection methods will require various means of processing. For example,

data from human interviews may need to be fact-checked and cross-checked against other data.
2.4.Phase 4: Analysis[22]

Once the data has been processed into a usable format, it needs to be analyzed. Analysis is the
process of turning information into intelligence that can guide organizational decisions. These
decisions might include whether to increase investment in security resources, whether to
investigate a particular threat or set of threats, what actions need to be taken to block an
immediate threat, what threat intelligence tools are needed, and so on.

2.5.Phase 5: Dissemination[22]

Once analysis has been carried out, the key recommendations and conclusions need to be
circulated to relevant stakeholders within the organization. Different teams within the
organization will have different needs. To disseminate intelligence effectively, it’s worth asking

what intelligence each audience needs, in what format, and how often.
2.6.Phase 6: Feedback[23]

Feedback from stakeholders will help improve the threat intelligence program, ensuring that it
reflects the requirements and objectives of each group.The term ‘lifecycle’ highlights the fact



that threat intelligence is not a linear, one-off process. Instead, it’s a circular and iterative process

that organizations use for continuous improvement.
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Figure 5 Components REQUIRED TO BUILD CTI Platform

3) Sources from CTI

In this part, a number of CTI sources that have been investigated are presented. These CTI
sources can be classified as internal, externally supplied observables or feeds, or externally open-
source intelligence [24-27]. It is essential to emphasise that the investigation of CTls was carried
out by installing and making use of the tools that were supplied by the manufacturers, in addition
to reading and studying the documentation that was provided by those manufacturers and a
variety of other internet resources.

4) Need of CTI:

The use of certain security tools allows for the automatic identification and mitigation of certain
risks. Human security and IT teams are responsible for dealing with threats that are either more
severe or more elusive. These teams need to triage the risks, study how the dangers operate, and
figure out how to avoid them [28].These two use scenarios are made possible by the CTI system:



e The Cyber Threat Intelligence Centre (CTI) offers data to cyber security technologies in
order to assist those tools in better understanding the dangers that require attention as
well as the strategies, methods, and procedures (TTP) that may be utilized to mitigate
such threats [29].

e CTI makes available knowledge that can assist security analysts and IT operations teams
in the development of security strategies and the swift implementation of such plans in

order to defend networks from serious attacks [30].
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Figure 6 Steps to make CTI platforms

When companies make investments in cyber threat intelligence, they have access to a database of
risks that provides detailed information on a variety of dangers in technical form. The security
posture of the organization may be significantly strengthened by granting access to this
information to either the security staff or automated systems. CTI stands for computer-to-
computer intelligence and is operational intelligence that offers analysts and security systems
actionable insights [31, 32].An efficient CTI system draws a separate line between the gathering

of threat data and the gathering of threat intelligence:



The gathering of information about cyber threats results in the production of raw data, which is
of little use unless it is analyzed and organized in a manner that can be used for conducting
security investigations [33, 34].

The collecting of data is the foundation for cyber threat intelligence, which then gives data that
may be utilized to identify, stop, and mitigate attacks. It does this by employing analysis to
create operational intelligence from raw security data, which includes information such as the
sorts of attacks that may be impending, vulnerabilities in the network, the identification of threat
actors, and the underlying cause of each threat [35, 36].

5) Current status of CTI:

Artificial intelligence (Al) and machine learning (ML) are examples of some of the more cutting-
edge technology that CTI has used as it has transitioned from its more conventional, manual data
processing methods to these more cutting-edge technologies. Despite this, CTI continues to
confront a number of obstacles and constraints, including a lack of data standardization and
difficulties in accurately assessing the authenticity of sources. CTI analysts should work on
having a better understanding of the available data sources and implementing a consistent data
collecting and analysis approach in order to handle these problems. These should be the primary
areas of their attention[37, 38].
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5.1.Challenges:

There are other important components for efficient network security, such as firewalls and
antivirus software, in addition to these two mainstays. Continuous detection and reaction are
obligatory, and they must work hand in hand with real-time threat intelligence that is kept up to
date at all times. In most cases, this falls outside the jurisdiction of an organization's own IT
departments and security staff. As a result, the organization will need to hire external analysts or
reaction teams that are outsourced [39, 40].
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The implementation and upkeep of data collecting technology specifically targeted for
businesses is an expensive venture. When it comes to the gathering and analysis of internal data,
security information and event management (SIEM) systems are widely utilized. These systems
are designed to collect and aggregate data from all different parts of an organization. However,
establishing one's own threat intelligence solution might be tough for those who are not
professionals in the topic. The centralization of this data is vital to the analysis of risks. Because
of this, the majority of businesses choose to include threat intelligence platforms rather than
constructing their own solutions based on data received from SIEMs or other independent
sources of threat intelligence feeds. This is because incorporating these platforms is much
simpler [41-45].

6) Future Perspectives:

Predictive analytics and automation are among the more cutting-edge techniques and
technologies that are anticipated to be used in CT1 in the future. In order to give a more complete
picture of the threat landscape, CTI is also anticipated to be more closely connected with other

security technologies, such as security information and event management (SIEM) systems.



Future developments in new technologies like block chain and quantum computing will also
have a big influence on CTI[46-51].

6.1.Zero Trust:

A security approach known as "Zero Trust™ operates under the premise that all network traffic,
whether internal and external, is potentially hazardous and should not be implicitly trusted.
Instead, before granting access, each request for access to a resource must be rigorously vetted,
authorized, and confirmed. This strategy tries to lessen the risk of data breaches and other cyber
risks by reducing the attack surface[52, 53]. The corporate sector is seeing an increase in
popularity of this strategy. Organizations may make sure they have access to the most recent
information about newly emerging vulnerabilities and can take preventative actions to mitigate
such dangers by incorporating CTI into a Zero Trust security strategy. Before they do serious
harm, CTI may assist organizations in identifying and responding to efforts at credential theft,
data breaches, and other malicious actions. For instance, if a company receives a CTI| warning on
a brand-new malware variant that targets a particular application, it may act promptly to reduce
the risk by patching vulnerabilities or revising security procedures. Similar to this, if a data
breach occurs, an organization can utilize CTI to immediately assess the size and severity of the
breach and take the necessary steps to limit the damage[54, 55]. According to the greatest threats
to an organization's assets and activities, CTl may assist organizations in identifying and
prioritizing security initiatives. This can assist businesses in making better informed choices

about how to manage risks and where to deploy their resources[56, 57].
6.2.Governance, social, and environmental issues

Companies now recognize the value of environmental, social, and governance (ESG)
considerations in their day-to-day operations. Investors and other stakeholders assess a
company's impact on the environment, society, and corporate governance using a set of criteria
known as ESG. Companies are increasingly focusing on their cyber security posture as one of the
ESG elements.By assisting in the identification and mitigation of cyber risks that may have an
impact on a company's operations, cyber threat intelligence (CTI) may significantly contribute to
the achievement of a company's ESG goals[58, 59]. A cyber assault on a business's

infrastructure, for instance, may cause a data breach that exposes private customer information



and causes financial loss and reputational harm. By undermining consumer confidence in the
business and affecting its clients, this can have a severe effect on the environment and society.
Here is yet another instance. CTI can be used to keep an eye on phishing or brand abuse websites
that utilise a company's name to sell fake items or steal consumer information. This kind of cyber
assault might impair a company's reputation and erode consumer confidence in its brand, which

would be detrimental to the company's ESG objectives[60-66].

Businesses may safeguard their consumers' data and privacy and uphold their reputation as
ethical business leaders by utilizing CTI to monitor for brand misuse sites, phishing sites, and
other cyber dangers[67-71].

6.3.The Need For Competent Analysts Is Still Present.

Additionally, the value of competent analysts for CTI cannot be emphasized. Although
automated data gathering and analysis are now possible because to cutting-edge technologies like
Al and ML, the human factor is still very important in CTI. High-quality analysts bring a variety
of abilities and experiences to CTI, including the ability to comprehend and analyze complicated
data, spot trends and anomalies, and provide insights that can be put to use. Additionally,
analysts with a variety of experiences and viewpoints may offer a more thorough picture of the
threat environment, including new threats and attack strategies[72-74].

Additionally, top-notch analysts can contextualize and make threat intelligence relevant while
also adjusting it to the unique requirements of an organization. They may collaborate closely
with internal stakeholders to comprehend the particular dangers and difficulties the organization
faces and to create tailored threat intelligence and actionable advice[75-77].

6.4.Cyber threat intelligence is used

In terms of business and national security, CTI is essential. To assist organizations in preventing
and addressing prospective and existing attacks, CTIl may offer insights on the most recent
malware/threat actor trends, threat environments, vulnerabilities, attack surfaces, and data
breaches. Additionally, CTI may be extremely useful in assisting organizations in
comprehending the wider social and environmental effects of cyber threats. CTI, for instance,

may offer insightful information on the growth of the dark web and telegram as cybercrime



enabling markets, as well as assist organizations in better understanding the dangers posed by
these threats[78, 79].

6.5.Account Takeover Monitoring

Monitoring for account takeover involves looking for evidence of online leakage of a company's
or an employee's login and password. This monitoring is crucial because hackers commonly use
stolen or leaked credentials to gain unauthorized access to corporate resources and data. A
successful cyber assault, such as phishing attacks, data theft, or other harmful actions, may be
carried out considerably more easily if an attacker has access to a legitimate set of
credentials. The recent LAPSU$ hacking event is a perfect illustration of the need of monitoring
credential leaks. By using a sizable database of stolen credentials in this instance, the hackers

were able to access sensitive data and private information of significant organizations[80].

Organizations can use a range of tools and procedures to check for credential leakage. To find
any compromised accounts within their organization, they may, for instance, subscribe to threat
intelligence feeds that give information on previous data breaches and leaks. Organizations can
also employ automated tools to search the web and dark web for references of their brand or
domain as well as any related login information, such as email addresses and
passwords.Organizations must make sure they have an accurate inventory of all of their systems
and applications, along with the user accounts and credentials that go with them. They should
also make sure that staff members receive frequent training on the value of password hygiene
and the dangers of credential leaking[81].

e There are numerous measures organizations may take to integrate credential leakage

monitoring into a business environment:

e Determine the domains and email accounts the company uses to operate its online
services and establish accounts.
e Utilize a credential monitoring service to systematically search the web for credentials

that are exposed and that match the organization's email addresses and domains.



e Set up alerts such that they will warn security staff when matches are discovered,
allowing them to take prompt action to thwart threats.

e All accounts should use two-factor authentication (2FA) to offer an extra layer of
protection on top of passwords.

e Employees should receive training on how to manage and create secure, unique

passwords.

Organizations may considerably lower the risk of credential-based attacks by proactively
monitoring for credential leaks and deploying security solutions like MFA (Multifactor
Authentication). It's critical to keep in mind that monitoring credential leakage is only one
component of an all-encompassing cyber security program and should be used in conjunction
with other security measures like routine vulnerability scanning, employee training, and incident
response planning to make sure the company is adequately protected against cyber threats[82-
86].

6.6.Management of the attack surface (ASM)

ASM, or attack surface management, is yet another crucial area where CTI may contribute. ASM
entails locating and keeping an eye on a company's digital attack surface, which includes all
applications, systems, and data that might be attacked. Such as credential leaks, current 1-day or
0-day vulnerabilities and in-the-wild vulnerabilities discovered from recent occurrences, CTI can
offer insightful information about possible vulnerabilities in an organization's attack surface.
Organizations may more effectively identify their potential weaknesses and threats by integrating
ASM into CTI[87-89].

6.7.VINT + ATOM Attack Surface Management

Organizations may discover possible holes in their digital attack surface and priorities their
remediation efforts depending on the risk level of each vulnerability by combining ASM and
vulnerability intelligence. This can assist businesses in better managing their cyber security risk
and ensuring the protection of their most important assets.An organization's security posture may
be further improved by integrating Account Takeover Monitoring (ATOM) services with ASM
and vulnerability intelligence. Organizations can be made aware of compromised credentials by
using ATOM services, which can be used to access sensitive systems and data without



authorization. Organizations may proactively monitor their online attack surface for indications
of account takeover and swiftly fix any discovered vulnerabilities or compromised accounts by
combining ATOM services with ASM and Vulnerability Intelligence[90-93].

Regarding conventional ASM services, it depends on the particular service and its features.
While some conventional ASM services could have capabilities comparable to ASM and
Vulnerability Intelligence, others might have a broader scope or be less proficient at spotting
possible vulnerabilities. The ideal strategy will ultimately rely on the unique demands and risk
profile of each organization. The management of a company's cyber security risk may be
approached more thoroughly and proactively by combining ASM, Vulnerability Intelligence, and
ATOM services[94-96].

A thorough cyber security program must incorporate Attack Surface Management and Account
Takeover Monitoring. But for these to be effective, full visibility into possible attack vectors,
including covert channels like the dark web, Telegram, Discord, and others, is crucial. Threat
actors frequently discuss and share information about possible targets, weaknesses, and attacks
through these channels. Organizations can learn important information about new threats and
possible weaknesses in their own attack surface by keeping an eye on these channels.However,
because they are frequently heavily encrypted and tricky to access, monitoring these channels
may be difficult. Here is when the value of data visibility is put to use.The term "data visibility"
describes the capacity to observe and comprehend all of the data moving across the networks and
systems of an organization. Internal and external data sources, including social media, the dark
web, and other covert routes, are included in this. Organizations can uncover possible risks and
vulnerabilities before attackers may take advantage of them by having total access into these
sources[97-102].

Conclusions:

CTI is essential to every cyber security program. CTI helps organizations detect and respond to
cyber attacks by revealing new threats and vulnerabilities. CTI has progressed from human data
analysis to Al and machine learning.CTI continues struggles with data standardization and
source reliability, despite its advances. Organizations must invest in skilled analysts with various

skills and expertise to deliver comprehensive, relevant, and actionable threat intelligence to solve



these obstacles.To better understand the threat landscape, CTI is planned to interface with other
security solutions like security information and event management (SIEM) systems.Attack
Surface Management (ASM) in CTI can assist organizations identify vulnerabilities and threats.
ATOM services also warn organizations about compromised credentials, which may be exploited
to access vital systems and data. Organizations can monitor their digital attack surface for
account takeover and promptly fix vulnerabilities and compromised accounts by combining
ATOM services with ASM and Vulnerability Intelligence. Threat Intelligence may also detect
risks and vulnerabilities using a variety of data sources, sophisticated analytics, and machine

learning.
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