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Streaming Data Processing

ABSTRACT

Aims: The data which is continuously being produced by hundreds of thousands of data
sources is recognized as streamed data. The data which is processed via this kind of source
is relatively smaller in size and is being sent at the same time it is generated.

Study design:In streaming data, the data range is so wide like the telemetry from
interconnected devices or other such forms of data with the inclusion of certain web
applications. This information should be handled consecutively and steadily on a record-by-
record premise or throughout sliding time windows and utilized for a wide assortment of
examinations including relationships, totals, separating, and inspecting.

Place and Duration of Study:Service usage (for metering and billing), server activity,
website clicks, and the geo-location of devices, people, and physical goods are just a few of
the many aspects of a company's business and customer activity that can be seen through
this type of analysis. It also enables companies to respond quickly to new arising situations.
Methodology:The research methodologyis used for the current research work is the
gualitative method through which the research studies of a similar domain are studied
thoroughly. It has been analyzed that the specified changes in the large volumes of data can
better be managed through stream data processing.

Results:The flaws of batch data processing are better dealt with through the usage of
streaming data processing agenda. Real-time monitoring as well as response functionality
are the keys to success in the given method of data processing.

Conclusion:Stream data processing connects analytics and applications. Because multiple
systems can be constructed using the same architecture, this makes the construction of the
infrastructure a similar architecture. It additionally allows designers to fabricate applications
that utilize scientific outcomes to straightforwardly answer information experiences and make
a move.
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1. INTRODUCTION

Stream data processing is the process of acting related to a sequence of data,
simultaneously at the time the data is created. In the past, data professionals talked about
"real-time processing” as a general term for data found to be processed just at the time it
was needed for a particular use-case. However, the term "stream processing” is now used in
a more specific sense due to the emergence and widespread use of stream processing
frameworks and technologies, as well as the decreasing costs of RAM. The agenda of
stream processing frequently involves numerous and varying tasks concerning the




approaching series of information (i.e., the "information stream"), which can be performed in
parallel, sequentially, or both. Not only the generation of stream data but also, it's
processing, as well as the delivery to a final location, are all parts of this workflow. The
underlying agenda is recognized as a stream-processing pipeline.

Applications can respond immediately to new data events based on the agenda of stream
processing. The stream processing engine processes the input data pipeline in real time in
this simplified example. A streaming analytics application receives the output data and
incorporates it into the output stream. Analytics (like predicting the future based on certain
past events), transformations (like the alteration of a specified number to the date format
after performing certain action), enrichment (i.e., a combination of the data point with other
data sources so may the useful & meaningful outcomes can be generated), as well as
ingestion (like the data insertion into a database), are some of the actions<that stream
processing takes on data[1].

In the past, data has been processed typically in the form of batches according to:a schedule
or a predetermined threshold (e.g., every hundred rows, every two megabytes, or every
night at one in the morning). However, because of the increased speed.and volume of data,
batch processing is no longer sufficient for many different kinds of use ‘cases. Stream
processing is now required by certain modern applications. The business entities have
adopted ways that can better help them to deal with their data effectively i.e., along with the
consideration of the specified use cases. The new data events are better recognized and
responded to through the stream data processing agenda. Unlike the process of stream data
processing, the phenomenon of batch processing considered grouping and the gathering of
data at a predetermined level. While the agenda of stream data processing considers
gathering and processing the data at the time the‘data is being generated.

Instead of storing and processing data later, stream data processing is the process of
analyzing and processing data as it is generated or received. Real-time applications like
analyzing social media feeds, monitoring sensor data, or processing financial transactions
frequently make use of this strategy. A wide range of frameworks, tools, and methods are
available to support streaming data processing, which is a powerful strategy for analyzing
and processing data in real-time. Apache Kafka is a well-known framework for processing
streaming data. The distributed streaming platform Kafka makes it possible to store and
process data streams in real-time. It employs a publish-subscribe model in which consumers
read from Kafka topics and producers write data to them. Additionally, Kafka has a built-in
mechanism for fault tolerance and data replication, making it an excellent choice for
distributed, large-scale systems [14].

Apache Storm is another remarkable framework for processing streaming data. The storm is
a distributed, real-time computing platform that makes it possible to process data streams. It
can handle both real-time and batch processing and is designed to be fault-tolerant. The
data flow through Storm is defined by a "topology,” which consists of "spouts" for reading
data and "bolts" for processing it. Another well-liked streaming data processing framework is
Apache Flink [15]. Open-source, distributed streaming platform Flink is capable of handling
both batch and real-time processing. For stream processing applications, it offers a
programming model known as the "DataStream APL." Apache Spark Streaming is one of the
other remarkable frameworks for processing streaming data. It extends the core Spark API
to process real-time data streams [16]. It employs a model of micro-batch processing, in
which data are processed in regular small batches rather than in a continuous stream. Spark
Streaming is able to process high-throughput streams of data and carry out intricate data
operations as a result of this. Apache Cassandra for distributed data storage, Apache
Zookeeper for coordinating distributed systems, and Apache Avro for data serialization are
just a few of the technologies and tools that are frequently utilized in conjunction with these
frameworks. The Lambda Architecture, which combines batch and real-time processing to
provide both low-latency and high-accuracy results, is one of several streaming data
processing patterns that are commonly used in addition to these frameworks and tools. and



the Kappa Architecture, which is a real-time processing-only variant of the Lambda
Architecture.

On the other hand, is concern of talking about the use cases that tend to effectively support
the agenda of stream data processing. Most of the time, use cases involve event data that
comes from some action and should have some action done right away. Examples of
common applications for real-time stream data processing are as given below:

» The real-time detection of fraud and anomalies: One of the largest credit card
issuers in the world has been able to cut it's annual fraud write-downs by $800 million just
due to stream data processing-powered fraud and anomaly detection. Both the store trying
to process the credit card and the customer (along with any other customers in line) suffer
from delays in credit card processing. Post-exchange, Visa organizations used to play out
their tedious misrepresentation identification methodology in bunches. The said system has
greater strengths for running complex algorithms so may the fraudulent charges.can better
be identified & blocked as soon as you swipe your card because they use stream data
processing. They are also able to send alerts for unusual charges:that require further
investigation without making their (non-fraudulent) clients wait.

= Personalization, advertising, and marketing in real-time., Companies can provide
customers with contextually relevant, personalized experiences through the use of real-time
stream data processing. This could include a discount related to' something that you have
added to your cart on a website but didn't buy right away. Also, you might have given a
suggestion to connect with a friend you just registered:- on a social media site or an
advertisement for a similar product.

= Edge analytics for the Internet of Things (loT). Stream processing is used by
businesses in manufacturing, oil & gas, transportation, and the design of smart cities and
buildings to keep up with data from billions of *things." An illustration of loT information
examination is identifying the issues in assembling that demonstrate the need for knowledge
about the anomalies to sort out to further develop:tasks and increment yields. With constant
stream handling, a maker might perceive that a creation line is turning out an excessive
number of irregularities as it is happening (instead of tracking down a whole terrible group
after the day's shift). By stopping, the line for immediate repairs, they can identify significant
savings and avoid significant waste.

2. RELATED WORKS

One remarkable component of business entities is data collection. Businesses in the modern
economy simply“‘cannot hold to wait for the specified data to be processed in the form of
batches. Instead, real-time event streams are used by ride-sharing apps, e-commerce
websites, platforms. for the stock market, fraud detection, and other applications.
Applications evolve to process, filter, analyze, and react to events as they occur in real time
when paired with streaming data. This opens a new set of applications, including Netflix
recommendations, and real-time fraud detection, along with the consideration of a
continuous shopping experience that you choose to update as you shop across multiple
devicesi'In a nutshell, platforms for continuous, real-time event stream processing can be
beneficial to any sector that deals with significant volumes of real-time data[2].

Stream data processing is a term that is turning out to be progressively pertinent to the
specialized side of any organization yet is still somewhat ambiguous on the business side.
Data streams, also known as data, that continuously entering a business, are referred to by
the term "Stream." Computer systems have been receiving data for decades; the only
difference is that the volume and speed are now unprecedented. Onboarding, analysis, as
well as the integration of the data in a way that gives technology users insight, i.e.,
preferably in real-time, is referred to as stream processing. With time, firms are developing,
and thus the quantity of workers is expanding with the upgrade in the topographical area of



business limits. In the end, this leads to more data for the businesses. which businesses
must benefit from the most recent technology. Stream data processing is very helpful when it
comes to securing the data for a variety of uses, such as forecasting business demands,
planning, making decisions, having precise values for the financials of the company,
reporting data, or analyzing the data to understand the level of demand from customers. The
user can store a large amount of data according to their needs. Users can choose any kind
of data warehouse that meets their needs[3].

Stream information processing design refers to the production of an information handling
and storage-related framework for a specified business entity because for information to be
useful, it needs to be properly sorted, cleaned, and arranged. Finding the most efficient
method for organizing information from a direct set into a simple structure that yields useful
Bl insights is the goal of stream data processing. The majority of vendors and IT
manufacturers are constantly making investments in developing energy-efficient.computing
devices and working to reduce hazardous and harmful materials. Numerous preducers are
likewise attempting to empower the recyclability of these computerized gadgets. Green
computing methods gained prominence in 1992. The Environmental Protection Agency
launched the Energy Star program at that time.

There are billions of cell phones, possibly trillions of 10T gadgets, every one of them
streaming information into frameworks that are hustling to stay aware, of volumes that are
expanding dramatically. You are a part of a stream that is dealing with this, as are all of the
businesses you interact with on a daily (or even multiple/daily) basis. It is a possibility that a
billion people might be doing the same thing at the same time whenever you upload
something to Facebook, tweet, or complete an online transaction. Whether we are aware of
it or not, we are all a part of the streaming ecosystem. We:all need to have a mechanism
that can effectively help us to determine the direction.in which our data is being gathered as
well as assembled. As the data keeps on growing so we cannot evaluate the grounds to
segregate the data as well as the anomalies[4].

The better inquiry is, how significant.as well as valuable is it for you to know immediately
how your business is getting along? Consider commodity trading in real time; A fraction of a
second can mean the difference.between making or losing millions of dollars. E-commerce,
financial, healthcare, and security transactions all require immediate stream data processing
responses. The problem is that businesses need to be able to 1) in a blizzard, identification
of the relevant snowflake; and 2) take-meaningful and immediate action when something has
happened. Immediacy is perceived to be remarkable because the majority of data is highly
perishable with a shelf life that can be effectively measured in microseconds|[5].

Stream data processing has emerged as an urgent requirement for every organization due
to the rapid growth.and development of technology. The following are the primary reasons
why it is required:

e The stream data processing method provides improved business intelligence;

/|t saves time;

e Itimproves the consistency and quality of the data;

o The data warehouse also provides historical intelligence;

o It offers a high return on investment.

Six main components are included in the stream data processing architecture:

e The data warehouse's database: The entirety of the data is managed and stored in
the database section for reporting purposes. The data set can be chosen by the
prerequisites out of the ordinary social data set, insightful data set, information distribution
center application and cloud-based data set.

o Instruments for extraction, the change of information, and stacking: Because they
are used to collect data from various sources, transform it, and load it into the warehouse,
these are the central component of the architecture.

o Metadata: This framework of data includes both technical and business metadata.



e Access methods to the data warehouse: This architecture includes tools for
application development, data mining, OLAP, query-related tools, and more.

¢ Bus for a data warehouse: The data warehouse bus specifies the data flow within a
data warehouse. A data mart is included in this.

o Layer that reports: The reporting layer grants the end user access to the Bl interface
for reporting purposes[6].
Because it is difficult for a number of business applications to locate these actual statistics,
they require enormous amounts of formless data. Companies have acknowledged issues
like the difficulty of effectively utilizing data, particularly in light of the rise of novel data
resources, the demand for fresh data, and the need to increase processing speed[7].

3. METHODOLOGY

The theoretical and methodical examination of the specific approaches typically taken in the
research area is referred to as the methodology. In addition, it covers the fundamentals and
provides a theoretical analysis of the body methods associated with the particular field of
knowledge. In most cases, it includes particular ideas like; the theoretical model, paradigms,
varying phases, and quantitative and qualitative technigues, among others. The
methodology's terms have not been designed to provide study-related solutions. As a result,
it is impossible to claim that all kinds of research employ the same approaches.

The topic and type of the study are always taken into consideration when designing the
study. It provides theoretical support for determining which-method or set of methods can be
demonstrated to be the most effective for a particular case; for example, in order to extract
the various results. The systematic techniques that are utilized in the research are also
referred to as the process of the research design, Simply, the research design can
investigate the research guide and the procedure for conducting the research. The current
research work considers the agenda of qualitative basis as the observation method has
better helped to collect the data from already existing research studies in a similar context[8].
It is one of the most important and well-known methods for the underlying study. The most
significant and remarkable attribute of the qualitative method is that it is the most significant
and notable procedure for smallisamples in the meantime its outcomes and results can be
effectively quantifiable and.measurable. It can easily provide a comprehensive description
and analysis of the research topic without taking into account the responses of participants.
In addition to examining the study's scope, it can also examine the study's procedure(figure
1). Consequently, the various abilities and skills of the researchers are the foundation of
qualitative research and its effectiveness, despite the fact that the results cannot be
considered reliable: Interpretations and personal judgments provide the qualitative research
method's data (figure2)[9].

There are a number of steps that can be broken down into carrying the specified
methodology for processing stream data:

e Ingestion of data: The data are collected and transported from their source to the
processing system in this step. Tools like Apache Kafka, Apache Flume, or Apache
Nifi, which support data ingestion, transport, and integration, can be used to
accomplish this.

e Storage of data: For further processing, the data must be stored after being
ingested. Various storage systems, including Apache Kafka, Apache Cassandra,
and Apache Hadoop HDFS, can be used to accomplish this. For streaming data
processing, these storage systems provide a high level of scalability and fault
tolerance.

e Processing of data: Using a suitable framework or tool, the data will be processed in
the following step. Apache Spark Streaming, Apache Flink, and Apache Storm are
some of the most well-liked options. Filtering, transformation, aggregation, and



machine learning are just a few of the many data processing capabilities offered by
these frameworks.

e Analyses of data: In order to gain insights and generate useful information from the
data, it must be analyzed after it has been processed. Tools like Apache Hive,
Apache Pig, and Apache Mahout can be used to accomplish this. For data analysis,
these tools provide an interface that is similar to SQL, making it simpler to write
complex queries and gain insight from the data.

e Visualization of data: The final step is to visualize the data so that the end user can
easily understand it. Various tools, such as Apache Superset, Tableau, and Kibana,
can be used to accomplish this. These tools offer a wide range of visualization
options, including maps, charts, and graphs, that can be used to present the data in
a way that is understandable and easy to understand.
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Fig. 1.Workflow of stream data processing



Given:
GDB, // geographic database
#, {/ geographic ontology
T, / target feature type
S, I set of relevant feature types O
R; /f set of all topological relationships
Variables:
D; /f relationships to compute for Data mining
Find: a dataset ¥ without geographic dependences between T and S;

Method:
Dependence_Elimination
Begin
‘¥ =T — geometry column;
For (i=1; i=#0in 8§, i++) do
Begin
Find T in #;
If (T has a one-one or one-many property with O; in %)
Remove O;from S; // dependence elimination
Else
If (T has prohibited properties P with O, in #)
D =R - P; // possible relationships to compute
Else
D =R // all topological relationships
W =¥ + Spatial_Join (D,T,O;)//computes spatial relationships D between T and O
End;
End;
Transformation (V) //transforms the resultant dataset into the data mining algorithm
// format preserving the non-spatial attributes of T;

Fig.2.Pseudo Code for Streaming data processin

Two layers are needed for processing streaming data: a'layer for processing and a layer for
storage. In order to enable fast, inexpensive,” and. replayable reads and writes of large
streams of data, the storage layer needs to/be able to support record ordering and strong
consistency. The handling layer is answerable for consuming information from the capacity
layer, running calculations on thatinformation, and afterward advising the capacity layer to
erase information that is not: generally-‘required. Scalability, data durability, and fault
tolerance in both the storage and processing layers must also be planned for[10].

It's important to remember that these steps don't always follow a straight line, and some may
be repeated or skipped depending on the needs of the particular use case. Additionally, the
processing pipeline's design may be affected by the fact that distinct streams of data may
necessitate distinct processing strategies, such as event-based or time-based
processing.When designing a streaming data processing pipeline, ensuring that it is scalable
and fault-tolerant is one of the most important considerations. Using distributed storage and
processing systems with built-in support for scalabilities and fault tolerance, such as Apache
Kafka and Apache Storm, is one way to accomplish this. Furthermore, utilizing a miniature
cluster handling model, as on account of Apache Flash Streaming, can give a harmony
between high-throughput and low-inactivity handling.Ensuring that the pipeline can handle
the volume, variety, and velocity of the data is another important consideration. Using
Apache Zookeeper for coordination and Apache Avro for data serialization i.e., both of which
are capable of coping with the distributed nature of the processing pipeline, is one of the
remarkable ways to accomplish this.

4. RESULTS AND DISCUSSION

The ability to sort based on the noise to locate a useful signal is where streaming
technologies really come into their own. In other words, how do you gain insight from such a
vast and varied stream of data? Stream processing truly adds value in this area while having
the ability to query a continuous data stream and identify data anomalies quickly enough to



take action is a significant competitive advantage. For example, the sensors based on
bioinformatics that can remotely report changes in a patient's condition in real-time, tend to
allow medical professionals to respond quickly and accurately. We can better consider the
volume of information that circulates throughout a large hospital at any given time.
Streaming can identify the one crucial data point that has the potential to make a real
difference for the patient.The businesses that are driving their initiatives are the ones that
have sorted this out and applied it to their data. Consider Facebook as an earlier illustration.
There are literally billions of individuals sharing everything they know about ecosystem
vendors. When all a potential customer needs are a little push to turn toward you, how can
you, as a vendor, entice them? Millions of people will simultaneously order the next must-
have item from major electronic device manufacturers and receive a confirmation within
seconds, where the manufacturer has checked inventory, location, shipping optiens, taxes,
previous purchase history, service contracts, trade-in value, and other factors. all of this took
place in a split second. The broad volumes of the information must be overseen-actually on
the off chance that a legitimate arrangement exists to deal with this information and make
the predefined moves of streaming something similar [11]. Stream:processors are the
systems that execute the application or analytics logic while also receiving and sending data
streams. A stream processor's primary duties are to ensure that'the computation scales are
fault-tolerant while also ensuring that data flows smoothly. These problems can be solved by
Apache Flink, a robust open-source stream processing framework. The stream data
handling worldview normally addresses many difficulties that designers of constant
information examination and occasion-driven applications face today:

» Analytics and applications respond immediately to events: There is no delay
between "event occurs," "insight derived," and _“action taken." The data is reflected in the
most recent actions and analytics, when it is still relevant, valuable, and fresh.

* In comparison to other data processing systems, stream processing is able to
handle significantly larger data volumes: Only a small portion of the data that is meaningful is
saved after the event streams are directly processed.

» The continuous and timely nature of the majority of data is easily and naturally
modeled by stream processing: Scheduled (batch) queries and analytics on static or resting
data are different from this. The stream processing model is naturally compatible with
incremental computation of updates as opposed to periodic re-computation of all data.

» The infrastructure is separated and decentralized through stream processing:
Shared databases, which are large and costly, are less necessary with the streaming
paradigm. The stream-processing framework, on the other hand, makes it simple for each
stream-processing application-to manage its own data and state [12].

Stateful .stream data processing is a type of data stream processing where the
computation keeps track of the context. This state is utilized to store data which is gathered
from the curtently happening occasions. Stateful stream processing is required by virtually
all non-trivial stream processing applications. The most recent transactions for each state
credit card would'be kept by a fraud prevention application. The state is updated whenever a
new transaction is compared to existing ones and classified as legitimate or fraudulent. The
user's preferences would be described by parameters in an online recommender application.
Everyitem association produces an occasion that refreshes these boundaries. Every time a
user interacts with a song playlist or an e-commerce shopping cart, events are sent to a
microservice (figure 3). The list of all added items is kept by the state [13].
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4. CONCLUSION

Stream data processing connects analytics and applications. Because multiple systems can
be constructed using the same architecture, this makes the construction of the infrastructure
as a similar architecture. It additionally allows designers to fabricate applications that utilize
scientific outcomes to straightforwardly answer information experiences and make a move.
Some extraordinary examples include sending push notifications to users based on models
of their behavior, adjusting a machine's parameters based on the results of real-time sensor
data analysis, or using an analytical model to automatically block a fraudulent banking
transaction.

Stream data processing involves a small number of components. The staging zone is where
information from various operational frameworks is extracted, modified, and stacked. Here, it
goes through various processes like profiling and standardizing. The information that has
been "scrubbed" or "cleansed" is combined into a single structure that can be sent to the
data warehouse for storage. The integration layer is where this job is finished;

The data is broken up into subsets, which are then moved into a variety of different data
marts. Analytical processing is used to finish this job. These data marts are'made to meet
the needs of the user so that they can use the particular data.for reporting. The main
concern is the fact that how well the underlying agenda is being used by the business
entities.

While stream data processing is a powerful method for real-time data analysis and
processing, it can be improved in a number of ways. Improving the data ingestion process is
one way to enhance the stream data processing procedure. This can be accomplished by
employing data transport and integration tools that are more effective which can include but
is not limited to Apache Nifi or Apache Kafka Connect. These tools are capable of handling
data streams with high throughput and include built-in support for data transformation and
enrichment. Additionally, using a schema registry like Apache Avro can help simplify data
integration and guarantee data consistency. The data storage system can also be optimized
to improve the process. Streaming data-optimized storage systems like Apache Kafka or
Apache Cassandra, which offer high levels of scalability and fault tolerance, can be used to
accomplish this. Additionally, using a columnar storage format like Apache Parquet can
reduce the storage space needed and improve query performance.

Future Work

The process of stream data processing can be made better by improving the step of data
analysis. This can be accomplished by employing more robust data analysis tools, such as
Apache Hive or Apache Pig, which offer an interface for data analysis resembling that of
SQL and are capable of handling massive data sets. Additionally, more advanced insights
can be gleaned from the data with the assistance of machine learning algorithms like
Apache Mahout. It is essential to incorporate real-time monitoring and alerting systems that
are able to identify and diagnose issues in the pipeline in order to enhance the process.
Monitoring tools like Prometheus, Grafana, or InfluxDB can be used to collect and visualize
metrics, and alerting systems like Alertmanager can send out notifications based on
thresholds or patterns. Utilizing cloud-based solutions is another method for enhancing the
procedure. For data ingestion, storage, processing, and visualization, cloud platforms like
AWS, Azure, and Google Cloud offer a wide range of services that are simple to incorporate
into the pipeline. Scalability, cost-effectiveness, and adaptability are just a few of the
additional advantages of cloud-based solutions.
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