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Simulation of a Star Network Architecture using
VLANSs as Technical Supplement for Network Control

Abstract

VLAN technology was employed to improve the performance of an extended star topology network. To achieve
this, each network component was physically connected to a hub, router, or switch as the server. A single switching
network is divided into a number of overlaying virtual networks called VLANSs that can accommodate various
functionalities, security needs and easy administration. For Inter-vlan routing a layer 3 switch that support 802.1Q
trunking on a fast Ethernet or GigabitEthernet interface was used. CISCO Packet tracer is the network Simulator
used with other embedded tools, VTY 4.0, DHCP POOL, SSID, IPNAT.
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1. Introduction

Computer Network can be seen as the connection of
two or more computers electronically with the sole
aim of data, information or peripheral sharing. There
are numerous advantages of networking of
computers, they include performance -efficiency,
data/information manageability, security and cost
effectiveness as it enables resource sharing between
users not necessarily within a visible space (Grant,
2014). Switches and Router are devices used to
enable data transfer from one place to another using
different technology such as a radio waves or wire.

A Local Area Network (LAN) is a network of
computers located within a virtually accessible space
or single broadcast domain or within a short distance
usually at home, offices buildings or school. WAN is
a network that covers wider area than LAN and
usually covers cities, countries and the whole world.
Several major LAN can be connected together to
form a WAN. As several devices can be connected to
a network, it is important to ensure that data does not
collide at some point when this device attempt to use
data channel simultaneously. William (2010) used a
set of rules called carrier sense multiple
access/collision detector to detect and prevent data

collision in networks. Also Andrew (2010) developed
Virtual Local Area Networks (VLANSs) as an
improved solution to using routers to contain
broadcast traffic.

According to Kattepur, et al., (2021) Virtual local
area network (VLANS) is the process of partitioning
a single physical LAN into smaller logical LANS,
VLAN reduces the broadcast domain, improve
security and performance and are ideal for separating
and managing large networks. A VLAN is a switched
network that is logically segmented by function,
project team, or application, without regard to the
physical locations of the users. VLANs have the
same attributes as physical LANS, but you can group
end stations even if they are not physically located on
the same LAN segment. Any switch port can belong
to a VLAN, and unicast, broadcast, and multicast
packets are forwarded and flooded only to end
stations in the VLAN. Each VLAN is considered a
logical network, and packets destined for stations that
do not belong to the VLAN must be forwarded
through a router or a switch supporting fallback
bridging.
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VLANS are able to be created and packets are easily
moved through those VLANSs with the help of trunk
port, a trunk port is a port configured on a network
switch that allows data to flow across a network node
for multiple virtual local area networks (Swati, et
al.2020, Ran, 2020).

Some random issues averagely faced in network here
in University of Africa include;

Physical connectivity issues

Duplicate static IPs

Configuration conflicts

Destruction of Fibre cables due to on-going
construction

Faulty patch cords

Device failure e.g. switch

el A

o a

Based on recent happening and observations (January
to June, 2022) on university of Africa network set-up,
we observation that in an average monthly base, at
least a node in the network must experience a
downtime either due to switch failure, configuration
issues or breakage in the internal lines connecting to
the node. And until this node is traced and issue
treated, the network supply to all computers attached
to such node will be down. This calls for a more
efficient network model necessary to enable sharing
of information across clients/offices. The aim of this
research is to simulate an advanced network topology
that can be proposed to the University by
Configuring a VLANs on different switches with
difference in the network capacity. Extra lines will be
added to the existing lines running through each node
and firewall will be added to the entire network as a
protective measure against cyber-attacks and
unauthorised persons and this will mitigate the
frequently experienced problems mentioned across
the network to the barest minimum as it will provide
an automatic backup internet access for nodes and
reduce network down time.

2. Reviewed Literatures

According to Huchao, et al., (2018), Network
topology is the description of the arrangement of
nodes (e.g. networking switches and routers) and
connections in a network is often represented as a
graph. No matter how identical two organizations are,
no two networks look exactly the same. However,
many organizations are relying on well-established
already existing network topology models. Network
topologies outline how devices are connected
together and how data is transmitted from one node
to another.

A Logical network topology is a conceptual
representation of how devices operate at particular
layers of abstraction. Logical topology basically
describes the configuration aspect of any topology,
how the IP addresses are assigned, how data is
expected to move from one device to another, how
trunk port, access port VLANSs are assigned on a
network while A Physical topology details how
devices are physically connected (Andrew, Et. al.,
2011 and Liu, et al., 2009). The different types of
topologies that enterprise networks have built on
today include; Bus topology, Ring topology, Star
topology, Mesh topology, and Tree topology. Hybrid
topology includes merging two or more network
topology for greater efficiency.

VLANs is an acronym for Virtual local area
networks, VLANSs are becoming very important as
network complexity has exceeded the capacity of a
typical local area networks (LAN) (Hossain et al.
2020). In essence, a VLAN is a collection of devices
or network nodes that communicate with one another
as if they made up a single LAN, when in reality they
exist in one or several LAN segments. In a technical
sense, a segment is separated from the rest of the
LAN by a bridge, router, or switch, and is typically
used for a particular department. This means that
when a workstation broadcasts packets, they reach all
other workstations on the VLAN but none outside it.
Types of VLAN includes; Port-Based VLAN,
Protocol based VLAN and MAC Based VLAN

VLANSs reduce the incidence of collisions and
decrease the number of network resources wasted by
acting as LAN segments. Data packets sent from a
workstation in a segment are transferred by a bridge
or switch, which will not forward collisions but will
send on broadcasts to every network devices. For this
reason, segments are called “collision domains”
because they contain collisions within the bounds of
that section. However, VLANs have more
functionality than even a LAN segment because they
allow for increased data security and logical partition.
Remember, a VLAN acts as a single LAN although it
only makes up a segment. This means that the
broadcast domain of a VLAN is the VLAN itself,
rather than each network segment. Additionally, the
partitions do not have to be defined by the physical
location of the network devices. They can be grouped
instead by department, project team, or any other
logical organizational principle (Shakla, et al 2013)

VLAN provides the following advantages:

1. Solve broadcast problem
2. Reduce the size of broadcast domains
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3. Allow user to add additional layer of
security

Make device management easier

Allow us to implement the logical grouping
of devices by function instead of location

o~

Al-Hamiri, et al (2021) did a simulation that show
that VLAN overcome LAN networks in terms of
bandwidth and security. This has been done by
reducing the throughput in both sending and
receiving levels to the confidential servers. The
VLAN has also reduced the broadcast domain which
results in a high-power efficiency. Moreover, the
VLAN network technology has been proved to have
lower values of delay in transferring files and packets
than LAN network technology.

Modern technology is essential for all healthy,
economic, and educational sectors. Using modern
technology involves high-performance networks in
terms of quality of services (QoS) parameters such as
delay, throughput, bandwidth, response time and
security.

There are five (5) basic VLAN types:

1. The Port base allows network administrators
to manually designate VLANs for each
switch port without the need to frequently
update the network infrastructure.

2. Mac address-based VLAN assigns VLANS
depending on the source MAC addresses of
the packets. The Security and adaptability of
network administrator would not have to
update the configuration of VLANSs even if
the users regularly move their physical
location

3. IP subnet-based VLANS can be assigned to
devices based on their IP subnets using IP
subnet-based VLAN. It will function well
for a public network when there is a larger
need for mobility, simpler management, and
less of a need for security. When a user's IP
changes, this technology enables them to
automatically join a new VLAN ID.

4. Protocol-based VLAN can assign VLANSs in
accordance with the protocol types and
frame encapsulation formats when used for a
network with several protocols.

5. Policy-based VLAN can combine policies,
such as combinations of MAC addresses and
IP addresses can be used to assign VLANS.

Network security and flexibility will be
significantly  improved  through  the
combination of rules to provide inter-VLAN
access control.

The need for inter-vlan routing became paramount
since broadcast packets are limited in the same
VLAN, host in different VLANs are unable to
directly communicate with each other in layer 2.
Connections can be done with a router with each
VLAN needing one physical port, sadly because of
the high cost and poor scalability this type of routing
is rarely used. It is called inter-vlan routing with
separate physical interfaces

Router on the stick is done using one physical
interface to achieve traffic forwarding between
VLANS using this type of VLAN routing. The router
can receive frames with VLAN tags on the trunk
interface from the connected switch after configuring
the connection between the two devices as a trunk
link. The router can then pass the routed packets out
to destinations with VLAN tags over the same
interface.

3. Design and Simulation
3.1 Methodology Used

In this research we present a study characterizing
VLAN usage in a large-sized network like campus or
enterprise. Our study is conducted using a white-box
approach, involving data such as router
configuration, files obtained from network operators,
and through interactive interactions with them. Our
study also uses the waterfall methodology to design,
simulate and compare the new developed VLAN
aided network topology with the existing non VLAN
network.

3.2 Design and Simulation

Packet tracer was used as a network simulator for the
entire project, Micro soft word was used for
documentation of the work, , line VTY 0-4 is a
virtual port used to get Telnet or SSH access to the
device, DHCP POOL is a built in server that
automatically assigns IP address to devices connected
to it, Service Set Identifier (SSID), IP Network
Address Translator (IP NAT) that enables
unregistered IP addresses to connect to the internet
and one on one interview/discussion was done to get
information about the current network architecture
used.

3.2.1  The current University of Africa network
examined used an extended star topology which
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connects two different campuses together, the
network architecture allows these two campuses to be
connected on same network but separated by
VLANSs, VLAN where used to segment the entire

VLANS are added to a trunk port which manages the
VLANS, every host or client on the network belongs
to a particular VLAN and all hosts on the network is
connected to a central manageable switch.

network which makes it easier to manage. All
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Figure 1: Physical Architecture of University of Africa Network Topology

As seen in figure 1, each block has a single line 3.22 The VLANs Enhanced network is an

running through it which potentially renders the line
useless peradventure something happens to that line
and there is no security technology embedded into
the network. The system only uses VLANS for
information sharing and network management issues

improved version of the existing system, It is focused
mainly on security, network control and using
VLANS to serve as redundancy in case of network
failure in any block in the campus, it also has extra
fiber optic lines running to all main blocks (switches)

arise from time to time. Hence the entire network is
not secured, not fault tolerable as failure by any line
causes a halt in internet supply to computers
connected to that switch

Table 1: Logical Configuration of New System/Design

which will serve as backup should incase any line
fails. Port based VLAN was used in the configuration
process of the separate VLANS.

S/IN | VLAN NAME ADDRESS GATEWAY IP RANGE

5 Block A 192.168.5.0/24 192.168.5.1 192.168.5.1-192.168.5.254
6 Block B 192.168.6.0/24 192.168.6.1 192.168.6.1-192.168.5.254
7 Block C 192.168.7.0/24 192.168.7.1 192.168.7.1-192.168.5.254
8 ICT HUB 192.168.8.0/24 192.168.8.1 192.168.8.1-192.168.5.254
9 ICT 192.168.9.0/24 192.168.9.1 192.168.9.1-192.168.5.254
10 LAB 192.168.10.0/24 192.168.10.1 192.168.10.1-192.168.5.254
11 BURSARY 192.168.11.0/24 192.168.11.1 192.168.11.1-192.168.5.254
12 LIBRARY 192.168.12.0/24 192.168.12.1 192.168.12.1-192.168.5.254
13 HOSTEL 172.16.13.0/22 192.168.13.1 192.168.13.1-192.168.5.1022
14 CAMERA 192.168.14.0/24 192.168.14.1 192.168.14.1-192.168.5.254
15 UAT WIFI 172.16.15.0/22 172.16.15.1 172.16.15.1-172.16.15.1022
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16 JAMB CBT 172.16.16.0/23 172.16.16.1 172.16.16.1-172.16.16.508

17 SERVERS 192.168.17.0/24 192.168.17.1 192.168.17.1-192.168.17.254
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Figure 2: Physical Architecture of VLANs_Enhanced Network

Figure 2, shows fibre optic lines added to each of the Figure 3 show all configured VLANS and IP
previously existing lines which will serve as backup addresses assigned to each VLAN on the new system.
lines for internet access.
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Figure 3: Shows a run-down of all VIANS configured on the VLANs_Enhanced Network
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Figure 4: Shows VLANS on the core Switch

Figure 4 shows all VLANS on the main core manageable switch.
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Figure 5: Shows Two Separate VLANS being configured on one Switch

Figure 5 shows two different VLANS
configured on same switch. VLANS were
improved upon to facilitate access right to
some essential units that have their own

Servers.

Figure 6 shows a Successful
Communicating between two computers on

same VLAN but not on same place.
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Figure 6: Successful Status of two Systems Communicating with each other on same VLAN but
not on same place.

4, Discussion of Results

a. Fibre optic lines were added to each of the
previously existing lines which will serve as
backup lines, as seen in Figure 2 extra lines
were added to the existing system to serve as
backup lines.

b. VLANS were improved upon to facilitate
access right to some essential units that have
their own servers. As seen in figure 5 VLAN
12 belongs to library, FAST ETERNET
PORT 2 was configured so as to
communicate with any client that have
access to that port on VLAN 12S. VLANS
was also improved upon to serve as backup
for internet access.

c. The firewall serves as a protective measure
against any unauthorized access and various
cyber-attacks like malware, ransom ware
etc. it is strategically placed immediately
after the main router because, any request or
packets coming in and going out of the
network must pass through the firewall as
shown in Figure 2.

5. Conclusion

VLANSs and trunks played a vital role in improving
the efficiency and security of an enterprise network.
When properly utilized, VLANs and trunks provide
flexibility as seen in figure 3, all VLANS that are
configured on the new system, stability, and ease of

troubleshooting. it enabled resource sharing as seen
in figure 4 in the presence of failure in the main
network, 2 VLANS are configured on the library core
switch VLAN 5 belongs to Block A while VLAN 12
belongs to Library, for the of resource sharing a
system physically connected on the Library switch is
configured logically to access and share resource
with systems on block A because they are on same
VLAN.
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